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Chapter 1: Introduction to Titanium Security

With enhanced social networking security, Trend Micro™ Titanium™ makes it easy for you to
protect yourself and your family. It features:

e Afriendly interface - a snap to install and use
e Simple screens and reports — easy to read and understand

e Set-and-forget security — won’t annoy you with excessive alerts and pop-ups.

The Titanium Security Family
The family of Trend Micro™ Titanium Security™ products includes the following:

e Trend Micro™ Titanium Security™ Antivirus+. Our entry-level product provides all the
essential protection you need while surfing the web or opening, saving, or downloading
files. It provides coverage for netbooks, laptops, and entry level computers, unlike free
options, which leave you exposed in key areas.

Trend Micro™ Titanium Security™ Internet Security. Our mid-range product provides
advanced protection with maximum performance, adding our unique privacy scanner
and the broadest web threat protections available for social networking. It also provides
basic parental controls to restrict or filter online access for kids.

Trend Micro™ Titanium Security™ Maximum Security. Our high-end product provides
the complete security solution for protecting your PC, Mac, or mobile devices and up to
3 users or devices. It includes a complimentary copy of DirectPass™, Trend Micro’s
password manager; Online Guardian for Families; Mobile Security for Android; and 5GB
of secure online Trend Micro SafeSync™ storage.

Trend Micro™ Titanium Security™ Premium Security has all of the same features as
Titanium Security™ Maximum Security, for up to 5 users or devices, but SafeSync
storage is expanded to 25GB.

Trend Micro™ Titanium Security™ Internet Security for Mac. This is our Titanium
Security offering specifically designed for the Macintosh and is bundled with Titanium
Security™ Maximum Security and Premium Security editions, or can be purchased
separately.

Titanium Security leverages the expertise Trend Micro has gained over 25 years and delivers:
e The fastest protection against new web threats*
e The best phishing detection rates, guarding against identity theft*

e Unique cloud-based protection, SafeSurfinging our customers from 250+ million threats
per day.

*NSS Labs 2013
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Titanium Security: Comprehensive Protection

Titanium Security is equipped with special protections and is bundled with companion
products to address specific needs:

Privacy Protection and Social Networking Security

Titanium 2014 continues its leadership role in social networking security (SNS):

Enhanced! Privacy Protection for Facebook, Twitter, and Google +. Titanium Security

features an exclusive Privacy Scanner for social media, which identifies privacy settings
that may leave your personal information publicly available and vulnerable to identity

theft. Privacy protection is now extended beyond Facebook to Twitter and Google+.

Social Networking Security (SNS) Protection. Titanium Security provides protection
from threats you may encounter from malicious links in Facebook, Twitter, Google+,
MySpace, LinkedIn, Pinterest, Mixi, and Sina Weibo—the broadest and most effective
SNS protection available on the market for consumers today.

Clear Warning. Our SNS proactively warns you when a link is bad by highlighting it in
red. When it’s a safe link, it’s highlighted in green. You can also mouse over a link to get
real-time details about its safety from our Web Threat Protection servers.

Warn a Friend. Titanium Security even allows you to easily and quickly inform your
Facebook friends when it identifies a malicious link, so they can delete it from their
Facebook page.

Data Theft Prevention

Data Theft Prevention (DTP). DTP lets you stop specific data, such as email accounts or
credit card numbers, from being shared in outward bound email or online forms.

Secure Erase lets you overwrite and delete data from your disk, so it can’t be recovered.

Vault lets you encrypt data on your hard drive and remotely lock it up if your laptop lost
or stolen; when the device is found you can then unlock that data.

Trend Micro™ DirectPass™ is a standalone product bundled with Titanium™
Maximum™ Security and Titanium Premium Security that lets you protect and manage
all your logins and passwords safely. It uses a single master password and works across
Windows and Mac desktops and laptops, as well as Android and iOS tablets and
smartphones. DirectPass also provides a Secure Browser, for use with online banking
and financial websites, which encrypts all your keystrokes, so they can’t be stolen by
keyloggers.

Trend Micro™ SafeSync™ is a standalone product bundled with Titanium Maximum
Security and Titanium Premium Security that lets you back up and sync all your data to a
secure cloud, to ensure you have it should your hard drive crash. It also provides the
ability to access it across Windows and Mac desktops and laptops, as well as Android
and iOS tablets.
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Family Protection

Parental Controls let you restrict your kids” usage of the Internet and prevent them
from visiting inappropriate websites. Functions include program restrictions, which can
be set by schedule; safe search filtering, which helps prevent adult content from
appearing in search results; and blocking of untested websites, to increase security
when browsing.

Online Guardian. For parents who want to know exactly what their children are doing
online, there’s Trend Micro™ Online Guardian - a standalone product bundled with
Titanium Maximum Security and Titanium Premium Security. Online Guardian is a
complete monitoring and reporting solution adding deeper oversight and visibility into
specific social networking sites, as well as instant messaging programs, beyond simple
parental controls.

Other Highlights

New! Screen Reader — Screen Reader support is now available for visually-impaired
users.

New! Intensive Scan Switch — Automatically increases the protection level only when
you need it — for intensive scans when your computer is infected.

Search Results Rating — When you conduct a search on the internet the search results
give you a list of URLs, proactively highlighted.

Manual URL/Link Scanner — As with SNS, when you hover your mouse over a link in
search results, the manual link scanner rates the safety and reputation of any links on
the web page.

Enhanced Malware Cleanup - Titanium Security has always been tops in preventing
infections, but now it has been enhanced to help repair and clean up computers that
have already been infected, prior to installation. Both its normal scan and its severe
malware removal tools such as Rootkit Buster, Anti-Theft Tool Kit / Clean Boot, and
Rescue Disk have expanded anti-malware features. Anti-Ransomware 3.0 USB tool is
also available for Windows XP, Vista, and 7 users.

Mobile Security for Android — Titanium Security Maximum Security and Titanium
Security Premium Security include Trend Micro Mobile Security for protection of your
Android devices.

Windows 8 compatibility - Titanium Security 2014 is fully compatible with Microsoft’s
Windows 8 RT and Pro operating systems. Trend Micro SafeSurfing, Security Center, and
Go Everywhere are apps specifically designed for Windows 8 desktop and tablets users,
available for free on the Windows app store. (See below.)

Mountain Lion OS compatibility - Titanium Internet Security for Mac 3.0 is fully
compatible with Apple’s Mountain Lion MacOS, version 10.8.
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Available from the Windows App Store

Trend Micro™ SafeSurfing is a secure browser for Windows 8 that has security
technology built right in. It provides you with a safer browsing experience by including
safe search results ratings, social networking security, and more. Browse the web
without worry with Trend Micro SafeSurfing.

Trend Micro™ Security Center delivers current information about malware outbreaks in
your area, offering insights into dangerous websites and malicious file downloads to
avoid near you. For Trend Micro™ Titanium Security™ customers, it also provides up-to
date information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.

Trend Micro™ Go Everywhere protects your Windows 8 tablet from loss or theft.
Locate your tablet if lost or stolen with just one click. You can find your missing device
on a worldwide Google map or sound a 1-minute alarm. Wherever you misplaced your
tablet, Trend Micro Go Everywhere has got you covered.
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Key Features of Titanium Security 2014
Table 1. Titanium Security 2014 - Key Features

TITANIUM 2014 — Key Features .II-::enr:‘:: Titanium Titanium Titanium Titanium
Security for Antivirus+ Internet Maximum Premium
Maz Security Security Security Security
Licensing (Multi-license 1 user 1 user 3 users 3 users 5 users
subscriptions can be. activ?ted on Mac only PConly PConly PC, Mac & PC, Mac &
PC, Mac, and Android devices.) Mobile Mobile
Pricing $39.95 yr $39.95 yr $79.95 yr $89.95 yr $99.95 yr
Essential Protection
Virus and Spyware Protection v v v v v
Rootkit Detection and Removal v v v v
Rescue Disk v v v v
Web Threat Protection v v v v v
Anti-Spam v v v v v
Anti-Phishing v v v v v
Auto Int_ensive-level Protection v v v v
Scan Switch
Authenticate Wi-Fi Networks and v v v v
Hotspots
Windows Firewall Booster v v v v
Block Malicious Links in Email v v v v v
and IM
Search Results Ratings v v v v
Social Networking Security v v v v
Data Protection & Privacy
Privacy Scanner for Facebook, v v v v
Twitter, Google+
Data Theft Prevention v v v
Secure Erase v v v
System Tuner v v v
Vault with Remote File Lock v v
DirectPass** v v v
SafeSync** v 5GB 25GB
*Email=Yes, IM=No **Bundled with Titanium Maximum and Premium Security, separate purchase for Mac
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Table 2. Titanium Security 2014 — Key Features (Continued)
Titanium S S S N
TITANIUM 2014 — Key Features Internet Titanium Titanium Titanium Titanium
Antivirus+ Internet Maximum Premium
Security Security Security Security

Security for
Mac

Family Protection

Parental Controls v v v v

Online Guardian v v

Platform Protection

Trend Micro SafeSurfing for

€ v v v v
Window 8*

Tr(_end Micro Security Center for v v v v
Windows 8*

Trend Micro Go Everywhere v v v

Android 4 4
MacOS** v

*Available for free from the Windows App Store **Bundled with Titanium Maximum and Premium Security

System Requirements
Table 3. Titanium Antivirus+, Internet Security, Maximum Security, Premium Security

Operating System (oV) ‘ Memory Disk Space

Windows 8, (32 or 64- bit) 1 GHz 1 GB (32-bit) 500 MB

. (600 MB

2 GB (64-bit) recommended)

Windows® 7 Family and Service Pack | 800MHz (1GHz 1GB
1, (32 or 64- bit) recommended)
Windows ® Vista Family, (32 or 64- 800MHz (1GHz 512 MB (1 GB
bit) Service Pack 2 recommended) recommended)
Windows® XP Family, (32- bit only) 350MHz (800 MHz 256 MB (512 MB
Service Pack 2 or above recommended) recommended)

Other Requirements
Web browser Microsoft® Internet Explorer® 7.0, 8.0, 9.0, 10.0, or 11.0
Mozilla Firefox® latest version

Google Chrome™ latest version

Display High-color display with a resolution of 800x480 pixels or
above (Desktop), 1024x768 or above (Windows Store),
1366x768 or above (Snap View)

. ¥ TREND.

—
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Table 4. Titanium Internet Security for Mac

Operating System Memory

Disk Space

Mac 0S® X version 10.8 "Mountain Apple Macintosh
Lion” computer with an
Intel® Core™
Processor

Mac OS® X version 10.7 “Lion” (10.7
or higher)

Other Requirements
Web Browser Apple® Safari® 5.1 or higher

Mozilla® Firefox® 22.0 or previous versions still supported by
Mozilla

Google Chrome™ 28 or previous versions still supported by
Google

Table 5. Trend Micro Mobile Security Personal Edition

Operating System Storage Space Memory Usage Other
Android OS 2.2 and above 7.5MB minimum 9MB for phone Internet
Connection
15MB for tablet

Global Availability
September 3, 2013

Contacting Trend Micro

Trend Micro Incorporated

10101 North De Anza Blvd.

Cupertino, CA 95014

Tel: (408) 257-1500 or (800) 228-5651

Fax: (408) 257-2003

info@trendmicro.com

www.trendmicro.com

Further information is available at http://us.trendmicro.com/us/about/index.html

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

Free Phone, Email and Chat support

Trend Micro offers free phone, email, and chat support. For more info, contact eSupport at:
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en _US

You can also contact the Trend Community at: http://community.trendmicro.com/

) TREND, :

=


mailto:info@trendmicro.com
http://www.trendmicro.com/
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en_US
http://community.trendmicro.com/
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Premium Services

Trend Micro provides Titanium users with Premium Services for a wide variety of technical
issues including installation, virus and spyware removal, PC Tune-ups, etc. These services are
offered as a bundle with a purchase of Titanium or as stand-alone and ad-hoc services. For
more information, select ? > Premium Services in the Titanium Console, or go to
http://www.trendmicro.com/us/home/products/support-services/index.html

J
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Chapter 2: Installing and Activating Trend Micro
Titanium Security

Trend Micro™ Titanium™ has separate installs for each version of the product:
e  Trend Micro™ Titanium Security™ Antivirus+ Security

e Trend Micro™ Titanium Security™ Internet Security

e Trend Micro™ Titanium Security™ Maximum Security

e Trend Micro™ Titanium Security™ Premium Security simply extends Maximum Security
by increasing your sync and backup storage capacity.

e  Trend Micro™ Titanium Security™ Internet Security for Macintosh

(See our separate Product Guide for instructions on installing and using Trend Micro™
Titanium Security™ Internet Security for Macintosh.)

In the examples below we install Titanium Maximum Security on Windows 8, but each
version of Titanium has a nearly identical installation and activation process on the various
versions of Windows and Macintosh.

Installing Titanium Security

To install Titanium Security on Windows 8 using a Download or a CD:

Note: For users of Windows 8 on touch screen laptops, tablets, or smartphones, “click”
instructions below should be read as “tap.”

Figure 1. Windows 8 Modern Ul

By Download:
1. Inthe Windows 8 Modern Ul, click the Desktop icon. Windows 8 toggles to the Desktop.

13
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Figure 2. Windows 8 Desktop

Note: Once you’re in the Windows 8 Desktop, the installation process for the core
Titanium program is nearly identical for Windows 7. The main exceptions appear
when you install the Windows 8 Modern Ul options after the main program
installation.

2. Go to http://www.trendmicro.com/us/home/products/titanium/index.html to
download Titanium 2014.

3. Click Free Trial or Buy Now for the version you wish to download, then follow the
instructions for the free or purchased download.

4. When the Download page appears, click the relevant Download button. The download
process begins and presents a TrendMicro Downloader dialog.

5. Select Save As and navigate to the folder where you’ll put the Downloader, then click
Save.

6. When the download completes, click Open Folder (in IE), then double-click the
Downloader.

By CD:

7. Insert your Titanium CD. The autorun process launches the installer.

Note: From this point on, the CD install process is the same as the download process.

8. The Windows User Account Control pop-up dialog appears, asking if you want to allow
the installation program to make changes to the computer.


http://www.trendmicro.com/us/home/products/titanium/index.html
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(5] User Account Control -

Do you want to allow the following program to make

& changes to this computer?

Wy Programname:  Trend Micro Titanium
B8 Verified publisher: Trend Micro, Inc.
File origin: Hard drive on this computer

(%) show details Ves

Change when these notifications appear

Figure 3. User Account Control

9. Click Yes. The Downloader will complete the download and begin the installation,
unpacking the file and giving you a progress screen.

Trend Micro Titanium Maximum Security

Please wait a few moments for the installation program to extractthe
files needed for installing Trend Micro Titanium WMaximum Security on
this computer.

Unpacking the compressed files... (6% complete)

®) Trewe

Figure 4. Unpacking Files

10. Titanium will then check if your computer meets the minimum system requirements
and will conduct a quick malware scan.

Trend Micro Titanium Maximum Security

@ System Check Checking the Computer...

Serial Number
License Agreement

Installation

Confirmation

® mene
Figure 5. Checking the Computer

11. When the process completes, a screen appears asking you to Choose Your Version.
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12.

13.
14.

15.

16.

17.
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Trend Micro Titanium Maximum Security

" System Check .
yeiem ched Choose Your Version

@ Serial Number Type your serial number. If you do not have a sefial nuMber, you can buy
anew one or selectine trial version

Licen:

ement @ Paidversion

Installation Serial number.
Confirmation o - B )
Hot sure where fo find vour serisl number?

() Trialversion

@ e

Figure 6. Choose Your Version

If you’re installing a paid version, enter the serial number provided by Trend Micro on
your retail box or in your confirmation email, then click Next.

If you're installing a trial version, click the trial version button, then click Next.

The License Agreement appears.

Trend Micro Titanium Maximum Security =2

System Check .
v S License Agreement

+ Serial Number ‘Trend Micro Titanium Maximum Security is subject to the terms and

conditions of the Trend Micro license agresment below.Please readit
carefully.
@ License Agreement
Trend Hicro End User License Agreement ~
Installation Software: Trend Micro Consumer Products
Version: EnglishMulti-courtry
Purpose: Trial and Paid Use Subscription License
Confirmation Date: June 2012
IMPORTANT: THE FOLLOWING AGREEMENT (AGREEMENT") SETS
Location: Ci\Program Files\Trend hicro (& Print this page
(®) TREND. |_Agreeanamstan | [ Disagree

Figure 7. License Agreement

Titanium chooses a default location for the installation. You can change this by clicking
the link and browsing to another location. (Trend Micro recommends you use the
default.)

Read the License Agreement. (Click Print this page to print it out.) If you agree with the
License Agreement, click Agree and Install.

Titanium will begin the installation, copy the necessary files to their proper locations,
enable the components, and help you activate the program. This will take a few
minutes. A progress indicator will indicate the stages and progress of the install.
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18.

Trend Micro Titanium Maximum Security =

+ System Check "
8 Installing...
v Serial Number
+ License Agreement ‘ ol New scanning technology keeps
== you safe without slowing you
© Installation P
- &
Confirmation &
naizing the Windows nstaler.
@ TREND.
TREND

Figure 8. Progress Indicator

If you have installed a Trial version, when the installation is completed, the wizard will
indicate Installation Completed.

Trend Micro Titanium Maximum Security

Syste Check .
 System Ched Installation Completed

+ Serial Number Your security software now protects you
To receive the latest news and offers from Trend Micro, please provide
+ License Agreement your email address

+ Installation Email adoress:  (Optional)

© Confirmation

& e

Figure 9. Installation Completed

19. To receive the latest news and offers from Trend Micro, enter your email address and

20.

21.

click Finish.

If you have installed a Paid version, a dialog appears, asking you to enter your email
address to activate your protection.

® Trend Micro Titanium Maximum Security

Activating your sof

il take just a few moments, Enter your email address below to get started

1 you have activated Trend Micro software before, please provide the email address you used last time.

Emadl address: |

Figure 10. Activate Your Protection
One of two alternate processes will now occur:

e If you have activated Trend Micro software before, simply enter the email you used
before and click Next. The program activates and the installation is complete.

e If you have not activated Trend Micro software before, enter your preferred email
address and click Next. A dialog appears, asking you to Enter Account Information.

#9), TREND. y
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® Trend Micro Titanium Maximum Security

D @ @ Enter Account Information Signin

You need to set up an account to activate this program by providing all of the information requested below.

Email address: |EG——— ¥
S Please use only simple
Password: [ letters and numbers, but not
less than & characters,
| Confirm password:
Salutation: | Mr. v
First name:
Last name:
Computer name: WIN-F50H2U95760
Phone number:
Location: | United States. v

[ I'have read and agree to the Trend Micro Privacy Statement.

Receive the latest news and offers from Trend Micro Next

Figure 11. Enter Account Information

Q) Trend Micro Titanium Maximum Security <

@ @ @ Check What You Entered

If you want to edit the information below, click the Back button

Software: Trend Micro Titanium Maximum Security
Email address: IEEG_—G—S—

Password:

Salutation: M.
First Name: I_—_-
Last Narne: IR,
Computer name: WIN-FS0H2US5780
Phone: I
Location: United States

| Receive the latest news and offers from Trend Micro

Figure 12. Check What You Entered

22. If your entries are accurate, click Next. A dialog indicates Protection Activated. You may

print this page.

&) Trend Micro Titanium Maximum Security [ < ]

@ @ @ Protection Activated

Thanks for activating your Trend Micro software and setting up your Trend Micro Account . Please use it to download the
rend Micro and manage y p

Software: Trend Micro Titanium Maximum Security
Expiration date: IN_—_G.-
Name: IE—
Computer name: WIN-FSOH2U95780
Location: United States.

Email address: EEG—_—CG

(& Brint this page | Finish

Figure 13. Protection Activated

GLv1.4

23. Click Finish. The Welcome screen displays. Its content depends on whether you’ve

installed the Free or Paid version.

18
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Trend Micro Titanium Maximum Security X

Your digital life — protected

Thanks to Trend Micro, you can confidently take
advantage of everything the Intemet has to offer.

Enjoy your free triall

/.
M

L [C] Dont show this page again

|
A

Figure 14. Titanium Maximum Security Welcome (Free Version)

Thanks for choosing Trend Micro Titanium Maximum Security x

Do you own a Mac, Android phone, or Android tablet?

“Your subscription includes protection for them as welll
Stay safe no matter how you connect to the Internet

Trend Micro Mobile Security C D

#u | Get Started

m Titanium Internet Security for Mac D
% | cetstarted

[J Dont show this page again

Figure 15. Titanium Maximum Security Welcome (Paid Version)

24. For the Paid version, click the Get Started buttons to get started with the products
bundled with Titanium Maximum Security. (You can always come back to the Welcome
screen later simply by opening the Titanium Console. This also displays the Welcome
screen, unless you’ve chosen to hide it.)

Note: By installing these products, you will be allocating device licenses from your
account. For example: if you purchased a three-device license, you can choose to
allocate one of these licenses to your Windows PC, one to a Mac, and one to an
Android device. Or you can mix and match to suite your needs. To see how many
seats you have been allocated and to what device, please visit MyAccount.

25. Check the checkbox Don’t show this page again if you wish, then click the Close (X) box

in the upper right corner to close the Welcome screen. The Titanium Console becomes
visible.

19
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26.

27.

28.

Trend Micro Titanium Maximum Security

Protected

Thanks for trying out the software. This free trial will expire on 8/17/2013.

Safety Summary

Security Summary Othreats stopped
Privacy Scanner. Scan now

Social Networking Protection: on

Subscription:
Expires on 8/17/2013

Protected
You have access to the latest protection.

N

safety Summary

Security Summary. Qthreats stopped

subscription: Privacy Scanner: Scan now
Expires on 7/18/2014 -
EeLiR Social Networking Protection: on

Figure 17. Titanium Maximum Security Console (Paid Version)

The features displayed in the Titanium Console again depend upon the edition you have
installed. The Titanium Console shows threats stopped, lets you execute scans, gives you
access to reports, and lets you configure settings, using mouse-clicks from easy-to-use
screens. You can also protect another device.

You can access the Titanium Console in Windows 8 Desktop by double-clicking its icon
on the desktop, or selecting Open the Main Console from the System Tray icon/menu.

Figure 18. Windows 8 Desktop

Toggle back to the Windows 8 Modern Ul by tapping the Microsoft Menu key on your
keyboard, then scrolling to the right to locate the Titanium apps. (Your screen will differ
depending upon how many apps you have loaded.)

) TREND,
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Figure 19. Windows 8

29. You can click the Trend Micro Titanium icon to access the Titanium Console right from
the Modern Ul. The action will toggle back to Windows 8 Desktop and launch the
Titanium Console.

30. Once you've finished your installation, Titanium also provides a popup that says Get
More Protection for Windows 8.

? X|
Get More Protection

are includes additional protection for

Learn More

Don't ask acain

Your security softw
Windows Store App.

© IREND Titanium Maximum Security

Figure 20. Get More Protection

31. Click Learn More. This launches your browser and takes you to the More Tools web
page, which provides links (among others) to SafeSurfing, Security Center, and Go
Everywhere in the Windows App Store.

32. Click Don’t ask again if you don’t wish to see this popup in the future. You can always
return to the More Tools webpage later by selecting More Tools in the ? menu in the
upper right-hand corner of the Titanium Console.

21
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9, TREND. More Tools

Trend Micro™ Security Center

‘36e wre th ltest rmats datectes by Trand Ao heve.
emere on 2 wordtme mae

vt st secure e rowser ans enfey 8l Bt the
Irtemet hs t o wthout wery. Buttn cumig dpe.
Erotectin keess orine rrests 04 of your vy

[

Take stvariage of e Trerd Mcro St Froectn Netacrk o
remone serty thess

oy tow

Erioy 8 smarter, st ceine expesence w i secue
Ercaser foryour lghore, pad touen, o pad

‘o Now | etp & Supooet

Figure 21. More Tools Web Page

33. Click Download Now to try an additional tool, including Windows 8 Modern Ul tools
such as Trend Micro™ Security Center, Trend Micro™ Go Everywhere, and Trend
Micro™ SafeSurfing.

e Security Center provides top-level status on the security of your machine, and
provides information on global and regional security.

e  Go Everywhere lets you locate a missing device on a map or sound a one-minute
alarm by remote control to help you find it.

o SafeSurfing browser provides greater security when browsing in Windows 8,
providing the cutting-edge protection Titanium users have come to enjoy in their
browser.

34. Click Try Now to try Trend Micro™ Housecall to use the SPN to check for security
threats or Trend Micro™ Smart Surfing to enjoy safer browsing on your iPhone, iPod
Touch, or iPad.

Using Rescue Disk for Severe Malware Removal

Titanium’s Rescue Disk, available for Titanium through the Scan Results dialog on an
infected system or through PC/Mobile > Rescue Disk, lets you create a Rescue Disk to
eliminate rootkits and other hard-to-remove malware from your system. Utilizing Trend

M
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Micro’s Clean Boot technology, the Rescue Disk reboots your computer into a Linux kernel,
scans and cleans rootkits and other malware from your system, then reboots back into
Windows.

To Create a Rescue Disk for Rootkit Removal:
1. Choose between the following options:

e If you just conducted a scan on an infected system and you receive the message in
the scan result window “Additional Cleaning Needed,” click the Download Now
button to take you to the Trend Micro Rescue Disk web page.

OR
e Inthe PC/Mobile tab of your Titanium Console, click Rescue Disk.

2. Either method launches the Trend Micro Rescue Disk web page where you can click the
Download Now button to download the Rescue Disk installer.

f®) TREND  Rescue Disk

Trend Micro Rescue Disk

Conyright® 2011 Trend Micra Iny

Figure 22. Trend Micro Rescue Disk Download

3. Once downloaded, double-click the Rescue Disk icon on your desktop. A User Account
Control dialog appears, asking if you want to run this program.

) User Account Control

g Doyouvantto allow the following program to make

changes to this computer?

(G) Prosremmame Trend Micro Applicstion Launcher
Verified publisher: Trend Micro, Inc.
File origin: Hard drive on this computer

(%) Show details Yes

Change when these notifications appear

Figure 23. User Account Control

4. Click Yes to continue. The Rescue Disk License Agreement appears.

™
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6.

24

Trend Micro Rescue Disk is subject to the terms and conditions of the Trend Micra license
agreement below. Please read it carefully.

TREND MICRO END USER AGREEMENT ~

SoftwareiSenvce: Trend Micro Tools and Services
Version: English/Multicountry
Date: May 2010

Important: The following Agreement sets forth the terms and conditions under which

Trend Micro is willing to allow you, an individual or an authorized representative of an
b, A nmn tha Caf Alnr anlina Saf a Dnd

v

@ laccepttne terms ofthe license agreement S printthis pace
O I'do not accept the terms ofthe license agreement

Next | cancel

f’) [TREMD, Copyright ® 2012 Trend Micro, Inc. All rights reserved. | 2.0.0.1023

Figure 24. Rescue Disk License Agreement

Read the license agreement. If you agree, select | accept the terms of the license
agreement and click Next.

The Rescue Disk installer checks online for the most recent version and updates it. A
dialog then appears, asking What kind of Rescue Disk do you want to create? (USB
Device or Blank CD/DVD).

What kind of Rescue Disk do you want to create?

A A
USB Device Blank CD/DVD

() TREND. Copyright ® 2012 Trend Micro, Inc. Allrights reserved. | 2.0.0.1019

Figure 25. Rescue Disk Types

In this example, select Blank CD/DVD. A device selection dialog appears.

=
(z)) Rescue Disk e

Choose the device you wantto use

©:) U3 gystem
\ J \ 1 &)
Name: 3]
Type: CDIDVD
Total size: 4433M8
|
») TREND. Copyright @ 2011 Trend Micro, Inc. Al rights reserved. | 1.60.0.1000

Figure 26. Device Selector

If you haven’t already done so, insert a blank CD/DVD in your drive, close any autorun
dialogs, select the CD/DVD burner icon, click Refresh if necessary, and click Create. A
progress dialog appears, showing the drive’s progress as it burns the disc.
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Rescue Disk

Burning the disc...
27.10f 89.3 B written at 1543.1 KB/second

—— A42%

Cancel

_bjﬁf'}? Copyright @ 2012 Trend Micro, Inc. Al rights reserved. | 2.0.0.1019
Figure 27. Burning the Rescue Disk

9. Once the Rescue Disk has been created, you’re notified that Your Rescue Disk is Ready.

75y, Rescue Disk

= | gi

Your Rescue Disk is Ready

A To use Rescue Disk, you must setup your computer to
boot from the CD/DVD drive.

Leamn how to boot from CD/IDVD

RestartNow ||  Later |

ﬁ,) ]I}ﬂll'?. Copyright @ 2012 Trend Micro, Inc. Al rights reserved. | 2.0.0.1018

Figure 28. Rescue Disk is Ready

10. Click Restart Now to boot from the Rescue Disk, (or click Later to use the disk later,
going through a reboot process after having inserted the disk.)

Note: To use Rescue Disk, you must have previously set up your computer to boot from
the CD/DVD Drive first. Most computers are already set to seek the CD/DVD first
when booting.

11. When the computer restarts, Rescue Disk provides three main options, the first selected
by default.

e Remove Threats

o Quick Scan

o  Full Scan
e Rollback Previous Threat Removal

o Dates and Times of Previous Removals
e Advanced Options

o MBR Cleanup (Master Boot Record)

o MBR Rollback (Master Boot Record)

o Enter Linux Command Line

#9) TREND -
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
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In this example, leave Remove Threats selected, choose Quick Scan or Full Scan, and
allow Rescue Disk to scan and remove the threats from your computer.

A progress dialog appears, saying “Please do not turn off computer before the scan is
complete. Checking the computer and removing threats.”

Once the scan and clean has completed, the screen provides the results, indicating the
threats that have been removed.

Click the Enter key to restart the computer. A dialog appears, saying “Are you sure you
want to exit?” with Cancel selected by default.

Use the left arrow to move the cursor to Yes and hit Enter. Your computer will eject the
CD, so you can remove it.

Remove the CD, close the tray, and hit Enter again. The computer will reboot to the
Windows Desktop.

Note that Rescue Disk also lets you roll back the computer to its state before the last
threat removal. Just reinsert the Rescue Disk, reboot, and when the Option window
appears, select Rollback Previous Threat Removal and the listing you wish to roll back.

When Rescue Disk is finished rolling back the last threat removal, the eject/reboot
process will repeat, rebooting your machine to the Windows desktop.

Finally, Advanced Options let you do a MBR Cleanup of the Master Boot Record or roll
an MBR cleanup back. An option also lets you enter the Linux Command Line. MBR
Cleanup must be used with caution, as it can make your computer unbootable.

Note that after you’ve executed a scan using Rescue Disk, you can find Rescue Disk Log
information in the Titanium Log Viewer.
Logs ?2 O X

View: | Last Scan [=] Totai records: 11 K Removeall [ Expor

Date(Time Affected Fies 1 Details

= Threat Eicar_test_file
Source: Maware
Affected Files: C\Windows\System32idriverstelcar.com

81112012 12:18 PM

8172012 12:18 PM
Response: _Removed

o| Detecteasy

Clicking Restore will 3lso add the file to the Exception List Any file that
you restore could still pose a security risk.

8/112012 12:18 PM
8172012 12:18 PM
81112012 1218 PM
8112012 1218 PM

8172012 12:18 PM

812012 1218PM  CWindows\System._. _

than 30 days old

Figure 29. Titanium Rescue Disk Log
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Chapter 3: Titanium Security Overview

In the following chapters, we’ll walk through each edition of Titanium Security, explaining
the key features provided in each. In this chapter, we’ll give you a quick overview of some
easy-to-use functions.

Note: If you have a higher-end edition of Titanium, you should read the prior chapters
devoted to the lower-end edition. The higher-end editions have all the features of
their lower-end siblings, but provide additional “premium” features on top of the
ones they share with the lower editions.

Quick Start: The Titanium Console

All editions of Titanium provide essentially the same Titanium Console, with functional
additions as you step up from Titanium Antivirus+ to Titanium Internet Security and
Titanium Maximum Security.

Trend Micro Titanium Antivirus+

() 2
Overview PC/Mobile
Protected
4 V You have access to the latest protection
Subscription: Safety Summary
E 712012014
S Security Summary: 0 threats stopped
Qsn | v | %)l 4

3 support €Y Account G Protect another device ) TREND

Figure 30. Titanium Antivirus+ Console

Trend Micro Titanium Internet Security Ry X

) ) (2 &a

N A
Overview PCMobile Privacy Family

Protected
You have access to the latest protection.

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
7/20/2014
Eepirezon 202 Social Networking Protection: On

Figure 31. Titanium Internet Security

D 27
o



Trend Micro™ Titanium Security™ 2014 — Product Guide GLv1.4

¢

Trend Micro Titanium Maximum Security ?-

) o A & | 2

| A
Overview PCMobile Privacy Family

Protected

You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
Expires on 7/18/2014
> Social Networking Protection: On
Q scan v || ik o

¥ support @ account [ Protect another device ¢ TREND

Figure 32. Titanium Maximum Security

All editions of Titanium allow you to scan on-demand or by schedule, and to view security
reports. We’ll quickly review these features in the following two sections.

Quick Start: Conducting On-Demand Scans

28

By default, Titanium activates a real-time scan when it is installed. This is always present in
memory (unless disabled), to proactively protect you from real-time threats. Threats are
caught as they try to enter memory or touch the hard drive, preventing infections.

Titanium also provides a disk scan—which you can execute on-demand or by schedule—that
utilizes Trend Micro revolutionary Smart Scan technology on the client when it scans your
hard drive. This references Trend Micro’s file reputation services in the cloud—part of the
Smart Protection Network—for a shorter “time-to-protect.”

Unlike other local-protection-based products that require you to frequently update a large
local signature database on your computer, Titanium updates the signature database
primarily on Trend Micro Servers in the cloud, so all consumers of the Smart Protection
Network are instantly protected whenever the database is updated.

Smart Scan reduces the need to deploy most antimalware signatures on the client, thus
reducing network bandwidth usage (for updating/downloading signatures), while saving disk
space and memory on the client’s computer.
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Scanning Your Computer’s Disk

Trend Micro Titanium Maximum Security ?<

) ) A 22

n A
Overview PC/Mobile Privacy Family

Protected

Safety Summary

Security Summary: O threats stopped
Privacy Scanner: Scan now

Social Networking Protection: on

3 support @) Account [ Protect another device

Figure 33. Quick Scan | Scan Menu
To scan your computer disk:
Titanium provides a Scan Tool on the console (shown above) which can be used in two ways:
1. Click the spyglass section of the Scan tool to execute a Quick Scan.

2. Use the Scan Options popup menu on the right side of the Scan tool to select among the
various options:

e A Quick Scan conducts a scan of those directories on your system that are most
likely to be infected.

e A Full Scan conducts a full scan of your system.
e A Custom Scan lets you designate which parts of your system you wish to scan.
Quick Scan and Full Scan
To conduct a Quick Scan or a Full Scan:

1. To conduct a Quick Scan, click the Scan button on the main console, or optionally select
Quick Scan or Full Scan from the Scan Options popup menu. A window appears,
showing the Quick or Full Scan in Progress and the percentage completed. Scans can
kick off messages when malware is quarantined or deleted.

29
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Trend Micro Titanium Maximum Security

~ (— ]
Quick Scan in Progress

Checking the computer...
—_— 35%

Scanning for Trojan horse programs...
'WORM_SOBER.S

Potential threats found: 0

¥ support € Account (Y Protect another deviee

Figure 34. Quick Scan in Progress

You may Hide, Pause, or Stop the scan by clicking the respective button. You may also
select Shut down the computer when this scan is done.

When the scan has completed, a Scan Results screen appears, showing Potential
threats found, as well as Browser cookies deleted.

Trend Micro Titanium Maximum Security

~ (—
Scan Results

No threats found
Feel free to close this window.

. 4 Potential threats found: 0
@ Resolved threats 0
f @ Mot yetresolved 0

Browser cookies deleted: 1 (What is a cookie?)

Figure 35. Scan Results

Click What’s a cookie? to obtain a definition of a cookie. The Definition screen appears.

Click Details for more details on the threats found and actions taken. The Details screen
appears.
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‘Othreats and 1 cookie were detected after checking 894 files

Resolved threats: 0

> | »

Notyet resolved: 0

Cookies delefed: 1 2/

Files Type Response

<

doubleclick net Cookie Removed

Figure 36. Details

Click each of the collapsible panels in turn to show the Details tables, which include file
names, types, and responses to the threats.

Click Close to close the Details window, then Close again to close the Scan Results
window.

Custom Scan

To conduct a Custom Scan:

1.
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Choose Custom Scan from the Scan Options popup menu. A dialog appears, letting you
Select Targets you wish to scan.

Trend Micro Titanium Maximum Security

-~ [— I
Select Targets

B The scan will automatically check all files and folders inside your selecfions.

(=)=
Cine
[J L2 inetpub
& iolo
[J 2 tocaliow
(] msocache
[ 2 nviDia
[ L PeriLogs
[w] __ Program Files
[] L= Program Files (x86)
g

WA supot @ account ) Protect another evice

Figure 37. Select Targets

Expand the tree by clicking the + (Plus) signs at any level, then check the checkbox for
the chosen target(s).

Click Start Scan to start the scan.

When the scan has completed, the Scan Results and Details screens appear in the same
format as Quick and Full Scans.

31
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Intensive Scan

32

Titanium automatically performs an Intensive Scan whenever a Quick, Full, Custom, or
Scheduled Scan detects a high amount of malware on your computer.

Note: In the real world, Titanium does not allow a large virus data set to even get onto a
user’s computer after it has been installed. To obtain this condition artificially,
you have to dump a large collection of malware files onto an unprotected system
before you install Titanium, or you would have to turn off all the proactive
features, such as the real-time scan, that would prevent such a large infection
from occurring in the first place.

To activate an Intensive Scan on a previously badly infected computer:
1. Click the Scan > Quick Scan tool to begin a Quick Scan. The Quick Scan process begins.

Quick Scan in Progress

Checking the computer...
e 34%

Scanning for Trojan horse programs...
WORM_SDBOT.CAD

Potential threats found: 0

D Shut down the computer when this scan is done

[ ) )

Figure 38. Quick Scan in Progress

2. When the scan detects a large volume of malware, the Quick Scan stops and an
Intensive Scan starts.

Intensive Scan in Progress

Checking the computer...
e 0%

Files scanned: 19
Ci\Users\Administrator\Desktopl. . +1MB-20MB - Copy - Copy (4).exe

Potential threats found: 119

(

What Triggered the Intensive Scan?

|:| Shut down the computer when this scan is done

) )

Figure 39. Intensive Scan in Progress

3. Note that the icon changes to indicate that an Intensive Scan is in progress. You can get
more information about what triggered the scan by clicking What triggered the
Intensive Scan?
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Quick Start: Viewing Threat Security Reports

Titanium allows you to view Threat Security Reports at the click of a button. The reports
provide a wealth of detail on the dates and types of threats blocked. You can also generate a
Root Cause Analysis Report to investigate the source of an infection and the effects upon
your system.

Note: All versions of Titanium produce a security report for threats that is made up of
viruses, spyware, and web threats detected.

To View a Threat Security Report:

1. Click the Security Report button on the Titanium Console. The Security Report screen

Security Report @ Seq
Threats found: 0 Period: Pastmonth | v
Threats Viruses & Spyware Scans: 3
0 (0.00%)
0 ! File scanned: 2,693
N Web threats
0 (0.00%) Lastscan: §12/2013 12:17 PM
W Others v
0(0.00%)
Parental
Controls [ ]
]
o)
System Tuner e,
7182013 72202013 72812013 822013 8712013 812:2013
[/ Others Web threats [l Viruses & Spyware
[ show this repert monthly View detailed logs

Figure 40. Security Report (Titanium Maximum Security)
2. The Security Report provides the following data:
e Threats Found — The number of threats found
e Threat Types are shown in a pie chart by percentage
e Details — Shows number of Scans, number of Files scanned, and Last Scan
e Threat History — A timeline where threat peaks and valleys are graphed
o A popup shows you the number of threat incidents on a given date

o Variously check/uncheck All, Web threats, Viruses & Spyware to filter the
Threat History graph by your choices

3. Use the Period popup menu in the upper right-hand corner to designate the period the
report will cover.

4. Check Show this report monthly to display the report on a monthly basis at the first of
each month. You'll be notified when the report is ready.

5. Select the View popup to show log details for that type of threat by Date/Time,
Affected Files, Threat, Source, and Response.

#9), TREND. .
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Logs ?7 O X
View: [LastScan """""[+] Total records: 0 K Removeall [

Last Scan
Datel| Viruses Files Threat Source Response

Spyware

Brawser Cookies Ne data collected yet

Web Threats
Unauthorized Changes
Data Theft Prevention
Network

Updates

Parental Controls
Secure Erase

System Tuner

WIFI Advisor

Any data more than 30 days old will be deleted automatically.

Figure 41. Logs

6. Double-click an item in the table to view details on the specific threat.

Trend Micro Titanium Maximum Security

Logs
View: | LastScan [=] Total records: 1 $¢Removeall [ Export
Date/Time ~ Affected Files Details ?
o = o
S e Threat Cookie_Revsci
Source: Cookie
Affected Files: revscinet
Response:  Removed

DetectedBy.  Manual Scan

« m »

Any data more than 30 days old will be deleted automatically.

Figure 42. Logs > Item Details
7. Click Remove all to remove the items from the table.

8. Click Export in the upper right-hand corner to export the logs in .CSV or .TXT format.

Trend Micro Titanium Maximum Security

View: | Last Scan [+] Total records: 2 3 Expor
DatefTime ~ Affected Files Details >
61612012 4:06 PM CWsersiichaeNDo... o e iesti)

6/5/2012 4:06 P CiUsersWichasDo. JETTIS Malware

Affected Files. C\Users\WichaeNDocumentsieicar.com.bd
Response:  Removed
Detected Real Time Scan

Clicking Restore will also add the file to the Exception List. Any file that
you restore could still pose a security risk.

Any data more than 30 days old will be deleted automatically.

Figure 43. Where Did This Come From? | Restore

9. Click Restore to restore to add the file to the Exception List. Any file that you restore
could still pose a security risk.

10. When an item in a log warrants a deeper look, Titanium will provide a link to show more
details on the source of the infection. Click Where did this come from? to generate a

M
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Root Cause Analysis Report. A dialog appears, showing you the progress while
generating the report.

Root Cause Analysis Report

From: C:\Program Files\internet Exploreriiexplore exe URL={http:/www eicar org/downloadieicar.com ]
When: 6/6/2012 4:06 PM

A\ RootCause 3 Triggering Event

© Process| 50 weosite| || Fie| Liorary| | ™) Group |

J

Figure 44. Generating the Root Cause Analysis Report
11. When the report generates, it displays in graphic format.

Root Cause Analysis Report

From: C:\Program Files\interet Exploreriiexplore. exe URL=[nttp:/www.eicar.org/download/eicar.com.bd]
When: 6/6/2012 4:06 PM

Explorer.EXE

A\ RootCause 3% Triggering Event

0 Process 59 website | | File ﬂ Library| (™) Group |

Figure 45. Root Cause Analysis Report

GLv1.4

12. The Root Cause Analysis Report maps the root cause and triggering event(s) graphically,
using Process, Website, File, Library, and Group icons to show you items involved in the
infection chain. Use the Root Cause Analysis Report to analyze the source of infections,

so you can help prevent them in the future.
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Chapter 4: Trend Micro Titanium Antivirus+

Protection Overview

Trend Micro™ Titanium™ Antivirus+ 2014 provides essential protection for customers
against viruses, spyware, web threats, and other malware threats, as shown in the Safety
Summary section of the Trend Micro Titanium Console below.

Welcome to Trend Micro Titanium Antivirus+ X

Need to protect your mobile phone or tablet?
Trend Micro Mobile Security Personal Edition for Android™

Your security software also includes free protection for
your Android™ devices. With Trend Micro Mobile
Security, you can recover a lost device, protect against
malicious apps. and avoid dangerous websites.

Learn More

D Don't show this page again

Figure 46. Trend Micro Titanium Antivirus+ Welcome Page

Trend Micro Titanium Antivirus+

"y ()

A
Overview PC/Mobile

Protected
You have access to the latest protection

Subscription: Safety Summary
Expires on 7/20/2014

Security Summary: 0 threats stopped

4

Cysupport €Y Account Y Protect another device

Figure 47. Trend Micro Titanium Antivirus+ Console

36
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Trend Micro Titanium Antivirus+

A =
PC/Mobile

PC & Internet Security Rescue Disk
d 0
A\ )
14

Vi Tablet & Phone Protection
Q Protect your Android™ device from loss, theft and infection.

Start a Free Trial

423 Support O Account o Protect another device

Figure 48. PC/Mobile > PC & Internet Security | Rescue Disk

Note: Titanium Antivirus+ Console Features: PC & Internet Security, Rescue Disk.
Additional Offerings: Free 3-day Trial - Tablet & Phone Protection (Trend Micro
Mobile Security for Android)

KEY MALWARE PROTECTIONS FOR TITANIUM ANTIVIRUS+
Antivirus and Antispyware

Titanium Antivirus+ provides essential protection against viruses; that is, any malicious
program that can replicate itself and infect your computer. Titanium also protects you from
a broad range of other malware, including worms, Trojans, bots, and rootkits. It also
provides protection from spyware; that is, any program that installs itself in the background
and gathers information about you or your computer without your knowledge. Since
browser cookies can act like spyware, Titanium will delete cookies as well.

Rescue Disk

Rootkit-based malware is especially difficult to remove from user’s computers. Titanium
provides a Rescue Disk, which lets you create a USB/CD/DVD disk to remove rootkits and
other malware. Rescue Disk reboots your computer into a Linux kernel, scans your computer
for rootkits and other malware and removes them, then reboots back to Windows.

Windows Firewall Booster and Wi-Fi Protection

Activation of the Windows Firewall Booster provides additional network-level protections,
including a Network Virus Scan and Anti-Botnet feature. Users can opt to activate the
booster for increased network security. Titanium Antivirus+ 2013 also provides
authentication for Wi-Fi networks.

Anti-Spam

Titanium Antivirus+ 2014 includes anti-spam in its list of features. Users of POP3 e-mail can
be protected from spammers, stopping unsolicited advertisements and other unwanted bulk
email. Titanium’s anti-spam function taps into the email reputation services of the Smart
Protection Network. Titanium Antivirus+ also protects you from threats in files attached to
email messages.
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Unauthorized Change Prevention

Titanium includes behavior monitoring in its list of security protections. Unauthorized
changes to system settings and other suspicious behavior can be blocked, as well as autorun
programs on portable drives. Finally, Titanium Antivirus+ 2014 now includes the ability to
switch your protection level automatically, to aggressively eliminate programs that pose
even a small risk of bad behavior.

Web Threat Protection

The majority of threats nowadays come from the web, when you’re simply browsing the
Internet or visiting a site. However, attacks may also begin with a phishing email that uses
social engineering techniques to coax you to click a URL link in the email. You then may be
taken to a website that secretly harbors malicious threats, which either steals your personal
data or infects you with malware.

Titanium Antivirus+ proactively protects you from a variety of these web threats, so that
they never touch your computer. To provide thorough protection from and rapid response
times to emerging threats, Titanium uses the Trend Micro Smart Protection Network cloud-
client security infrastructure along with a combination of cloud-based web, file, and email
reputation services. It also employs real-time scans of what’s in memory and on disks.
Titanium Antivirus+ 2014 also blocks malicious links and image spam in emails

Android Security

Trend Micro™ Mobile Security for Android filters sites, calls, and apps for full security
protection for your Android mobile devices. Start a Free Trial.

Getting Started > Additional Protection For Android

38

When you first load Titanium, a Welcome Page appears, showing an additional security
option for your Android Mobile device. You can Start a Free Trial of Trend Micro Mobile
Security by simply clicking the button.

Welcome to Trend Micro Titanium Antivirus+ X

Need to protect your mobile phone or tablet?
Trend Micro Mobile Security Personal Edition for Android™

Your security software also includes free protection for
your Android™ devices. With Trend Micro Mobile
Security, you can recover a lost device, protect against
malicious apps. and avoid dangerous websites.

Starta Free Trial E

Learn More

[C] Dont show this page again

Figure 49. Welcome to Trend Micro Titanium
You can Start a Free Trial of Trend Micro Mobile Security by simply clicking the button.

This option is also available from the PC/Mobile tab.
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Trend Micro Titanium Antivirus+

A (o)

=
Overview PC/Mobile
PC & Internet Security Rescue Disk
2\ "
- ©)
Ve Tablet & Phone Protection
Q Protect your Android™ device from loss, theft and infection.
Start a Free Trial

3 support @ Account () Protect another device

Figure 50. PC/Mobile | Tablet & Phone Protection for Android
To download the program to your Android device:
1. Inthe Welcome or PC/Mobile screen, click Start A Free Trial to download the software.

2. Your browser launches and takes you to the Trend Micro Mobile Security download
page.

”)IBEEE Secrig Your ooy W BuyOnine | & Downloads | Famers | UniedStates | AboutUs | Login

For Business ‘Securty Inteligence Vhy Trend Micro Support  Search

Trend Micro Mobile Security

Your PG is protected by Trend Micro and we can help protect your smartphone
and tablet too!

Yeu're slraady using the best protection for your computers, but & lerge amount of personal data is
on your phone and tablet as well.

Your cantacts, emails. phofos, vid potentially valuable to
criminals, If your mobile device is infected. you could be seeretly signed up to high-cast premium call services, have
your data stoken, and your location tracked.

Trend Micra offers y p 2 FREE ANTIVIRUS SCANNER that
You gat 1o keep and inciudes 3 FREE 30-DAY TRIAL of othar great faatures fo heip protect your device 2nd data.

Facsbook™ privacy.

Watch video >

Get protected now by installing Trend Micro Mobile Security from the Geagle Play store

Figure 51. Trend Micro Mobile Security Download Webpage

117 R
It )

3. Click Free Install to download the software, then follow the process to install it. If your
device is already registered to your Google Play account, you can target that device for a
remote install of a free 30-day trial.

4. If you don’t wish to download the software now, simply close the Welcome Page by
clicking the close box in the upper right-hand corner.
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Virus & Spyware Controls: Scan Preferences

Upon install, Titanium chooses a group of default settings to immediately protect the user.
However, users can modify settings as they wish. Titanium keeps its controls simple and

suitable for the everyday user.

To modify Virus & Spyware Controls settings:

Trend Micro Titanium Antivirus+

() -
Overview PCIMobile
Protected
p J You have access to the latest protection
Subscription: Safety Summary
E 712012014
flaes Security Summary: O threats stopped
Qsen | v | 8| 4

TREND.

3 Support (€ Account D Protect another device

Figure 52. Titanium Console > Protection Settings Tool

Trend Micro Titanium Antivirus+

() =
Overview PCMobile
PC & Internet Security Rescue Disk
2\ el
d' 0,
Vi Tablet & Phone Protection
@ Protect your Android™ device from loss, theft and infection.
Start a Free Trial

C¥support @ Account ) Protect another device

Figure 53. Titanium Console > PC/Mobile > PC & Internet Security

1. Click the Protection Settings tool in the Overview tab of the Titanium Console; or click
the PC/Mobile tab, then PC & Internet Security. The Protection Settings screen
appears, with Virus & Spyware Controls > Scan Preferences selected by default in the

Command Menu.
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Protection Settings

v Virus & Spyware Controls [V Scan for threats when opening, saving, or downloading files
T — [T Enable real-time scanning for compressediles (iike ZIP files)
[V checkif programs try to make unauthorized changes to system settings
that could threaten your security
[V Prevent programs on portable drives from launching automatically

Scheduled Scans

» Internet & Email Controls Protection level:

(ONormal (i) (O) Hypersensitive (i)
» Exception Lists (@ Switch protection level automatically (i)

(] Automatically delete files that show any signs of a threat
(V] Display a warning after detecting viruses, spyware, or suspicious behavior
[V Scan for suspicious files as the computer starts ()

o) med

Figure 54. Windows 7: Virus & Spyware Controls > Scan Preferences

Protection Settings

A= S Sivwais Contipte V] Scan for threats when opening, saving, o downloading files
Enable real-ime scanning for compressed files (like ZIP files
- Scan Preferences O g o { )
[V Checkif programs try to make unauthorized changes to system seftings
that could threaten your security
(V] Prevent programs on portable drives from launching automatically

Scheduled Scans

» Internet & Email Controls Brotecticiievs);

(ONormal ) () Hypersensitive (i)
» Exception Lists (@) Switch protection level automatically (i)

[V] Automatically delete files that show any signs of a threat
[V Display a wamning after detecting viruses, spyware, or suspicious behavior

[ [V Scan for suspicious files as the computer starts (i)

e

Figure 55. Windows 8: Scan During Start
2. The following Scan Preferences are displayed. Check or uncheck to change a setting.

e Scan for threats when opening, saving, or downloading files. This is the real-time
scan that protects you at all times when you’re using your computer. This is enabled
by default.

o Enable real-time scanning check compressed files (like ZIP files). This is
disabled by default. Checking the checkbox enables the item, but the
deeper scan uses more CPU cycles.

o Check if programs try to make unauthorized changes to system settings
that could threaten your security. This is enabled by default.

=  Prevent programs on portable drives from launching
automatically. This is enabled by default.

e  Protection Level. This behavior monitoring function—the new automatic scan
switch in Titanium 2014 —is enabled by default to switch from Normal to
Hypersensitive only when needed, but you can change this setting.

o Normal - Detects and stops security threats based on clearly risky
behavior.

o Hypersensitive - Aggressively eliminates programs even if they only pose a
small risk of bad behavior.
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o Switch protection level automatically - Increases the protection level only
when you need it. The default setting.

e  Automatically delete files that show any signs of a threat. This is enabled by
default, to automatically delete threatened files.

e Display a warning after detecting viruses, spyware, or suspicious behavior. This is
enabled by default. Titanium is selective when using pop-ups; it’s never overly
intrusive.

e  Windows 8 Only: Scan for suspicious files as the computer starts. Key security
components begin working even before Microsoft Windows 8 has finished loading,
before threats have a chance to attack.

3. Click Apply to apply your changes, then OK to close the Protection Settings window.

Virus & Spyware Controls: Schedule Scans
To modify Scheduled Scan preferences:

1. Click Virus & Spyware Controls > Scheduled Scans. The schedule options panel displays.

Protection Settings

NANEIs & SoymargCoutioe [V Conducta scheduled scan of the computer

Scan Preferences. Every | Friday [+] at[12:00PH [+]
Scan type:

< Scheduled Scans

(@ Quick scan
Scans only the places where threats commonly hide
» Internet & Email Controls ~
() Full scan
Scans the entire computer, including any external drives, except network
» Exception Lists drives.

Last scan: Not scanned yet

Cow JCam ] wm

J

Figure 56. Virus & Spyware Controls > Scheduled Scans

2. Choose among the following options:

e Conduct a scheduled scan of the computer. This is enabled by default. “Friday at
12:00 PM” is chosen by default as the day and time to conduct the scheduled scan.
Use the popup menus to change the day and time the scheduled scan will be
conducted.

TIP: Scheduled scans are best conducted when the computer is on but not in use, as
they take up a portion of Memory, CPU, and Disk processes.

e Scan Type. Quick Scan is selected by default.
o Select Quick Scan to scan only the places where threats commonly hide.

o Select Full Scan to scan the entire computer, including any external drives,
except network drives.

3. Click Restore Default Settings to restore default settings to their factory condition.

. f®) TREND



Trend Micro™ Titanium Security™ 2014 — Product Guide GLv1.4

4. Click Apply to apply any changes, then OK to close the Protection Settings window.

Internet & Email Controls: Web Threats
To modify the Internet & Email Controls > Web Threats settings:

1. Click Internet & Email Controls. The Web Threats panel appears by default.

Protection Seftings

» Virus & Spyware Controls [¥/] Block potentially dangerous websites

¥ Intemet & Email Controls. e E RS

High Choose "Normal" for regular daily use without

< Web Threats aggressively blocking minor risks.

Hormal
Spam & Emailed Files

Network

[ Prevent nternet Explorer, Firefox, and Chrome from running malicious

> Exception Lists scripts on infected websites

I -

Figure 57. Internet & Email Controls > Web Threats

2. Block potentially dangerous websites is checked by default.

3. For Protection strength, use the slider to select the strength. More aggressive blocking
blocks more websites, some of which you may not wish to be blocked.

e High - Choose “High” to block threats in sites that show any signs of fraud or
malicious software.

e Normal - Choose “Normal for regular daily use without aggressively blocking minor
risks. This is the default setting.

e Low - Choose “Low” to block only websites confirmed as fraudulent or dangerous.

4. Prevent Microsoft Internet Explorer and Mozilla Firefox from running malicious scripts
on infected websites is enabled by default.

5. Click Apply to apply your changes, then OK to close the Protection Settings window.

Internet & Email Controls: Spam & Emailed Files

To modify the Internet & Email Controls > Spam & Emailed Files setting:

1. Click Internet & Email Controls > Spam & Emailed Files to open the panel. The panel
opens with the setting unchecked by default.
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Protection Settings

[PNIE S YR Coise [] Filter out unsolicited advertisements and other unwanted email messages

v Internet & Email Controls
[[] Checkfor threats in files attached to email messages
Web Threats
¢ Spam & Emailed Files

Network

» Exception Lists

C o JC o )

Figure 58. Internet & Email Controls > Spam & Emailed Files

2. Filter out unsolicited advertisements and other unwanted email messages is disabled
by default. Check this if you wish to stop spam and other unsought messages.

3. Check for threats in files attached to email messages is disabled by default. Check this
to scan all POP3 email messages for malicious attachments and remove them.

4. Click Apply to apply any changes, then OK to close the Protection Settings window.

5. Trend Micro Anti-Spam (TMAS) support per OS Platform and Mail Client is given in the
table below.

Table 6. TMAS OS Platform and Mail Client Support

OS Platform Mail Client

Windows XP Outlook Express

Windows Vista (32 and 64 bit) Windows Mail, Windows Live Mail 2011

Windows 7 (32 and 64 bit) Windows Live Mail 2011
Windows 8 (32 and 64 bit) Windows Live Mail 2011
All Outlook 2003 (32bit), 2007 (32bit), 2010 (32bit), Windows Live

Mail 2009

Internet & Email Controls: Network | Firewall Booster and
Wi-Fi Protection

44

To modify the Wi-Fi Protection Settings:

1. Click the Protection Settings tool in the Titanium Console. The Protection Settings
screen appears, with Virus & Spyware Controls selected by default.

2. Click Internet & Email Controls > Network in the Command menu. The Network screen
appears.
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Protection Settings

» Virus & Spyware Controls [ Activate the Firewall Booster to enhance the protection given by the

Windows Firewall and detect botnet programs that can hijack your
computer by remote control

v Internet & Email Controls

‘Web Threats D Display a warning when connected to potentially unsafe wireless networks

or hotspots
Spam & Emailed Files

- Network

» Exception Lists

o ) Cowm ) Cow )

Figure 59. Internet & Email Controls > Network

3. Activate the Firewall Booster is checked by default. This enhances the protection given
by the Windows Firewall and detect botnets programs that can hijack your computer by
remote control.

4. Display a warning when connected to potentially unsafe wireless networks or
hotspots is disabled by default. Check this to enable the feature.

5. Click OK to save your changes.

Note: The Exception List for Wi-Fi Protection allows users to add unprotected home
networks to an exception list, so that users are not subject to frequent warnings
for networks they know to be safe. See the Exception Lists section below for more
details.

Exception Lists: Programs/Folders
To add items to Exception Lists Programs/Folders:
Titanium lets you add programs, folders, or websites to exception lists so that scans will
ignore them. Adding programs or folders to exception lists can increase performance during

scans, while adding frequently-accessed websites can prevent unwanted blockage. Users are
advised to use exception lists wisely, as it may open computers up to more threats.

1. To add items to exception lists, click Exception Lists. Programs/folders appears by
default.
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Protection Settings

P Virus & Spyware Controls Scans and other kinds of monitoring will ignore anything you add to the list
(drada ] | %€ Remove

[] Name-~ Tvpe

P> Internet & Email Controls

¥ Exception Lists

* Programsffolders

Websites

‘Wireless connection

e

Figure 60. Exception Lists > Programs/folders

Click +Add to add a program or folder to the exception list. A dialog appears, letting you

Add an Item.

Add an item

Click Browse... 1o find a file or folder that belongs on the list

| Browse.

Figure 61. Add an Item

Click Browse to browse to the file or folder you wish to add. An Open dialog appears.

(%) Open 5
Look i UiFmwrk - @3 mE-
- Name = Date modified Type
= 1 6/22/20105:29PM  File folder
Recent Places | [l 1700 6/22/20105:29PM  Filefolder
= 2147283647 6/22/20105:29PM  File folder
wow 6/22/20105:29PM  File folder
Desktop | UlProfile 6/22/20105:30PM XML Doct
— ) uiSeAgnt 5/12/201012:33 PM  Applicatic
= 7] uiWatchDag 5/12/201012:34 PM  Applicatic
Libraries (B uiWinMgr 5/12/201012:33 PM  Applicatic
2 utilUIOuterHelper.dll 5/12/201012:34 PM  Applicatic
L,.Q' %) utilUIProfile.dil 5/12/201012:33PM  Applicatic
Computer
=
@ ;
Network
File name: | - Open
Fies of type (i <) [ Concel |

Figure 62. Open Dialog

Select the item you wish to add, then click Open. This adds the item to the Add an Item

dialog.
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5.

6. Toremove an item, check it, and then click the X Remove button.

7.

Add an ltem

Click Browse...to find a file or folder that belongs on the list

| Browse... | C:\Users\MichaelDownloadstti_6.0_he_full-eta1.exe

Figure 63. Add an Item (item added)

Click OK in the Add an Item dialog. The item is added to the exception list.

Protection Settings

¥ Virus & Spyware Controls Scans and other kinds of monitoring will ignore anything you add to the list

) (Fraca ) | ®remone
» Internet & Email Controls —
[] Name- Tupe
¥ Exception Lists | [] CiUserswlichaenDownloadsiti_6.0_he_full-betalexe  File

* Programsfiolders

Websites

Wireless connection

o) o )

Figure 64. Item Added to Exception List

Click Apply to save any changes, then OK to close the Titanium Console.

Exception Lists: Websites
To add websites to an exception list:

1.

2.
3.

®) TREN

GLv1l4

In a similar way, to add or remove a website from its exception list, click Exception Lists

> Websites in the Command Menu. The Websites exception list appears.

Protection Settings

P Virus & Spyware Controls Anyone is always allowed to open Trusted websites. Nobody may open Blocked
websites.
» Internet & Email Controls (dradd ] | 9 Remove
Website Response
¥ Exception Lists g -
[C]  nitp=i* antivirus. coms* Trust ]
Programsffolders [C]  nttp=4* humyo ber Trust Ej
i humyo.car Trust
- Websites O " “
[]  nitp=4* humyo cnr~ Trust i
Wireless connection [ ntp=s numyo co uke Trust Eif
] nttp= 4 humyo co zar Trust £l
] nitp* 4 humyo com cni* Trust £l
[ nttp*s* humyo.com Trust £
[ nttp* s humyo cz* Trust Ed
Other Settings [ T P 3

Cw o ] o

]»

m

1

Figure 65. Exception Lists > Websites

Click Add to add a website. A dialog appears, letting you Add or Edit an Item.

Choose among the following options:

™

D
0
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a. Typeinthe URL you wish to add in the edit field.

Add of Edit an tem

Figure 66. Add or Edit an Item

b. Or select Import addresses (URLs) from your Internet Explorer “Favorites”.

Add or Edit an tem

Adthe acdress (URL) of a website

Figure 67. Import URLs from IE
c. Choose Block or Trust from the Response pop-up (for either option).

d. Click OK to save the option.

4. Click Apply to save your changes, then OK again to close the Titanium Console.

Exception Lists: Wireless Connection

Titanium allows you to add access points to the Wireless Connections Exception List that

Titanium may consider risky or dangerous. Wi-Fi hotspots added to the list are considered
trusted access points.

To add and remove a Wireless connection to the Exception List:

1. When you attempt to log onto an access point, Titanium may give you a pop-up warning
that the network connection is risky or dangerous.

(1)) ? X|
® J'/ Risky Network Connection
—

You have connected to a network that does not require
authentication, which means that someone could potentially
monitor your computer. Please change to another wireless
network.

Name : cuMec

Trust this network despite the risk

©) IREND. Titanium Antivirus+

Figure 68. Risky Network Connection

2. If you know this access point probably isn’t risky, you may wish to add this network to
the Wireless Connections Exception List. To do so, simply click Trust this network
despite the risk and the site will be added to the list.

M
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3. Later, you may wish to delete this from the Exception List. To do so, click the Settings
tool to open the Protection Settings screen. The Virus & Spyware Controls screen
opens by default.

4. Click Exception Lists > Wireless connection in the Command menu. The Exception List
for Wireless connections appears.

Protection Settings

L D S B 2 You may always connectto any access peint (AP) listed below.
®
» Internet & Email Controls.
[] ' Access Point (AP) -~ Security Level
w Exception Lists
Programsffolders
Websites
* Wireless connection
Other Settings
Restore Default Settings [ oK J [ Cancel ] Apply
J

Figure 69. Exception Lists > Wireless connection
5. Select the access point in the list and click Remove. Titanium deletes it from the list.

6. Click Apply to save your changes.

Other Settings: System Startup

By default, Titanium chooses the optimal settings when starting your computer. You can
change these settings.

To modify Other Settings > System Startup:

1. Click Other Settings in the Command Menu. The System Startup screen appears by
default, with Balanced Protection chosen by default (the screen below shows an
alternate choice).

Other Settings P 2

System Startup () Extra Security

Security software drivers will load as soon as the computer starts, which
Network Settings makes the operating system launch more slowly.

(@ Balanced Protection (Recommended)
Smart Protection Network Only some security software drivers will load when the computer starts to
reduce delays.

Password () Extra Performance
Security software drivers will load only after the computer has started to
z help the operating system launch more quickly.
Background Picture

| ( oK ] canca ] Apply )

Figure 70. Other Settings > System Startup

2. Select among the following options:

#®, TREND 4
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e  Extra Security - Security software drivers will load as soon as the computer starts,

which makes the operating system launch more slowly.

e Balanced Protection - This is the default setting. Only some security software

drivers will load when the computer starts to reduce delays. Others will be loaded
later.

e Extra Performance - Security software drivers will load only after the computer has
started to help the operating system launch more quickly.

Click Apply to save your changes, then OK to close the Protection Settings window.

Restart the computer to apply the changes to your system.

Other Settings: Network Settings
To modify Other Settings > Proxy Settings:

50

1.

Click Other Settings > Proxy Settings in the Command Menu. Proxy Settings appears,
with Use a proxy server and Use Internet Explorer Proxy Settings chosen by default.

Other Settings

System Startup

Network Settings

Smart Protection Network

Password

[¥] Use a proxy server to connectto the Internet
(@ Use Internet Explorer proxy settings
(O Enterthe necessary proxy server settings
(©) Use an automatic configuration script

[] Reduce data usage in metered network (i)

Background Picture

Cancel ]

Lo J

Apply

Figure 71. Other Settings > Proxy Settings

Reduce data usage in metered network is selected by default. The frequency of
maintenance software updates will be less than on a non-metered network.

Select Enter the necessary proxy server settings to manually enter a proxy server’s
name, port, and credentials (if required).
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4.

5.

Other Settings

System Startup [V Use a proxy server to connectto the Intemet

Network Settings (©) Use Internet Explorer proxy settings

(@ Enterthe necessary proxy server settings

Smart Protection Network

Proxy.
Password
Port
Background Picture Only enter these credentials if required:

User name:

Password.

(©) Use an automatic configuration script

[V Reduce data usage in metered network (i)

o J[ cmca J[ ww ]

J

Figure 72. Other Settings > Proxy Settings > Enter Settings

Or select Use an automatic configuration script and enter the script in the Address field
provided.

Other Settings

System Startup

[ Use a proxy server to connectto the Internet

Network Settings (©) Use Intemet Explorer proxy setings

(© Enterthe necessary proxy server seftings

Smart Protection Network

(@ Use an automatic configuration script
Password Address:

Background Picture [V] Reduce data usage in metered network (i)

(oo J[ cma J[ wwy ]

\ J

Figure 73. Other Settings > Automatic Configuration Script

Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Smart Protection Network

To share/not share feedback with the Smart Protection Network:

Titanium can provide feedback to the Smart Protection Network (SPN), to automatically
correlate and analyze information about threats found on your computer (and millions of
others), for better protection. By opting into the SPN feedback process, you improve yours
and others’ threat protection, since threats sent from your computer are immediately added
to the threat analysis/detection/prevention process, but the choice is yours to opt in or out.
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Select Other Settings > Smart Protection Network from the Command Menu. The
threat information feedback panel appears.
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Other Settings ? _ X

System Startup [ Share threat information with Trend Micro

Network Settings Trend Micro automatically correlates and analyzes information about threats
found on millions of computers to help better protect you. No personal

information is gathered or shared.
Smart Protection Network

Password

Background Picture

g ( oK ] cancer ] | Apply ]J

Figure 74. Other Settings > Smart Protection Network

Check/Uncheck Share threat information with Trend Micro to opt in or out of the
feedback process. (This will be checked or unchecked depending upon the choice you
made to participate or not participate when you installed Titanium.)

Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Password

To add or change your password:

52

Titanium allows you to add a password to protect your overall program settings, so only
those who know the password can make changes. For Titanium Internet Security (TIS) and
Maximum Security (MS), the password enables other functions, such as Parental Controls in
IS and MS and Trend Micro Vault in MS. See the two following chapters for details.

1.

Select Other Settings > Password from the Command Menu. The Password screen
appears.

Other Settings P

System Startup [ Enable password protection to prevent unautnorized changes

Network Settings You will need to enter this password before changing program seftings.

Smart Protection Network Password

Confirm password

Fill outthe fields below in case you forget your password later.

Background Picture
Password hint

Email address:

[ ooc  J[ cme J[  mon ]

Figure 75. Other Settings > Password
Check Enable password protection to prevent unauthorized changes.

Enter your email address, a password, and the password again to confirm it. Titanium
gives you feedback on your password strength.

Fill out the Password Hint and Email Address fields in case you forget your password
later.

#9), TREND,
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5. Click Apply to save the password changes, then OK to close the Protection Setting
window.

Other Settings: Background Picture

Titanium allows you to change the background picture of the Titanium Console. You can use
backgrounds provided by Trend Micro, or customize the background using your own
pictures.

To change your Titanium interface:

Trend Micro Titanium Antivirus+

() =
Overview PC/Mobile
Protected
J You have access to the latest protection.
Subscription: Safety Summary
RErmeh Security Summary: Othreats stopped
Qsan | v || ih

¥ suport € Account [ Protect anather device TREND,

Figure 76. Tear Page

1. Using the upturned tear page, simply click it and drag it to the left to change the
background picture to another one provided by Trend Micro.

Trend Micro Titanium Antivirus+

A (=

A
Overview PCiMobile

3 support @Y Account () Protect another device ) TREND

Figure 77. Alternate Background

2. Alternately in the Overview screen of the Titanium Console, click the +icon in the
lower-right hand corner; or in Other Settings, select the Background Picture menu item.
The Background Picture editor appears.

#®) TREND, 5
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5.

6.

Other Settings

System Startup

Network Settings

Smart Protection Network

Password

Background Picture )j"

Slip into something more comfortable

S Give your protection 3 whole new look by choosing one of the
images below, or select one of your own to use instead.

R

Edit

Figure 78. Background Picture Editor

GLv1l4

Select any background picture provided and click Apply to save the new background, or
add a picture from your computer.

For the second option, click the Edit button to edit your user interface. The Select a
Picture dialog displays.

Aer choosing computer, you can

Select a Picture

L e

Figure 79. Select a Picture

Click Browse to select a picture, then navigate to a folder containing your pictures.

<.

x

Lockin: | [ Pictures v @2 =
=
4 ~
Recent places
Desktop
=
Libraries
LY
Computer
-
L 9
Metwork
i name: IMG_0001 v
Files of type: Images (*bmp:*jpg:”jpeq;” af:" png) v Cancel

Figure 80. Browse to Picture

Select your picture and click Open. The picture is loaded into the editor.
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Select a Picture

After choosing an image file on your computer, you can crop the picture to make it fit.

l Browse... | C:\Users\Michael\PicturesIMG_0001.JPG

Sizing tool Cropping tool

L

Figure 81. Cropping and Sizing

Use the Cropping tool to move the picture in the cropping area to the place in the
picture that you wish to display.

Use the Sizing tool to make your image larger or smaller. Click the (+) or (-), or drag the
slider.

When you’re done, click OK to close the editor.

Click Apply to save your Ul change, the OK to close the Background Picture tab. Your
new background picture appears in the Titanium Console.

Trend Micro Titanium Antivirus+

Figure 82. Titanium Console with New Skin

You can return to the classic Titanium background at any time by clicking its icon in the
editor and clicking Apply, then OK.
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Other Settings

System Startup Slip into something more comfortable

z R Give your protection a whole new look by choosing one of the
Network Settings images below, or select one of your own to use instead.

Smart Protection Network

Password

Background Picture

( oK J ([ cancat ] Apply

Figure 83. Classic Titanium Background

12. Click the Close box to close the Titanium Console.

Trend Micro Titanium Antivirus+

n A
PC/Mobile
Protected
J You have access to the latest protection
Subscription: Safety Summary
Bl 2 Security Summary: 0threats stopped
Qsn | v | [ih 4

3 support € Account () Protect another device

Figure 84. Titanium Console

PC/Mobile: Rescue Disk

GLv1.4

As noted in the installation section of this Product Guide, Titanium also provides the ability
to create a Rescue Disk for severe malware removal, either on a CD/DVD or a USB drive.
Rescue Disk boots to a Linux kernel, scans your computer for malware and rootkits, cleaning
them from your system, then reboots to Windows. Accessible through the scan result

window when needed through a hotlink, Rescue Disk is also available through the

PC/Mobile tab in the Titanium Console.
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Trend Micro Titanium Antivirus+

4\ =
() -
PC/Mobile
PC & Internet Security Rescue Disk
2\ | y
& o
/ Tablet & Phone Protection
Q Protect your Android™ device from loss, theft and infection.
Start a Free Trial

) Protect another device

Figure 85. Computer > Rescue Disk

See Using Rescue Disk for Rootkit and Malware Removal in Chapter 3 for details on how to
use this tool.
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Chapter 5: Trend Micro Titanium Internet Security

Protection Overview

Trend Micro Titanium Internet Security provides everything included in Trend Titanium
Antivirus+, but adds some significant protections and tools, outlined below. To enable all

functions, you need a paid version of Titanium Internet Security.

Thanks for choosing Trend Micro Titanium Internet Security X

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

=~
0

Figure 86. Titanium Internet Security Welcome Screen

L Trend Micro Mobile Security
i Free Antivirus Scanner and 30-Day Premium Trial

(gm Ttanium Internet Security for Mac

Lo (setsrea |

D Don't show this page again

Trend Micro Titanium Internet Security ?~

) ) A ] 2

A
Overview PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: O threats stopped
Subscription: Privacy Scanner: Scan now
Expires on 7/20/2014
= Social Networking Protection: On

4

423 support 0 Account u Protect another device

Figure 87. Trend Micro Titanium Internet Security Console
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Trend Micro Titanium Internet Security

A (]

A
Ovenview PC/Mobile

PC & Internet Security

@

theft and infection.

Start a Free Trial

6 Account

e
.3 Support

Trend Micro Titanium Internet Security

" (]

/‘ Tablet & Phone Protection
Q Protect your Android™ device from loss,

[ Protect another device

1] a | 2a

Privacy Data Family

System Tuner Rescue Disk

V) -

Titanium for Mac

Protect your Mac from viruses, spyware,
and unsafe websites with Titanium for

Get Started

A 6 |

A o
Overview PC/Mobile Privacy Family
Privacy Scanner Social Networking
Protection
] ‘\:5‘
: Vi \
ON ON
3 support @ Account ) Protect another device ) TREND

Figure 89. Privacy > Privacy Scanner | Social Networking Protection

Trend Micro Titanium Internet Security

A (mm]

ti

A
Overview PC/Mobile

Data Theft Prevention

|
| = )

OFF

Privacy

Secure Erase

g ‘
OFF

Start a Free Trial

Trend Micro DirectPass
? Securely manage up to 5 account passwords.

€3 Support € Account Protect another device

Figure 90. Data > Trend Micro Vault | DirectPass | SafeSync
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Trend Micro Titanium Internet Security ?~

a = A ] &2

A
PC/Mobile Privacy Family

Parental Controls
OFF

Trend Micro Online Guardian
Check how your kids use social networking sites like Facebook.

Start a Free Trial

3 support @ Account ) Protect another device

Figure 91. Family > Parental Controls | Online Guardian

Note: Titanium Internet Security Additional Features beyond Titanium Antivirus +:
Instant Messaging Protection, System Tuner, Privacy Scanner, Social Networking
Protection, Data Theft Prevention, Secure Erase, Parental Controls. Additional
Offerings: Free Trial of DirectPass and Online Guardian; 3-device Option -
Titanium for Mac.

ADDITIONAL TOOLS FOR TITANIUM INTERNET SECURITY PAID VERSION
Instant Messaging

Titanium Internet Security adds an additional layer of protection for instant messaging,
checking for security risks in links to websites received via IM programs.

System Tuner

Titanium Internet Security adds the System Tuner, which can improve PC performance by
cleaning up temporary files, registries, and the Start-up Manager.

Privacy Scanner

Titanium Internet Security adds the Privacy Scanner for Facebook, Twitter, and Google Plus,
the latter two social networks new additions for 2014. The Privacy Scanner scans your
privacy settings, alerts you to settings that expose you to potential identity theft, and lets
you automatically change them.

Social Networking Protection

These protections in Titanium Internet Security extend web threat protection to social
networking sites. See risk ratings for Facebook, Twitter, Google+, MySpace, LinkedIn,
Pinterest, Mixi, and Sina Weibo. Mouse over URLs to get further details on the website. In
Facebook, warn your friends of bad URLs on their pages, so they can delete them.

Data Theft Prevention

With its Data Theft Prevention feature, Titanium Internet Security allows you to prevent
data leakage (from email and instant messaging tools) or data theft (from tools such as
keyloggers).

Secure Erase

#9), TREND,
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Titanium Internet Security also adds Secure Erase, which shreds computer files that have
sensitive information, making it impossible for an unauthorized person to recover them.

Parental Controls

Titanium Internet Security allows parents to restrict access to websites by users, rule sets,
and categories. Parental Controls also gives parents the ability to limit the amount of time
their child is allowed to use the Internet. Titanium’s Parental Controls tap into Windows User
Accounts, assigning each rule set to a specific user.

DirectPass

Titanium Internet Security provides a free 5-account version of Trend Micro DirectPass, a
password manager that helps you to manage all your online credentials. Titanium Internet
Security users can buy the full version for unlimited password management.

Online Guardian

Titanium Internet Security users are also provided easy access to a 30-Day Free Trial version
of Trend Micro Online Guardian for Families. Online Guardian lets parents manage and
monitor their kids’ internet usage and includes a full monitoring system for social networking
sites.

Titanium for Mac

Titanium Internet Security’s standard license allows you to protect up to three PCs.
However, you may purchase a three-device option, which provides you with the ability to
also protect a Macintosh

Internet & Email Controls: Instant Messaging

Titanium Internet Security adds an additional layer of protection for instant messaging,
checking for security risks in links to websites received via IM programs. With IM protection,
if you click a link to a bad website, you’re instantly and proactively blocked at the exposure
layer by the SPN in-the-cloud URL reputation service and given a warning. You never get the
chance to be infected.

To install the IM protection, you first need to install the IM program(s) you’ll be using. The
installation button for the installed IM program(s) will then become active in the Titanium
user interface.

Titanium supports the following instant messaging programs/versions:
e Yahoo!® Messenger 8.0, 8.1, 9.0, 10.0, and 11.5

e  AOL® Instant Messenger™ (AIM®) 6.8, and 6.9

e Facebook Chat

e Line

Note: Inthe example below, Yahoo! Messenger has been previously installed.

To install IM protection:

#®, TREND. &
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1. Inthe Protection Settings screen, click Internet & Email Controls > Instant Messaging.
The Instant Messaging protection screen appears.

Protection Settings

e oo [ Check for security risks in links to websites received via instant messaging
programs
¥ Internet & Email Controls
Yahoo! Messenger | Install |
Web Threats
Al (AOL) Software Not Installed
Spam & Emalled Files
Network
< Instant Messaging
» Exception Lists
Other Settings
Restore Default Settings ( Ok ) cancar ] Apply
)

Figure 92. Internet & Email Controls > Instant Messaging

2. Inthe Yahoo! Messenger section, click Install. A pop-up appears, indicating that IM
protection for the installation has completed.

Installation Completed

You will now see ratings for links received when chatting with Yahoo
Messenger.

Figure 93. IM Protection Installation Completed

3. The IM protection is enabled by default. You will now see ratings for links received when
chatting with Yahoo Messenger. Click OK to close the pop-up.

Protection Settings

» Virus & Spyware Controls [ Check for security risks in links to websites received via instant messaging
programs
v Internet & Email Controls
Yahoo! Messenger oisabled (@) Enabled
Web Threats
AIM (AOL) Software Not Installed
Spam & Emailed Files
Network
- Instant Messaging
» Exception Lists
Other Settings
Restore Default Settings _ ( oK ) [ cancat ] Apply

Figure 94. Enable / Disable IM Protection
4. Click OK again to close the Titanium Protection Settings window.

5. Return to this window to disable the protection at any time. Simply move the slider to
Disabled, then click OK to save your changes.

G %, TREND,
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PC/Mobile: System Tuner

Titanium Internet Security (and Maximum Security) provides a System Tuner that can help
you recover disk space, make Microsoft Windows start faster, clean up your instant
messaging history, and optimize your computer’s performance. You can also plan scheduled
tune-ups that can automatically keep everything running smoothly.

To perform a System Tune-up:

1. Click PC/Mobile > System Tuner in the Console.

Trend Micro Titanium Internet Security ?~

) (=) A ] 2a

=
Overview PC/Mobile Privacy Data Family

PC & Internet Security System Tuner Rescue Disk

o

/' Tablet & Phone Protection Titanium for Mac
Protect your Android™ device from loss, Protect your Mac from viruses, spyware,
theft and infection and unsafe websites with Titanium for
Mac.
Start a Free Trial Get Started

C¥support @ Account G Protect another device

Figure 95. PC/Mobile > System Tuner
2. The System Tuner introduction appears.

System Tuner ?

Introduction

System Tuner can help you recover disk space, make Micros oft Windows start faster, clean up
your instant messaging histery, and aptimize your computers performance. You can even plan
scheduled tune-ups that can automatically keep everything running smoothly.

With System Tuner, you can easily getihe most out of your computer.

[ Dont show this introduction again

Figure 96. System Tuner Introduction

3. Click OK to close the window. The System Tuner settings screen appears.
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System Tuner (AP, X

System Tuner will improve your computer's performance and help protect your privacy based on
your selections below. Click Perform Tune-up o begin.

- Performance

[ Disk space

[ startup programs &

SetSchedule § Sretemregian @

Privacy
[ Internet privaey (&
[ Software histories G)
(] Instant messaging privacy ()

L [_ Perform Tune-up _] [_ Cancel _] ]

Figure 97. System Tuner Performance / Privacy Settings

4. You can define how System Tuner works by checking a Performance or Privacy item and
modifying the settings for the following options:

Table 7. System Tuner Options

Performance Options Description

Disk Space You can regain disk space by removing Windows, Internet, and
Update Temporary files and Recycle Bin contents.

Startup Programs Remove Startup Programs or Processes.

System Registry Remove unused, broken or invalid entries from the Registry
that can affect the computer’s stability and performance.

Privacy Options ‘ Description

Internet Privacy Delete history of websites visited, AutoComplete records,
Google toolbar search history, and website cookies.

Software Histories Delete the list of files opened by Microsoft Windows Search,
Windows, Office, Media Players; also the list of programs and
files recently opened or from the Windows Start Menu list.

Instant Messaging Remove chat histories, recent screen names, transaction logs,
Privacy and user profiles from instant messengers.

5. Click Perform Tune-up. The Tune-up process begins first by creating a System Restore
Point; it then performs the Tune-up.

) TREND
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System Tuner

Performing Tune-up...
You can keep using your computer while the System Tuner works. The progress bar may pause from time to time if System
Tuner must change of remove a large number of iles

2™ Creating restore point

Cancel

Figure 98. System Tuner Performing Tune-up / Creating Restore Point

6. When the System Tuner has completed its tasks, it indicates that the Tune-up
Completed, providing a list of what it did (depending upon what you selected).

P

System Tuner

Tune-up Completed
System Tuner has successfully uned up your computer.

m Perfermance Disk space recovered 236.01 MB
= Startup programs disabled 0 programs
Regislty changes 12 entries
(] Privacy Internet data removed 40 fles
&5F Software histories deleted 0 histories
Instant messaging files removed 0 tems
@ < Restore Point #Created Successfully

System Tuner cannot modify files currently in use or files that you do not have permission to change. Click here for more
details

Figure 99. Tune-up Completed

7. During the system tune-up process, a dialog will ask if you wish to create a tune-up
schedule.

System Tuner

Would you like to schedule a monthly tune-up to help keep your computer
in peak condition?

Figure 100. System Tuner Dialog

8. Click Yes to set up a schedule. However, you can also set up a System Tuner schedule by
clicking Set Schedule in the System Tuner panel in the main Titanium Console.
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10.

11.
12.
13.
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System Tuner 2

System Tuner will improve your computer's performance and help protect your privacy based on
your selections belaw. Click Perform Tune-up to begin.

. Performance

[ Disk space
[0 Startup programs )

SelSchedule [ system registry (i)

Privacy

[ intemet privacy (&
[[] Software histories (&

[J Instant messaaing privacy (i)

[ Perform Tune-up ] [ Cancel ]

\

Figure 101. System Tuner > Set Schedule

Either way, the scheduler appears, with the toggle set to On.

System Tuner ?
Setthe Tune-up Schedule
¢ Day ofthe month | 15 [=]
at 1200 PM
Decide what the scheduled tune-up should do
Performance
[V Disk space (i)
[6]
m [ System registry @)

Everymonth on the 15th  PTIVacy
at 12:00 Pl -
[ Intemet privacy (i)
[ Software histories &

[] Instant messaaing privacy (D)

o

Figure 102. System Tuner Schedule On

Select the Day and Time you wish to perform the automatic tune-up using the pop-up
menus. The default day and time is the 15" of the month at 12:00PM.

Click Performance and Privacy links to select subcomponent options. The
subcomponents list appears.

B Disk Space Options

You can regain disk space by removing the following uanecessary files from your computer
| Temporary Windows Files
7| Temporary Intemet Files
| Windows Update Temporary Files
| Recycle Bin Contents

Figure 103. System Tuner Subcomponents (Disk Space Options)
Check the checkbox of component(s) to include them in the tune-up. (See figure above.)
Click OK to save your changes.

Titanium creates a System Restore Point before it makes any changes to your system,
enabling you to go back to a previous restore point at any time.

) TREND.
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System Tuner 2R

System Tuner will improve your computer's performance and help protect your privacy based on
your selections below. Click Perform Tune-up to begin.

. Performance @ Gobackto a previous restore point

[ Disk space &
[ Startup programs &
[ system registry ()

Every month on the 15th
2t 12:00 PM

Privacy
[ Intemet privacy (i)
(] Software histories ()
[[J Instant messaging privacy ()

(_performTunewp | [ cancel |

Figure 104. Go back to a previous restore point

14. Click Go back to a previous restore point to restore the computer to its previous state.
The Choose a Restore Point window appears.

System Tuner ?X

Choose a Restore Point
You can easily undo the changes made by System Tuner during a tune-up.
Select a restore point and click Nextto begin.

@ 61212012 Manual Tune-up - 4:05 PI
— Tuesday (Disk space, Internet privacy, System registry

o

Figure 105. Choose a Restore Point

15. Select a date using the radio buttons and click Next. The Confirm Restore Point window
appears.

System Tuner PRI

Confirm Restore Point

Click Restore Now to return your computer to the restare point shown below. Click the date to
select a different restore point instead

/ This process will undo any changes made to your computer or programs, and affects no other
Y/ files or programs.

1 | 6/12/2012 - Tuesday - 4:05 PM (Manual Tune-up)
(Disk space, Internet privacy, System registry)

Returning to the selected restore point may take a few minutes, and the computer will restart
Please save any open documents and close any other programs currently runriing

o

Figure 106. Confirm Restore Point
16. Click Restore Now to restore to the chosen Restore Point.

17. Restoring to the selected restore point may take a few minutes and the computer will
restart. Save any open documents and close any programs before restoring to the
Restore Point.
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Security Report: System Tuner

Once you have conducted one or more system tune-ups, you can view a System Tuner
Security Report.

To view a System Tuner Security Report:

1. Open the Titanium Console.

Trend Micro Titanium Internet Security =

) = A &

A
Overview PC/Mobile Privacy Family

Protected

J You have access to the latest protection

Safety Summary

Security Summary 0 threats stopped
Subscription: Privacy Scanner: Scan now
B 7/20/2014
Kdsih Social Networking Protection on
Qsen | v || ih)

P T Po—— TREND

Figure 107. Security Report Tool

2. Click the Security Report tool. The Security Report appears, with Threats selected by
default.

3. Select the System Tuner icon in the left-hand Command Menu. The System Tuner
Security Report appears.

Security Report

Last tune-up: 6/12/2012 4:05 PM (Manual Tune-up)
Trests |« Created Successfully
Go back to a previous restore point
Parental
Controls
Performance Disk space recovered 236.01 MB
Startup programs disabled 0 programs
@ Regisiry changes 12 entries
Privacy Internet data removed 40 files
System Tuner Software histories deleted 0 histories
Instant messaging files removed 0 items
3
E Show this report monthly View detailed logs
J

Figure 108. System Tuner Security Report

4. Depending upon which System Tuner jobs have been conducted, the System Tuner
Security Report will provide a summary and details.

5. Click Go back to a previous restore point to perform a restore.

6. Note that Show this report monthly is preselected to show it monthly on the first of
each month. You'll be notified when the report is ready.

7. Click View detailed logs to see the detailed logs for System Tuner.

: ) TREND
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Logs 7 O

View: |System Tuner [+] Total records: 8 K Remove all [ Export

Date/Time ltem Resulis

B6/12/2012 4:05 PM Internet privacy Successfully removed

B2/2012 4:05 PM System Registry Successfully removed

B12/2012 4:05 PM ‘Windows Update download temp file Successfully removed

B6/12/2012 4:05 PM Temporary Files Successfully removed

B2/2012 4:05 PM Temporary Internet Files Successfully removed

B12/2012 4:05 PM Temporary Files Unable to remove

6/12/2012 405 PM Temporary Internet Files Unable to remove

B2/2012 4:05 PM Restore Point Successfully created

Any data more than 30 days old will be deleted automatically. .
B

Figure 109. System Tuner Logs
8. Click Remove all to remove the logs.

9. Click Export to export the log in .CSV or .TXT format.

Privacy: Privacy Scanner

The Privacy Scanner for Facebook, Twitter, and Google+ is turned on by default in Titanium
Internet Security and Maximum Security; the default setting also turns on the Trend Micro
Toolbar, which can be used to launch the Privacy Scanner.

To use the Privacy Scanner:

1. Double-click the Titanium shortcut on the desktop to open the Titanium Console. The
Titanium Console appears.

Trend Micro Titanium Internet Security ?-

a o 2 a | 22

A
Ovenview PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner.
Expires on 7/20/2014 5

. Social Networking Protection: Oon

Cysupport € Account () Protect another device

Figure 110. Privacy Scanner > Scan Now

2. Do one of three things:

> In the main Console window, click the Privacy Scanner Scan Now link.

OR
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Trend Micro Titanium Internet Security ?2-

A - A @ &

() — _ a
Overview PCIMobile Privacy Family

Privacy Scanner Social Networking
Protection
® <
)=
ON ON

3 support @ Account ) Protect another device

Figure 111. Privacy > Facebook Privacy Scanner

> Click the Privacy tab, then click the Facebook Privacy Scanner icon.

The Facebook Privacy Scanner window appears.

Privacy Scanner

Check your privacy seftings on Facebook, Google+, and Twitter ta help you share your information
onlywith the people you choose.
- [/ Check my sodial networking privacy seffings

/f\

\ L, ) —

O
—

Check social network privacy

o ) [ e

Figure 112. Privacy Scanner window
Click Check my social networking privacy settings.

OR

@ @ | &I http://www.yahoo.com/7ilc=8

x @Trend Micro Toolbar =

w ||| Ratelinks onweb pages i
_ﬁ « | Rate links on mouseover ._
Check social network privacy

Settings
Help 1

Figure 113. Check social network privacy

Select Check social network privacy in the Trend Micro Toolbar. Your browser launches
and takes you to the Trend Micro Privacy Scanner page, with the Facebook sign in panel

shown by default.
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JE O - &
s (B Te i Toobar =
N C— L - R M R +u
@ PrivacyScanner Gt
Facebook Sign in to check your privacy.
Twitter
Google+

Help your ieruds protect thei privacy

i [w ]3]

Figure 114. Trend Micro Privacy Scanner | Facebook

1. Inthe Privacy Scanner page, click Sign In. Titanium automatically takes you to the
Facebook login website.

0 i i Tt -

@ [a T e

facebook
Sign Up

Connect with friends and the It's free and always will be.

world around you on Facebook. . §
First Name Last Name

r— 1 Your Email

= See photos and updates from frends in News Feed.
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Figure 115. Facebook Login Webpage

2. Signin to your Facebook account. The Facebook News Feed page displays, showing
Titanium’s Privacy Scanner for Facebook.
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Figure 116. Facebook > Check My Privacy

3. Click Check My Privacy. Facebook returns the results, indicating when you have privacy
concerns.

@ PrivacyScanner ceirep

Facebook n .
=

You have 1 privacy concern.

Twitter 2
Strangers can easily track you
o Everyone v
Google+ Everyone
Friends of Frends
F11005 (Recsmmended)
Hedp your friends prolect thew prvacy
L£]]

Figure 117. Facebook Privacy Concerns

4. If you have concerns, click Fix All to fix all the concerns at once using the Titanium
recommended privacy settings, or select the drop-down settings menu to fix them
manually. In this example, we’ll choose Fix All. The Fix popup appears.
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6.

Fix All

To help protect your privacy. the following changes will be made to your seftings.

Settings Current Changes

Who can look you up using the email address or phone number you

provided? Everyone Friends

-

Figure 118. Fix All | Editor

Click Fix for the settings with Privacy Concerns. Titanium changes your se
returns the result. In this case, since you accepted the default recommen
returned Nice work! You don’t have any privacy concerns.
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@ Priva

vacyScanner e
Facebook o]
- il e

Nice work! You don't have any privacy concerns.

Twitter

Google+

Hel yourfancs potect i pvacy

Figure 119. Nice work!

If you want to check your privacy settings in Twitter, click the Twitter tab
sign in panel appears.
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Figure 120. Privacy Scanner | Twitter

7. Click Sign In. The Twitter Welcome page appears.

@[v-.- St com D+ @ identhiedby... || 2 Pvacy Scanmer o Ttter B
@ e Yook >
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Welcome to Twitter.
Find out what's happening, right now, With the
people and organizations you care about

Figure 121. Welcome to Twitter

8. Sign in to your Twitter account. Your Twitter page appears.
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Figure 122. Twitter > Check My Privacy

9. Click Check My Privacy. The Trend Micro Privacy Scanner returns the result.
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Michael Miley

You have 1 privacy concern.
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People can see your personal info
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HOS

Figure 123. Twitter Privacy Concern
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10. Asyou did for Facebook, click Fix All or use the editor to edit specific settings. The editor

appears.
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Yi %
Fix All
To help protect your privacy, the following changes will be made to your settings.
Settings. Current Changes
Protect my Tweets ort on

Figure 124. Fix All | Settings

11. Click Fix to fix your settings. Twitter requires that you enter your password to make
changes to your account.

For your protection, you must now provide your Twitter password again to
confirm these changes. Click the button to proceed.

[IDon’t mention this again 0OK

Figure 125. Twitter Password Request

12. Click OK to proceed. The Save account changes dialog appears.

Save account changes

Re-enter your Twitter password to save changes to
your account.

Forgot your password?

13. Re-enter your Twitter password and click Save Changes. Twitter saves the changes.

14. Return to your Twitter Home page and click Check My Privacy again to ensure you have
no remaining privacy concerns. The Privacy Scanner returns the result.
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Figure 126. Privacy Scanner: No Privacy Concerns

15. Select the Google+ tab if you have a Google+ account. The Google+ sign in panel
appears.

8 b :ouresgongiecomLogin
(8 Trend i Tookar +

BN Ce— RN - RO R B +u

Google

Signin Google
Emall

Aasmn Mo ra

—
One password. All of Google.

Want o eyt bes of Google? s sy e st

Pesowcrd b 8y e ook mre st b s o e

e e e e o 1 it

Cart access your account?

[ (Evgiah s s

Figure 127. Google+ Sign In

16. Sign in to your Google account. Titanium scans your privacy settings and automatically
opens your privacy page for you to edit your settings if needed.
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Figure 128. Google+ Privacy Settings
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Figure 129. Google+: No Privacy Concerns
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17. Titanium provides ongoing protection for Facebook, Twitter, and Google+. At any time,

particularly when the social networking site changes any privacy policies, you can run

another Privacy Scan on your social networking pages to check your privacy settings.
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Privacy: Social Networking Protection

Titanium Internet Security includes Social Networking Protection that keeps you safe from
security risks when visiting the most popular social networking sites including Facebook,
Twitter, Google+, LinkedIn, Mixi, MySpace, Pinterest, and Weibo. In Facebook, you can also
warn a friend when a link is dangerous. The scanner is turned on by default in Titanium
Internet Security and Titanium Maximum Security, automatically activating the Trend Micro
Toolbar.

To use Social Networking Protection:

1. Double-click the Titanium shortcut on the desktop. The Titanium Console appears, with
Social Networking Protection turned on.

Trend Micro Titanium Internet Security ?-

a = A a | 2a

A
Overview PC/Mobile Privacy Family

Protected

3 J You have access to the |atest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
Expires on 7/20/2014

2 Social Networking Protection: m
Qs | v |8 ih

Cysuport @ Account ) Protect another device TREND

Figure 130. Social Networking Protection
2. Toview the Social Networking toggle page, do one of two things:

> In the Titanium Console, click the Social Networking Protection On link.

Trend Micro Titanium Internet Security ?-

) = (4] a | &a

A & )
Overview PC/Mobile Privacy Data Family

Privacy Scanner Social Networking
Protection

g [

ON ON

& support ) Account Protect another device TREND.

Figure 131. Privacy > Social Networking Protection
OR
> Click the Privacy tab, then Social Networking Protection.

3. The Social Networking Protection screen appears.
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6.

Social Nety

king Protection

social networking sites. ()

Social Networking Protection keeps you safe from security risks when visiting the most popular

Trend Micro Page Rating

= & e il

PAEGCBAE
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€« cf
e @ s
I
m o Feel free to open this page
E £ |

[ )

Figure 132. Social Networking Protection > On
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If you wish, click the slider from On to Off to disable the function. Trend Micro does not

recommend that you turn off the setting.

Open your browser, select the Trend Micro Toolbar, and note that Rate links on web
pages is selected by default.
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link, Titanium will scan it in real-time and provide you with a rating and details about it.
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Figure 133. Safe Trend Micro Page Rating
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Figure 134. Dangerous Trend Micro Page Rating
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Figure 135. Untested Trend Micro Page Rating

GLv1l4

7. Simply position your mouse over the checkmark to view details about the rating.

81



Trend Micro™ Titanium Security™ 2014 — Product Guide GLv1.4

8. The same link ratings and mouse-over functions are available from within Titanium’s
supported social networking sites. Note too, that when a URL posted on Facebook is
rated as dangerous by Titanium, you can warn your friend about it.

= Upeate Status (5] Add Photosviden
| hat's on yer mind?

I
1) Photos. .0—
‘Wam. vour frend abaut the gzt

A, Foa Fesds ke Comment  Share - Framate

o

Figure 136. Dangerous URL on Facebook Detected by Titanium

9. Below the dangerous URL, click the link Warn your friend about this post. Titanium
adds the warning to the comment field.
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Figure 137. Warn a Friend About the Dangerous URL

10. Click Enter to post the warning. Titanium posts the warning along with a Welcome link
from Trend Micro. The user is advised to remove the dangerous link and to scan their
computer for security threats.
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Figure 138. Dangerous URL Warning Posted on Facebook

Data: Data Theft Prevention
Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords, and email addresses. It can also stop children from accidentally
sending out personal information through email, via instant messaging, or to untrustworthy
websites.

To activate Data Theft Prevention in Titanium Internet Security (or Maximum Security) you
first have to enter an email address and password. See the previous section for Titanium
Antivirus+ to obtain instructions on doing this.

To activate Data Theft Prevention:

1. Click Data tab in the Console. The Data screen appears, showing the tools available.

Trend Micro Titanium Internet Security ?-

) = (1] a 2a

A
Overview PCiMobile Privacy Family
Data Theft Prevention Secure Erase
S N
OFF OFF

Trend Micro DirectPass
' Securely manage up to 5 account passwords.

Start a Free Trial

TREND.

¥ suport @ Account ) Protect another device

Figure 139. Data Theft Prevention

Note: This screen also presents an offering for Trend Micro DirectPass, our secure
password manager that lets you manage all your online credentials using a single

#®), TREND, 2
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master password. Click Start a Free Trial to get started with a five-password
version of DirectPass.

2. Click the Data Theft Prevention button. Titanium provides you with an introduction to
Data Theft Prevention.

Data Theft Prevention ? =

Introduction

Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords and email addresses. It can also stop children from accidentally

l' sending out personal information through email, via instant messaging, of to untrustwortny
websites.
&

["] Dont show this introduction again

Figure 140. Data Theft Prevention Introduction

3. Click OK to close the introduction. The Password screen appears.

Select a Password %

You will need to enter this password before changing program setings or using certain features

Password

Confirm password:

Fill outthe fields below in case you forget your password later.
Password hint

Email address:

\,

Figure 141. Select a Password

4. Enter your password and confirm it. Fill out the Password hint and Email address, in
case you forget your password later. This will enable Trend Micro to send you a new
password. Then click Create. The Data Theft Prevention settings screen appears, with
the toggle set to Off by default.
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9.

Data Theft Prevention ?

Stop protected data from going into web pages, email messages, or instant messaging. Use the
pre-defined categories below, or add new ones of your own.

Pulting just part of a word or number on the list below can still pratectthe whole thing. For
example, providing just the lastten digits of your credit card can black spyware from getting the

L~ entire number.
@—
Gategory Whatto Protect

Phone number Enter data to protect

Credit card Enter data to protect

Figure 142. Data Theft Prevention
Click the slider to On to enable Data Theft Protection.

Titanium Internet Security provides you with some suggested categories such as Phone
number and Credit card. You can edit any existing category name by typing over it.

In the What to Protect column, type the actual data you wish to protect; for example, in
the phone number field you might type 899-999-9899.

After you save it, Titanium hides it from view by using asterisks. Simply click in the field
to make it visible.

Click +New Category to add a new category.

10. Click the trashcan in the right-hand column of What to Protect to delete any category.

11. Click Ok to save your changes.

DTP Limitations

Data Theft Prevention won’t protect the receiving data via POP3 traffic.

Data Theft Prevention monitors HTTP traffic (ports 80, 81, 8080, and any proxy server
port you configure in your Microsoft® Internet Explorer® settings), but not HTTPS traffic
(i.e., encrypted information cannot be filtered, such as webmail).

Data Theft Prevention uses SMTP on TCP port 25/587 and is blocked as spec. TLS and
SSL encryption authentication don't block as spec. Most free webmail programs provide
TLS and SSL encryption authentication such as Hotmail, Gmail, and Yahoo! Mail.

Data Theft Prevention doesn’t monitor “IMAP” traffic as spec. An IMAP server is
generally used with programs such as Microsoft Exchange Server, Hotmail, Gmail, AOL
Mail.

Data Theft Prevention can protect a maximum of 20 entries that have different data and
categories.

Data: Secure Erase

Deleting a file just removes the directory information used to find it, not the actual data. The
Secure Erase function first provided in Titanium Internet Security (an also in Maximum
Security) overwrites the unwanted file with data, so no one can retrieve the contents; while

#®, TREND. &
MICR

o)



Trend Micro™ Titanium Security™ 2014 — Product Guide

86

GLv1.4

Permanent Erase overwrites the unwanted files making seven passes (overwriting the files

21 times, meeting US Government Security Standards).
To enable Secure Erase / Permanent Erase:

1. Click Data > Secure Erase.

Trend Micro Titanium Internet Security

G = A

A
Overview PC/Mobile Privacy Family
Data Theft Prevention Secure Erase
o)
OFF OFF

Trend Micro DirectPass
' Securely manage up to 5 account passwords

Start 3 Free Trial

Casupport @Y Account () Protect another device

Figure 143. Privacy > Secure Erase

2. The Secure Erase Introduction window appears.

Secure Erase g

Introduction

Deleting a file just removes the directory information used ta find it, not the actual data

Secure Erase overwrites unwanted files with random data, S0 that nobody can retrieve the

meets United States Federal Government data security standards.

v

To use this feature, right-click any file and select Delete with o

Secure Erase.
Chenwin

5 Scanto Socuy T

suats
.
o
EI
|

[] Dont show this introduction again

contents. For extra peace of mind, the Permanent Erase option overwrites files seven times, and

Figure 144. Secure Erase Introduction

3. Click OK to close the Introduction window. The Type of Erase window appears, with

Quick Erase selected by default.
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Secure Erase ?

Use Secure Erase to delete unwanted files so that nobody can ever open them again. To use this
feature, right-click any file and select Delete with Secure Erase

Type of Erase

. 4 ®
= © quick Erase
Moving a file inta the Recycle Bin does not immediately delste all of the data it contains. The

m Quick Erase option overwrites a deleted file to prevent it from being recovered later.

© permanent Erase

The Permanent Erase optien gives exira peace of mind by overwriting the deleted file seven
times. This option usually takes longer, but offers the most secure way to remove data from
your computer.

Lo J [ e ]

Figure 145. Type of Erase
4. Move the slider to On to enable the function.
5. Keep Quick Erase or select the Permanent Erase button.
6. Click OK to save your changes.
To Secure/Permanent Erase a file:

1. Right-click a folder or file to perform a Quick/Permanent Erase. A file processing popup
appears.

Music library

Sample Music

Name Contributing artists ~ Album # Title

*inja Tuna 1 Kalimba

Floy < Music, Vol. 1 2 Maid with the Flaxen H

] R lifs

Add to Windows Media Player list L
b Acti 3 Sleep Away

Open with »
Share with »

) Scan for Security Threats

" Delete with Secure Erase

Restore previous versions

Sendto »
Cut

Copy

Create shortcut

Delete

Rename

Open file location

Properties

Figure 146. Right-click File for Secure Erase
2. Select Delete with Secure Erase / Permanent Erase.

3. The folder or file is securely deleted.

Family: Parental Controls

The Parental Controls tool in Titanium Internet Security (and Maximum Security) lets you
protect your children from inappropriate websites, limit their time on the internet, and see
detailed reports about what they do online.

To enable Parental Controls in Titanium Internet Security you first have to enter an email
address and password. See the previous section on Data Theft Prevention to obtain
instructions on doing this.
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Note: The instructions below are tailored to Windows 8 users. The process for creating a
new user account in Windows Vista or 7 is very similar, but not identical.
Windows 8 flips you to the Modern Ul — PC Settings when you create a new user.

To enable Parental Controls:

1. Click the Family tab in the Titanium Console. The Family screen appears.

Trend Micro Titanium Internet Security

A (]

A
Overview PC/Mobile Privacy Family

Parental Controls

Trend Micro Online Guardian
Check how your kids use social networking sites like Facebook.

Start a Free Trial

Cysuppot @ account ) Protect another device

Figure 147. Family > Parental Controls

Note: This screen will also display a Free Trial message about Trend Micro Online
Guardian, which provides enhanced controls for monitoring your family’s internet
usage. Click Start a Free Trial to get started with a 30-Day Free Trial of Online
Guardian.

2. Click the Parental Controls button in the Family screen. The Parental Controls
Introduction screen appears.

Parental Controls. 7
Introduction
You can easily protect your children from inappropriate websites, limittheir time on the infernet,

prevent specific programs from running at certain time, and see detailed reports about what they
da online, without having to look aver their shoulders:

["] Dontshow this introduction again

Figure 148. Parental Controls Introduction

3. Read the instructions and click OK to continue. A screen appears for you to enter your
Password.
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Trend Micro Titanium Internet Security

Please provide your password to continue.

Password:
Showr vour password hint
Retrizve your password by emai

Figure 149. Enter Password

4. Enter your Password and click OK. The Parental Controls Get Started screen appears.
Parental Controls P

Set Up Protection for Your Family
°Getslaned 2 Website FilterRules | 3 Time Limits | 4 ' Program Controls | 5 ' Finish Up

In just a few moments, you can limit what Kinds of websites your kids may open, decide when they can use the web, and block
programs from running.
Click the button below to get started.

Do your children have their own Windows User Accounts for this computer?

Learn more about Windows User Accounts

Figure 150. Parental Controls Get Started

5. Important note: the screen asks Do your children have their own Windows User
Accounts for this computer? If they don’t, click the link on the question to create them,
so your various settings can be assigned to the proper child. The Parental Controls >
Add Windows Account screen appears.

Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and photos can help make
keeping track of everyone easier.

Account selected: 1 w Refresh

@ Nickname Michael
Windows account  Wichael

Change picture

[ Add Windows Account |

o) e )

Figure 151. Parental Controls

6. Inthe lower left-hand corner, click Add Windows Account. The Windows User Accounts
Control Panel appears.
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7.

8.

T &, + Control Panel » User Accounts and Family Safety » User Accounts v & | | Search Control Panel r)

Control Panel Home
Make changes to your user account

Manage your credentials
Make changes to my account in PC settings
Create a password reset disk

Manage your file encryptien & Change your account name Michael
certificates Local Account
&) Change your accounttype Administrator

#) Configure advanced user
profile properties

Change my environment T8 Vonsoe another sccount |
variables s
B Change User Account Control settings

See also

& Family Safety

Figure 152. Windows User Accounts

Click Manage another account. The Manage Accounts screen appears.

® + 1 8 <« UserAccounts » Manage Accounts v e Search Control Panel »p

Choose the user you would like to change

Michael Guest
Local Account Guest account is off
Administrator

Add a new userin PC settings ||

B Set up Family Safety

Figure 153. Windows Manage Accounts

GLv1l4

Click Add a new user in PC settings. The Modern Ul PC Settings > Users screen appears.
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PC settings

Personalize

Natifications
Search
Share
General
Privacy

Devices

Ease of Access

Sync your settings

HomeGroup

Windows Update

Switch 1o,
Sign-in options

Creste a password

Figure 154. Name the Account

GLv1.4

9. Click Add a user. The screen to Add a user appears, with the option to sign in to
Windows using a Microsoft Account.

Figure 155. PC Settings (Windows 8)

10. Since you’re monitoring your child’s use of the internet, for this guide we’ll start your
child without a Microsoft Account, so click Sign in without a Microsoft Account. The
second Add a user screen appears, emphasizing the difference between a Microsoft

Account and a Local Account.
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Figure 156. PC Settings > Add a User

11. Click Local Account. The third Add a user screen appears.

Figure 157. PC Settings > Add a User

12. Type a name for the account (e.g., John), enter a password and confirm it, then provide
a password hint and click Next. A screen appears, confirming the creation of the account
for John.
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Figure 158. PC Settings > Add a User

13. Since you’re using Titanium’s Parental Controls to protect your kid, do not check the
checkbox for Family Safety, and click Finish. This creates the local account named John.

PC Se’[UngS YYour account

Personalize

Naotifications

Switch 10 a Microsoft account

Search Sign-in options
Share Creite a password

Genera 57T Nave 3 PSSR A PasSHGH i§ 8QUINed 10 56140 8 PIN Of & picturs

Privacy
Devices
Ease of Access

Sync your settings

HomeGroup

Windows Update

Figure 159. Local Account - John
14. Tap the Microsoft Menu key on your keyboard to return to the Modern Ul.
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Figure 160. Modern Ul - Windows 8

15. Click the Desktop icon to return to the Desktop, then click the Refresh button if the new
account is not showing. The Local Account named John should appear.

&) Manage Accounts = g
© v 1 8 « UserAccounts + Manage Accounts v Search Control Panel yl

Choose the user you would like to change

Michael John
Local Account Local Account
Administrator Password protected

Add a new user in PC seftings
#) setup Family Safety

Figure 161. John Account
16. Click the Close Box (X) to close the window.

17. Back in the Select Kids to Protect window, click the Refresh link if the new account is
not showing. The John account now appears in the list.
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18.

19.

20.

21.

Parental Controls

Ghoose which children you wantto protect on the list below. Providing nicknames and photos can help
make keeping track of everyone easier.

Account selected: 1

Windows account  Jahn

Change picture
v

o) o)

Figure 162. Guest Account Listed

Uncheck the account you’re logged on to, check the John account, and click OK. A
popup appears, telling you “You have not set the rules for one or more users. Let’s set it
up now.”

Parental Controls

You have not setthe rules for one or more users, let's setit up now.

Figure 163. Set Up Rules Popup

Click Ok. The Step 2 - Website Filter Rules page appears.

Parental Controls ?

Set Up Protection for Your Family
1) GetStarted ewebslteFmerRmes 3 TimeLimits [ 4 Program Controls [ 5 Finish Up

Selecting an age automatically blocks certain website categories, but you can alse customize the list
You can setup afilter for each child

Jnhn

[V Enable website fiter rules

I

| [V Enable Safe Search Filtering () | |@ Block Untested Websites (i)

Select an age [[8-12 years old (Pre-teen) [+]
[V] Adultor Sexual (more info)
M Erotic/Mature [V Intimate Appare! / Swimsuit
M Nudity [ Pomography
[V SexEducation @

e ) wen ) [omw

Figure 164. Step 2: Website Filter Rules

In the Select An Age popup, choose the age the filter will apply to from the Select an
age pop-up. For example, choose Ages 8-12 (Pre-teen). (You can also define a Custom
age bracket.)

A subset of the general categories is selected by default; for example, all of Adult or
Sexual. Other subcategories in Communications or Media, Controversial, and Shopping
and Entertainment are checked. Scroll down to see the full category/subcategory
listings.

You can check or uncheck a category or subcategory to redefine the filter. You can also
obtain more information on a category by clicking the more info link; a definition list will
pop up.
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22.

23.

24,

25.
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Check Enable Safe Search Filtering and Block Untested Websites. These options will
increase your child’s security when searching or browsing the Internet.

Click Next to define the Time Limits. The Time Limits page appears.

Parental Controls ?

Set Up Protection for Your Family
1 Getstarted | 2 Website Filter Rules eT\melems 4 Program Controls | 5 Finish Up

Click the times when your children should not access the web from this computer. Click any highlighted hour to stap
blocking the web at that time.

Jnhn

[ Enable time limits

I

How do you want to schedule your family's time on the Internet
(@ Seta simple schedule for weekdays and weekends

0 12 2 4 6 & 10 12
[T11

[
Noon PHl

12 2 4 & 8
fi it L _____HEN
AM

12 2 4 6 8 10 12 2 4 8 8 10 1
Weekends = ~—T T T T T T T T T T T T T T T T T T T T T T 2
e ) e ) o)
\ J

Figure 165. Time Limits

Using your mouse pointer, select the weekday and weekend hours you kids should not
access the web by holding your mouse down and stroking across the hours, then scroll
down and indicate the number of hours your children may use this computer.

Parental Controls

(@ Seta simple schedule for weekdays and weekends

Weekdays 12 2 4 ] 8 10 12 2 4 ] 8 10 12
n | ______ENEEREEEEEEEEEEN
AN Noon PM

8 10 12 2 8 10 12

Weekends F 2 9 9 s
| ______ENENREREEEEEEEEN
A

Noon P

() Seta detailed daily schedule
[] wtowed [l Blocked

Select Now many Nours per day your children may use this computer.

[] Weekday (Monday - Friday: 12 hours per day

I

[/ weekend (Saturday - Sunday): 12 hours per day

| ar-ss|sr-as]er=w]

Figure 166. Allowed Hours on Computer

You may also click Set a detailed daily schedule to do so. The daily schedule panel
appears.
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Parental Controls e
(@) Seta detailed dally schedule -
12 2 4 B 8 10 12 2 4 6 8 10 12
Monday
Tuesday
Wednesday
Thursday
Friday =
Saturday
Sunday
Al Hoon Pl
[] Atowed [l Blocked =
Select how many hours per day your children may use this computer.
[V Weekday (Monday - Friday); 12 hours per day
[W] Weekend (Saturday - Sunday): | 12 nours per day m
| ) e (e

Figure 167. Detailed Daily Schedule

GLv1.4

26. Adjust the daily schedule for each day as you see fit. Click Next. A screen appears,

letting you set the child’s program controls.

Parental Controls

Set Up Protection for Your Family

— —~ —~ —
1) Getstared (2) Website Fiter Rules (3 Tims Limits ) Program Controls (5 Finish Up

open these pragrams at any time by providing your password

You can prevent your children from opening specific programs at certain fimes. After sefting those schedules, you can stil

John
[V Enable program controls

Click Add to select a pregram, and then click Set a schedule to choose when to block it
(Frasa ]| ¢ remove
]

Program Name ~

Scheduled Access

—

.

i

Figure 168. Program Controls

27. Click Enable program controls, then click Add to add the program you want to control

the usage of.

Parental Controls

Ifyou do not see a program that you want to select on the list below, click Browse to find it.

Program Hame -~

( Math Input Panel
#s. ShapeCollector
L Sidebar

T TabTip

Ooooo

O U Windows Journal

( oK ) [ cancet ]

(v} Windows DVD Maker M

Browse...

m

Figure 169. Program List

28. Select the program you want to control from the list, or click Browse to find it.
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(%) Open (el
Look in: Intemet Explorer - @2 mr
T Narne ° Date modified Type Siz
ol en-US 5/30/20124:34 PM Filefolder
Receflacs SIGNUP 5/30/20124:34 PM  Filefolder
! @E)«:Export 5/30/2012 4:24 PM Application
E:']lecleanup 5/30/2012 4:24 PM Application
Desktop Eiediagemd 5/30/20124:24 PM  Application
—- Sieinstal 5/30/20124:24 PM  Application
‘_;T:J = ielowutil 5/30/2012 4:24 PM Application
Libraries Eiexplore 5/17/20124:21 PM  Application
LS
Computer
- 4 m | 3
N"‘L‘ . File name: iexplore -
etworl
Fies of type [Applications (~EXE) «] [ cancal |
[ Open as read-only

Figure 170. Browsing for Programs to Add to Program Controls

29. Navigate to the program in the Programs Folder, select it from its own folder (e.g.,
Internet Explorer), and click Open. Titanium adds it to the list of controlled programs.

<

Parental Controls

Ifyou do not see a program that you want to select on the list below, click Browse to find it.

Browse...

Program Name -~

T TabTip o
&7 Windows DVD Maker
u Windows Journal

O | Windows Media Player

ODooooo

7 Wordpad

= iexplore.exe I

( ok ] [ canct ]

L 4

Figure 171. Programs in List | IE Added

30. Check the program checkbox and click OK.

Parental Confrois ?

Set Up Protection for Your Family |l
1) Getstared (2) Website Fiter Rules (3 Time Limits. () Program Controls (5) Finish Up

You can prevent your children from opening specific programs at certain imes. After setiing those schedules, you can stil
open these programs at any time by providing your pas sword

Jonn 1
[ Enabie program controls

Click Add to Select a program, andthen click Seta schedule to choose when to block it

[drade) | 3 remove

[]  Pproaram Name ~

O 2 iexlore.exe

Scheduled Access

Seta schedule

[

\ J

Figure 172. Set a Schedule

31. The program is added to the Parental Controls window. Click Set a Schedule in the
Scheduled Access field. The schedule appears.
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Parental Controls

[V Block access to the program at the selected times

Use the grid below to decide when your family can use the program
12 2 4 6 8 10 12 2 4 6 8 10 12

Monday
Tuesday
Wednesday
Thursday
Frigay
Saturday
Sunday L[]

AN Noen P

[] anowsa [l Biockes

o) o)

Figure 173. Access Schedule

32. Check Block access to the program at the selected times, then select the hours in the
week the child will be prohibited use of the program, then click OK. When the wizard
window appears, click Next.

33. Ascreen appears, indicating that protection has been activated for John, applying the
Pre-teen Website Filter, giving the Time Limits and Program Controls.

Parental Controls ?

Set Up Protection for Your Family

1) Getstaried (2) Website FiterRules (3) Time Limits (4 Program Cortrols () Finish up

‘You have now set up the filtering rules, access schedule, and blocked programs shown below

E John
x Website Filter
8-12 vears old (Pre-teen)

Time Limits

Internet Access: Scheduled
Weekdays Usage: 12 hours per day
Weekends Usage: 12 hours per day

73

I

Program Controls e
Programs Blocked: 1

Coa e ) (o)

Figure 174. “John” Protection Criteria

34. Click Done to finish adding the parental control for this child. The main Parental
Controls window reappears.

Parental Controls ?
Hanage how and when your family uses the web and programs on this computer.

| Manage Accounts |

( A | John | Change picture
B QD) !eoste Fiter
812 years old (Pre-teen)

m Time Limits
m Internet Access: Scheduled
Weekdays Usage: 12 hours per day
Weekends Usage: 12 hours per day

m Program Controls
Programs Blocked: 1

Trust or Block Websites [ oK J [ Cancel J

Figure 175. Slider is “On”

35. In Parental Controls, the slider button should be On. If not, slide it to On, then click OK.
The rule set is now applied to the John account.
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36.

37.

38.

39.

40.

100

Note that the link Trust or Block Websites allows you to set exceptions to your rules.
This function was covered in the previous Titanium Antivirus+ section. Go to Exception
Lists: Websites for details.

Note also that you can turn the Website Filter, Time Limits, and Program Controls
functions on or off by using the appropriate slider. You can also edit the functions by
clicking the hotlinks and making your changes in the respective editor.

Click OK to close the Parental Controls window, note that Parental Control status is
now ON in the Tools popup, then click the respective Close boxes to close the Tools
pop-up and the Titanium Console.

Log off the Administrator’s account (or switch users) and sign on using the John
account.

Figure 176. Switching to "John" Account

Using your browser, attempt to go to a website at a time prohibited by the account
rules. Titanium will block access to the web and provide a No Web Surfing Allowed
notification, indicating the user cannot use the web at this time.
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hitp://tmsn.com/ O~ B¢ Website Blocked by Trend ... %

® No Web Surfing Allowed

Someone who cares about you has decided that you may not open any websites right now. You can sill use
the computer fo do other stuff though

Close This Window

(») Do you really need fo use the Intemet?

Copyright © 2013 Trend Micro Incorporsted. All ights reserved.

Figure 177. No Web Surfing Allowed

41. During the hours allowed for surfing, if the user attempts to browse to a site not
permitted by the rules, Titanium will block access to the site and provide an Off Limits
notification for the user in the browser.

e [T e P20 x| A Moeam 8w mscusny T ||
5 P Trerd Micro Teclkar »

| = EIDERS
Figure 178. Titanium Off Limits Notification in Browser

Security Report: Parental Controls

Once you’ve enabled Parental Controls, Titanium Internet Security provides a security report
that can give you basic information about how many times your kids have attempted to
access prohibited sites and the kinds of website violations they are.

To view the Parental Controls Security Report:

1. Open the Titanium Console.
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Trend Micro Titanium Internet Security ?- _ X

A = 3] @ | &

A
Overview PC/Mobile Privacy Family

Protected
‘You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now

Expires on 7/20/2014

Social Networking Protection: on

¥ support @ Account ) Protect another device

Figure 179. Console > Reports

Click the Reports icon. The Password screen appears.

Trend Micro Titanium Internet Security

Please provide your password to continue

Password: :

Show your password hint
Retrizve your passwiord by emai

L

Security Report

Websites blocked in the past month: 1 Account: [All =
* Top Categories Blocked

Threats

M Erotic/ Mature (1)

Parental
Controls

=

System Tunar

Top Websites Blocked

htp:Awww.playboy.com/ (1)

@ Show this repert monthly View detailed logs
\ J

Figure 180. Parental Controls

Click the Parental Controls tab in the left-hand column to show the Parental Controls
Security Report. The report will show the Top Categories and Websites Blocked. Use
the Account pop-up to show the report for All users, or for a specific user account; e.g.,
“John.”

Check Show this report monthly to show it on the first of each month. You’ll be notified
when the report is ready.

Click View Detailed logs, then Parental Controls in the View dropdown menu to display
the Parental Controls logs.
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Logs ? O x
View: | Parental Controls [+] Total records: 2 ¥ Remove all [ Export
DatefTime ¥ Blocked Websites User Name

613/2012 3:01PM http:lhwrww. msn.com?acid=lehp John

6/13/2012 2:59 PM hitp:iwww. playboy.com/ John

Any data more than 30 days old will be deleted automatically.
L

Figure 181. Parental Controls Logs

7. Click Remove all to delete the logs

8. Click Export to export the Parental Controls log in .CSV or .TXT format.
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Chapter 6: Trend Micro Titanium Maximum and
Premium Security

Protection Overview

Trend Micro Titanium Maximum is functionally the most robust version of Titanium,
providing everything previously described in the Titanium Antivirus+ and Internet Security
chapters, but adding additional protections and tools. To enable all functions, you need a
paid version of Titanium Maximum Security.

Titanium Premium Security is an enhanced package for Titanium Maximum Security,
providing more sync/backup space (25GB) in the cloud.

Thanks for choosing Trend Micro Titanium Maximum Security x

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

Trend Micro Android Security : Q

{‘“ G

m Titanium Internet SEEI-II'ity for Mac a .
s | Get Started
=
i

D Don't show this page again

Figure 182. Titanium Maximum Security Welcome Screen

Trend Micro Titanium Maximum Security ?~

) L A ] 2a

o A
Overview PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
E 7/18/12014
st : Social Networking Protection: On

4

XS AcCCH of Vi
2% Support OALLUUM o Protect another device

Figure 183. Titanium Maximum Security Console Overview
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Trend Micro Titanium Maximum Security

A C)

o

PC/Mobile Privacy

PC & Internet Security System Tuner Rescue Disk

0, |
/‘ Tablet & Phone Protection Titanium for Mac
Protect your Android™ device from loss, Protect your Mac from viruses, spyware,
theft and infection. and unsafe websites with Titanium for
Get Started Get Started

3 support (€Y Account Protect another device ¢) TREND

Figure 184. PC/Mobile > Tablet & Phone Protection

Trend Micro Titanium Maximum Security

A ~ A

A
Overview PCiMobile Privacy Family
Privacy Scanner Social Networking
Protection

®

2 )

ON ON

% Support (€Y Account

Figure 185. Privacy

Trend Micro Titanium Maximum Security

— £

A o
Overview PC/Mobile Privacy Family

Data Theft Prevention Trend Micro Vault Secure Erase

Trend Micro DirectPass

Easily manage your online accounts
with just one master password.

Trend Micro SafeSync

Securely access and share files on all
of your computers and mobile devices.

Get Started

O Account

Get Started

™y s Vi
€3 support ) Protect another device

Figure 186. Data > Trend Micro Vault, DirectPass, SafeSync
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Trend Micro Titanium Maximum Security ?- 5

) ) (2 (] 22

A
Overview PC/Mobile Privacy Family

Parental Controls

8

OFF

Trend Micro Online Guardian
Check how your kids use social networking sites like Facebook, Twitter, and more.

Get Started

3 support @ Account ) Protect another device

Figure 187. Trend Micro Online Guardian

Note: Titanium Maximum Security Additional Features: Trend Micro Vault. Titanium
Maximum users with a standard subscription can protect three devices, including
Mac and Mobile.

Note also that full paid versions of DirectPass, SafeSync, and Online Guardian are
included in your purchase of Titanium Maximum Security.

ADDITIONAL TOOLS FOR TITANIUM MAXIMUM SECURITY PAID VERSION
Trend Micro Vault

Users can enable a password-protected folder that can SafeSurfing sensitive files. If the
computer is lost or stolen, the vault can be sealed shut by remote control until the computer
is return to its rightful owner.

Data: Trend Micro Vault

Trend Micro Vault is a password-protected folder that can SafeSurfing your sensitive files.
Using a password, files inside the vault are kept invisible until you enter the password. If
your computer is stolen, Trend Micro Vault can also seal itself shut by remote control, so
that even using the password you cannot open the vault—that is, until the computer is
returned to its rightful owner, who then must report that the computer is found.

To set up Trend Micro Vault:

1. Inthe Titanium Console, click Data > Trend Micro Vault.
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2.

3.

4.

5.

Trend Micro Titanium Maximum Security ?-

A = A &a

A
Overview PC/Mobile Privacy

Family

Data Theft Prevention Trend Micro Vault

al |@ 4

Trend Micro DirectPass ,\ Trend Micro SafeSync
' E?SI!Y manage your online accounts ¢ Securely access and share files on all
with just one master password v of your computers and mobile devices.

Get Started

Get Started

¥ support @ Account () Protect another device

Figure 188. Data > Trend Micro Vault

The Introduction to Trend Micro Vault appears.

Trend Micro Vault ?

Introduction

The Trend Micro Vaultis a passworc-protected Windows folder that can safeguard your
sensitive files. Anyone sharing your computer cannot see anything inside without entering the
correct password first

If you report your computer as lost, the Trend Micro Vault can automatically seal itself shut by
remote control. Once sealed, your Trend Micro Vault will not open even if someane knows the
right password. Only when you recover the computer can the Seal be broken.

Some things should always remain confidential, and the Trend Micro Vault can keep them that
way.

[_] Dontshowtnis introduction again

Figure 189. Trend Micro Vault Introduction

Click OK to close the introduction. The Password entry screen appears.

Trend Micro Titanium Maximum Security

Please provide your password to continue

Password:

Show your password hint

Retrieve vour password by email

Figure 190. Enter Password

Enter your Password and click OK. An initialization dialog appears, instructing the user
how to access the vault by double-clicking its desktop icon.

Trend Micro Vault

You have successfully initialized the Trend Micro Vault. To access it, just
double-click its desktop icon.

Figure 191. Trend Micro Vault Initialized

Click OK to close the dialog. The Trend Micro Vault window appears.
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Trend Micro Vault ?

The Trend Micro Vault keeps confidential files safe, o that no one can access them without
permission

Reporting a Loss

Ifyou lose this computer, please seal your Trend Micro Vault by visiting this site:
hitp:/account trendmicro.comireport stolen/

You should bookmark this address on another computer or write it down for future reference.

Regaining Access

After recovering a lost computer, you can unseal the Trend Wicro Vault only after validating your
identity. You should then change vour password just in case:

L J

Figure 192. Trend Micro Vault

The Trend Micro Vault desktop icon also appears on your desktop.

"Trend Micro
Vault

Figure 193. Trend Micro Vault Desktop Icon

You can now use Trend Micro Vault to protect your sensitive files, to seal the vault if
your computer is stolen or misplaced, and to regain access to the vault if you’ve turned
it off.

To open the Trend Micro Vault, double-click the desktop icon. The password window
appears.

Trend Micro Titanium Maximum Security

Please provide your password to continue.

Password!

Shows your password hint

Retrieve vour password by email

Figure 194. Trend Micro Vault > Password Protection

Enter your password and click OK. This opens the Trend Micro Vault.
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+ [+ Trend Micro Vaule Ve suehTemdMicoval P

Organize v E- 0O @
e —— [ Name Size lemiype  Date madified
B Desktop

& Downlosds
5] Recent places

4 Uibraries
4| Documents
& Music
=) Pictures
Videos

o Homegroup

1% Computer

S Network

Oitems 2]

Figure 195. Trend Micro Vault

10. Drag files and folders you wish to protect into the Trend Micro Vault, then close it.

Open
Pin to Start

Lock Vault

Figure 196. Lock Vault Menu Item

11. Right-click the Vault and select Lock Vault to lock it. A dialog appears, warning you that
locking the vault does not automatically block access to files currently open. Make sure
you close all files that need protection before you lock the Vault.

Locking the vault does not automatically block access to files currently
open. Make sure to close all files that need protection.

Figure 197. Trend Micro Vault Warning
12. Click OK to close the dialog.

13. In the Trend Micro Vault window, note the link
http://account.trendmicro.com/report_stolen/ for reporting a loss.

) TREND,
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14.

15.

16.

Trend Micro Vault

— -—

| o @)

\

?

The Trend Micro Vault keeps confidential files safe, so that no one can access them without
permission.

Reporting a Loss

If you lose this computer, please seal your Trend Micro Vault by visiting this site:

hitp//accounttrendmicro.comireport_stolen/

'You should bookmark this address on another computer or write it down for future reference.
Regaining Access

After recovering a lost computer, you can unseal the Trend Micro Vault only after validating your
identity. You should then change your password just in case.

[

Figure 198. Reporting a Loss

GLv1.4

You should bookmark this link on another computer or write it down for future
reference. Clicking it takes you to the Trend Micro Vault Report Stolen webpage, where
you can report the loss.

Report Stolen

» Report Stolen
» Report Found

The Report Stolen service lets you seal your Trend Micro
Vault in case your computer is lost or stolen. The vault will
remain inaccessible until you report your computer found

To report your computer found and unseal the vault, enter
your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault

Trend Micro Vault email address:

Password:

Figure 199. Report Stolen Service

In the Report Stolen webpage, enter your Trend Micro Vault email address and
password and click Report to seal the vault. Once you do, your Vault-protected folders
and files cannot be opened.

Once you recover the computer, open the Titanium console, click Data > Trend Micro
Vault, re-enter your password, then click the link Unseal the Trend Micro Vault in the
Regaining Access paragraph.
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Trend Micro Vault

The Trend Micre Vaull keeps confidential files safe, so thatno one can access hem without
permission

Reporting a Loss

Ifyou lose this computer, please seal your Trend Micro Vault by visiting this site:
hitp:/iaccountirendmicro.comireport stolent

You should bookmark this address on another computer or write it down for future reference

Regaining Access

After recovering a lost computer, you can[Jnseal ihe Trend Micro Vaultpnly after validating your

identily. You should then chanqe your paSSWord JUSTIn Case

o ]

\, /

Figure 200. Regaining Access

GLv1l4

17. This takes you to the Trend Micro Vault Report Report Found webpage, where you can
unseal the Vault.

Report Found

If you have recovered your computer, report it found to
» Report Stolen restore access to the vault.

» Report Found
To report your computer found and unseal the vault, enter

your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault

Trend Micro Vault email address:

Password:

Figure 201. Report Found

18. Enter the Trend Micro Vault email address and Password and click Report. This unseals
the Vault and you’re notified by Titanium.

19. For your safety, you should now change your Titanium password.
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Chapter 7: Titanium Help and Support

All Titanium editions provide Help in the form of a popup menu and a Support hotlink in the
Console.

To access Help and Support:

1. Open the Titanium Console.

Trend Micro Titanium Maximum Security ?-

A = A e 22

Privacy

: A
Overview PC/Mobile

Family

Protected

You have access to the latest protection

Safety Summary

Security Summary: 0O threats stopped
Subscription: Privacy Scanner: Scan now
E s on 7/18/2014
e Social Networking Protection: On

¥ support | @ Account () Protect another device

Figure 202. Titanium Console

Note the ? (Help) menu in the upper right-hand and the Support hotlink in the lower
left-hand corners of the console.

Click the Support link to take you directly to the Trend Micro Support webpage.

Secunty Intelligence

Support

Home & Home Office Support Business Support
et Supportfor Home & Home Offce Product et Supportfor Small Business & Enterpeise Pro

o to Technical Support for o o Technical Support for:

Home Products

Business Products

Discussion Forums
About Support

Download Center Threat Encyclopedia TrendLabs Malware Blog

Figure 203. Trend Micro Support

4. Select the ? (Help) menu to display the submenus.

#9) TREND
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About

Online Help

More Tools

Premium Senvices

Figure 204. ? (Help) Menu

GLv1.4

5. Select About to initiate a manual program update and to display details about your

edition, version, type, serial number, and expiration date.

Version:
Type:
Serial Number:
Expires:
SPH GUID:

@ Checking for program updates...

About Your Software

7.0.1151 (Component versions)

Trend Micro Titanium Maximum Security

Full version

THE2014

Figure 205. About Screen

6. You can click the Component versions hotlink to get information about your component
versions.

Components

-

Program

Configuration Repository Manager (32-bit)
Update Manager (32-bit)

Framework Builder (32-bit)

Virus Scan Engine Wrapper (32-bit)
Spyware Scan Engine Wrapper (32-bit)
Damage Cleanup Engine Wrapper (32-bit)
Behavior Monitoring Engine Wrapper (32-bit)
URL Filtering Engine Wrapper (32-bit)

Version

3.01250
301251
3.01240
3.01251
3.01248
301249
301251
3.01248

Figure 206. Component Versions

7. You can click the Serial Number hotlink to view and change your serial number.

3
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Release Date ~
712912013
71292013
7120/2013
7129/2013
712912013
712912013
7128/2013
7129/2013

4
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® Trend Micro Titanium Maximum Security
Enter the Serial Number TREND
After providing the serial number in the fields below, please click Next to proceed to the next step.
Current Serial Number: T
New Serial Number: J d

Figure 207. Enter the Serial Number

8. Select Online Help to display the HelpCenter webpage. Navigate through the

114

HelpCenter using the menus and hotlinks; conduct a search using keywords.

%) HelpCenter
Titanium 2014
Home i
Overview
System Requirements The Overview tab displays the overall status of your protection. From here, you can do a number of
trngs
Tutorials « See the Status of your prolection
Anti-Si Toolb:
pam Toolbar - Adjust the software
Main Console
+ Usethe
Tools « Enable or disable
- Change the g mage of the main console

Reports & Scan Results
Settings

Subseription & Contact
Information

Figure 208. Titanium 2012 Online Help

9. Select More Tools to take you to the More Tools webpage, where you can download
other tools, including apps for Windows 8.
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¥, TREND. More Tools

Windows 8

Trend Micro™ Security Center
See where the latest threats detected by Trend Micro have
‘emerged cn a workdwide map.

Trend Micro™ Go Everywhere

Locate your missing Gevice 00 8 Map, of S0uNnd 8 Cne-minute
slarm by remote control to help you find it

Get the world's most secure web browser and enjoy all that the
internet has to offer without worry. Built-in cutting edge
protection keeps online threats out of your way

Figure 209. More Tools

10. Select Premium Services to access a webpage for everything you need to know about
Premium Services for Home Users.

) IRERS
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Premium Services for Home Users

W Thanim A La Carte Services

Get 24x7 Emergency PC and Device Support

Have a virus of problem wah your computer or device? A Trand Micro fochrician can make 3 Virtual
house call — any bme. day of night ~ to help you with your problem. No hassile, no waiting.

Premium Service Plan
Our Premum Semice P1an provides you with expert services 1o maintain te securty of your PC, mcluding.

* 247 amargency assistance from a Trend Micro support fechnician
+ Virus and spyware removal (1 service meident
+ PC securtty health check service (1 senvice incident)

+ Fast diagnasis and peoblem fxing with remote deskiop support

Purchase as a bundled offer, Soe bolow:

Ultimate Service Plan @

Our Uttimate Service Plan includes al of the benets of the Premium Ser
Plan - plus the support you need to keep your PC, devices, and home
running smoothty

Security Services

‘emargency assistance from  Trend Micro support fechnician
\ce ith Instafing, configueing, and using sny Trend Micro products on your computer

w0 (unkenited)
uniimitod)

FC and Peripheral Performance Services

cusTOMER TE:

ioraLS
uch for all he help. |

recelved betier senvice remotely
than | woukd have had | brought my
System i for senvice. Thank you
again”

Deborah M

“The representative (who took care
of my computer virus) was very
helpful He was very horough and

Figure 210. Trend Micro Products and Services

GLv1l4

11. Select the Account button in the lower left-hand corner of the Titanium Console to

access the Trend Micro Account webpage.

Trend Micro Titanium Maximum Security

A - A 6 ]

Ovenview PC/Mobile Privacy

Protected
You have access to the |atest protection.

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
= 711812014
e Social Networking Protection: on

Figure 211. Titanium Console > Account

Family
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12.

) TREND. | Account

SIGNINTO YOUR

TREND MICRO
ACCOUNT

With A Trend Micro Account, you can:

Manage all of your subscriptions
inone place

Check if anything has expired,
renew or upgrade what you already
have, or convert your trial version to
a full subscription quickly and

easiy

" Y
&

Stay up-to-date and protected
Get the latest protection for your
devices or those of friends and
family.

Help Center

Forgot which sddress you used before?
Formot your pessword?

Lost your computer?

Proceed to the Report Stolen service to
j seal your Trend Micro Vault immedistely.

Report Stolen

Update your account

Keep your detaits current to get the:
latest news and offers from Trend
Micro

Figure 212. Trend Micro Account Webpage

GLv1l4

purchased Trend Micro products or services, manage all of your subscriptions in one
place, stay up-to-date and protected by getting the latest protection for your devices or

those of friends and family, and you can update your account.
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In the Trend Micro Account Webpage, you can sign in to your account if you’ve already
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Chapter 8: Protect Another Device

Subscriptions to Trend Micro™ Titanium Security™ Internet Security, Maximum Security, and
Premium Security variously let you protect other PC, Mac, or mobile devices.

1.

2.

118

Titanium Internet Security: 3 PCs
Titanium Maximum Security: 3 devices, including PC, Mac, and Mobile

Titanium Premium Security: 5 devices, including PC, Mac, and Mobile

Trend Micro Titanium Maximum Security TR e

A (o (2 a | &

o A
Overview PCMobile Privacy Family

Protected

V You have access to the |atest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Privacy Scanner: Scan now
= 7118i2014
e e Social Networking Protection: On

3 support @ Account | ) Protect another device

Figure 213. Protect Another Device

To get started with your protection for another device, click Protect Another device.
The Protect Another Device screen appears.

(] Trend Micro Titanium Maximum Security

Protect Another Device o) TREND

You can also protect somthing else. Click an icon below to get started.

Close

Figure 214. Protect Another Device Picklist

Click the icon for the type of device you wish to protect. A screen appears for you to
download the software.
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¥, Trend Micro Titanium Maximum Security

Protect Another PC

Hi,

Download and install Titanium on another computer to protect your identity and personal information from malicious
threats when you shop, bank, or browse online

Download the software
Glick Download fo save the fil, or ci button to email
can aceess on ancther computer

o an account you

@ Copy it to your computer and install
1 you didn't emailhe download fink, copy the installation fle to other computer

~»,
g =

@ Install the program with this serial number:
Double-click the installaion fie- and follow the instructions in the window hat appears. Vhen asked, provide:
the serial number below to install the software

Serial number:

1, Trend Micro Titanium Maximum Security allows you to protect a fimited number of devices. Installing this
protection on your computer will count towards that limit

%) TREND.  Copyright © 2013 Trend Micro Incorporated. All rights reserved.

Figure 215. Protect Another PC

®) Trend Micro Titanium

Threat Protection for Your Mac

Hi

Your purchase of Titanium includes prefection for Apple macintosh computers. Download and install it on your Mac to
protect your identity and personal data from malicious threats when you shop, bank, or browse online

@ Download the software

Click Download to save the fil, or click the dropdown button to email the download link o an account you
‘oan access on your Mac.

@ Copy it to your Mac
Hyou didn't download the software using a Mac, copy the installation file to your Lac.

o -

@ Install the program with this serial number:
Double-click the installation file and in the windows that opens, double-click Install Trend Micro Titanium.
When asked, provide the serial number below 1o install the software,

Serial number:

1, Trend Micro Titanium allows you to protect a imited number of devices. Instaling this protection on your Mac
il count towards that imit

END.  Copyright @ 2013 Trend Micro Incorporated. All fights reserved.

Figure 216. Protect Your Mac

GLv1l4
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@ Trend Micro Mobile Security Personal Edition

Protect your Android tablet and smartphone from loss, theft and
infection.

Hi Michael Miley,

Your purchase of Titanium includes Trend Micro Mobile Security. When it is installed on your Android device it can
help you find, lock and erase your device if you ever lese it — protecting your information and invesiment. It can filter
and block dangerous web sites and can identify malicious apps. It can even filter out unwanted calls and text
messages

How do you want to get the app?

@ %E?E > Google play

Email the dovioad link to my Scan the QR Code. Visit or search Google Play for
device. Trend Micro Mobile Security
to install the 2pp.

* If you have trouble downloading app from Google Play, click here m

1, Trend Micro Titanium allows you to protect a limited number of devices. Installing this protection on your Android device will count
" towiards that limit

F9) TREND. | copyranse z0ra rens s ncportes, Ao rseres

Figure 217. Protect Your Android Tablet or Smartphone

GLv1.4

3. Download the software, copy it to the computer you wish to protect, then install it with

the serial number displayed on the page.

4. For Android protection, pick how you want to get the app; i.e., Email, QR Code, or

Google Play.

5. Note that your subscription to Titanium Internet Security, Maximum Security, and
Premium security allows you to protect a limited number of devices. Installing the
protection on the additional computer will count towards that limit.
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Chapter 9: Applications Bundled with Titanium

Trend Micro™ Titanium is bundled with additional applications to expand your protection.

The programs provided depend upon your edition of Titanium.

Table 8. Titanium Bundled Programs

Tool Titanium Titanium Titanium Titanium

Antivirus+ Internet Maximum Premium
Security Security Security

SafeSurfing Browser (W8) ' ' ' v

Security Center \' \' \' v

Go Everywhere (W8) v Vv

Mobile Security for Android \'Ad v* v Vv

Titanium Internet Security vEE v v Vv

for Mac

Online Guardian v '

DirectPass V (5 Accts) V (No limit) V (No limit)

SafeSync V (5GB) V (25GB)

*Lite Edition | **With 3-device subscription to Titanium

To get access to the bundled applications:

These applications are variously available from the Titanium Welcome screen; the category
tabs in the Titanium Console, depending on your version of Titanium, as indicated above
and in the previous chapters; or right from the Summary screen of the Titanium Console.

Simply click the icon or hotlink in the Welcome Page or Titanium Console tab to access the
webpage where you can download the applications.

For detailed instructions on how to use these applications, go to www.trendmicro.com to
download the relevant Product Guides:

e Trend Micro™ Mobile Security 3.0 - Product Guide

e Trend Micro™ Titanium™ Internet Security for Mac 3.0 - Product Guide

e  Trend Micro™ DirectPass™ 1.6 - Product Guide

e Trend Micro™ Online Guardian for Families 1.5 - Product Guide

e Trend Micro™ SafeSync™ for Consumer 5.1 - Product Guide

e Trend Micro™ SafeSync™ for Business 5.1 — Product Guide
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Windows 8 Applications

Titanium 2013 provides three security applications specifically designed for Windows 8 RT,
all available through the Windows Apps Store. You launch a Windows 8 RT application by
clicking the icon on a PC or by tapping it on a mobile device.

e Micro™ SafeSurfing is a secure browser for Windows 8 that has security technology
built right in. It provides you with a safer browsing experience by including safe search
results ratings, social networking security, and more. Browse the web without worry
with Trend Micro SafeSurfing.

e Trend Micro™ Security Center delivers current information about malware outbreaks in
your area, offering insights into dangerous websites and malicious file downloads to
avoid near you. For Trend Micro™ Titanium™ customers, it also provides up-to date
information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.

e Trend Micro™ Go Everywhere protects your Windows 8 tablet from loss or theft.
Locate your tablet if lost or stolen with just one click. You can find your missing device
on a worldwide Google map or sound a 1-minute alarm. Wherever you misplaced your
tablet, Trend Micro Go Everywhere has got you covered.

SafeSurfing Browser
To use the SafeSurfing browser:

SafeSurfing

Figure 218. SafeSurfing

1. Click the SafeSurfing icon. The SafeSurfing license agreement appears.

9, TREND.
MICR
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License Agreement

‘TREND MICRO INCORPORATED

‘STANDARD APPLICATION LICENSE TERMS

‘These license terms ave an agreement between you and Trend Micro. Piease read them, They apply to the
Software agpiication you downioad Hom the Windows Store, inchuding any UPSAtes of SUpplements for the
application, parste terms Tems appy.

Y DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE, YOU

ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT
'DOWNLOAD OR USE THE APPLICATION.

T e

Figure 219. SafeSurfing License Agreement

GLv1l4

2. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The SafeSurfing splash screen appears.

Trend Micro SafeSurfing

Surf the web safely

7 Sleekly designed for the latest version of Windows

" Never get scammed while using Google, Facebook or Bing

Figure 220. SafeSurfing Splash Screen

[ORET

oA

3. Activate the SafeSurfing menus by positioning your mouse near the top of the screen.
When a hand appears, right-click; or use the Windows-Z hotkey. The SafeSurfing menus

appear.
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Trend Micro SafeSurfing a8

e =
Trend Micro SafeSurfing

Surf the web safely

" Sleekly designed for the latest version of Windows

& Never get scammed while using Google, Facebook or Bing
Google @ Facebook @ Bing @
P
So0e ... - e

e —

<4—— Scroll Forward and Backword New Tab »
Bookmarks ——p

1
Refresh — e n Enter a URL ‘ +

Add Bookmark

Figure 221. SafeSurfing Menus
4. SafeSurfing’s simple functions include the following:

e Tabs, which accumulate across the top menu as you browse. Click the New Tab icon
to create a new tab.

e Splash buttons for Google, Facebook, and Bing
e Forward and Backward scroll buttons when browsing
o A Refresh button to refresh the browser display
e A Bookmarks icon, to navigate to the bookmarks page

e An Add Bookmarks icon, to add bookmarks for key webpages you’d like to have
easy access to.

5. Click on Google to do a search; for example, using the term “hacker.” View the safe
search results.

#») TREND
MICRO
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Search

GO ( ISIC hacker “

Search

ond & >

Pl Hacker News
Images
Hacker |\ inews ycombinator coms

m used in computing for
el [ne who accesses ...
2 Feel free to open this page. Hacker-Pschorr Brewery

Videos

le encyclopedia
News @Hacl le en ia
en wikip
Hacker d ter of computer network.
Shoppin =
o thoy Trend Micro Page Rating d understanding ...
Blogs
3 @Hacker News
owrs news ycombinator com/
Bocks Why is processing a sorted array faster than an unsorted array? (stackoverflow.com).
242 points by ashishgandhi 3 hours ago | 55 comments. 2
More 2195 people +1'd this
Sonoma, CA ©How To Become A Hacker
Traron aatin www calb orglestifags/hacker-howto htmi

 Eric Raymond - in 13,991 Google+ circles - More by Eric Raymond
The hacker mind-set is not confined to this software-hacker culture. There
are people who apply the hacker attitude to other things, ke electronics or
music ...

Show search tools

News for hacker

@ Hacker Apacalypse Strikes World of Warcraft
PC Magazine - 2 days ago
Hacker Apocalypse Strikes World of Warcraft. Hackers exploited a

previously unknown hack that insta-killed hundreds of players in various

- city.

Reuters - 1 day ago
(] ~ by hacker

Chicago Tribune - 1 day ago

@ Hacker Typer

hackertyper net/

Hacker Typer_file= Hosted, Upload. Kemel Linux, Mobile Substrate, Fini sh, ASCII
Venus. pageTitle= backgroundColor= fontColor= typingSpeed= css= ...

Figure 222. SafeSurfing Safe Search / Link Ratings Results

6. Similarly, click on Facebook link in the main page, then log into Facebook to view
SafeSurfing’s safe link functions for social networking.

(e
oy s S e
e e,
Feneotospen e o

Tred Mices Page Rt

iy e afte th dabates. &0 st
Ty, the marters e ging haek e the.Prestents sy

(Do)

prrn)

Figure 223. Link Ratings in Facebook

To add / delete a bookmark:

1. Show the SafeSurfing search field by typing Windows-Z on your keyboard. The search
field displays in the lower menu.

2. Type the URL of a site you wish to bookmark and hit Enter on your keyboard. The
webpage displays.

) IREN O
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3. Open the SafeSurfing menus again by retyping Windows-Z on your keyboard.
4. Click the Add Bookmark icon. The Bookmark Added! popup appears.

Content security. X

Mobile threats
go full throttle

Mobile threats took the fast lane, online banking
malware spread worldwide, and APT campaigns
targeted enterprises

READ OUR SECURITY ROUNDUP TO KNOW MORE

Bookmark Added!

Name:

S — -
Maximum Internet Antivirus+
SQCLCIY Sacul

e http://www.trendmicro.com/us/index.htmi 9

Figure 224. Adding a Bookmark

5. Use the default name, or type an alternate name you wish to give the bookmark and
click Done. The bookmark is added to the Bookmarks page.

6. Click the Bookmarks icon to show the Bookmarks page and the bookmark you’ve added
will be shown in the list.

(© Bookmarks

Figure 225. Bookmark Added

7. Right-click a bookmark to delete it; or click several bookmarks to delete them as a
group. The Trashcan appears in the lower left-hand corner of the window.

) TREND
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B
(© Bookmarks

i)
Figure 226. Deleting a Bookmark
8. Click the Trashcan to delete the bookmark(s).

9. Click the Bookmarks back-arrow to return to the main browser window.

To browse using Tabs:

GLv1l4

1. After browsing successive websites, type Windows-Z on your keyboard to display the

menus. Your Tabs display in the upper menu.

2. Click a Tab to display a website.

0

Securny mmgsTCs

Microsoft announces another
active zero-day exploit.
Stay protected until a patch Is available

SEE HOW TREND MICRO HAS YOU COVERED

stocT, 202

e http://www.trendmicro.com/us/index html l@

Figure 227. Using Tabs to Browse
3. Click the Closebox (X) in a Tab to delete it from the Tabs menu.
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Security Center
To use the Security Center:

3

Security Center

Figure 228. Security Center

7. Click/Tap the Security Center icon. The Security Center license agreement appears.

License Agreement

TREND MICRO INCORPORATED A
STANDARD APPLICATION LICENSE TERMS

These icense terms are an agreement between you and Trend Wcro. Please read them. They apply 1o the
software appication you downioad from the Windows Store, mcluding any updates or supplements for the
appicaton,

BY DOWNLOADING OR USING THE APPLICATION. OR ATTEMPTING TO DO ANY OF THESE, YOU
ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT
DDOWNLOAD OR USE THE APPLICATION.

Store. ¥

e

Figure 229. Security Center License Agreement

8. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The Trend Micro Security Center screen appears, with a popup asking Do you want to
turn on location services and allow Trend Micro Security Center to use your location?

¢®) TREND
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Figure 230. Security Center with Location Popup

9. |Ifyou do, click Allow. The Trend Micro Security Center main screen appears.

o Trene

Trend Micro Security Center

N

@ PC/Mobile
Protected

Security United States
N

Protected

Privacy
Reak-se scan ‘
ON

W trestcrotection: Serai e -

STy
o Data
Lozt sca toies o

Not scanned yet 107372013

Trend Micro Titanium Maximum Security

[Q scan Now |
Figure 231. Protection, License, Titanium Settings

10. The first three panels of the Security Center provide essential data and tools:

e Protection Panel. This panel shows the status of your protection and includes
information on the Real-time Scan, your Web Threat Protection, the date of your
Last Scan, and a Scan Now button, which launches Titanium and executes a Quick
Scan.

e License Information. The counter shows you how many days left you have on your
subscription, the Serial Number for your License, and the Expiration Date.

e Titanium Console Tabs/Settings. The PC/Mobile, Privacy, Data, and Family launch
panels provide easy access into the Titanium Console settings. Clicking/tapping a

%) TREND
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panel launches the Titanium Console and takes you to the category you’ve clicked,
so you can edit the relevant settings.

11. For example, click Scan Now in the Security Center. A popup appears, asking Did you
mean to switch apps?

Figure 232. Did You Mean to Switch Apps?

12. Click Yes. Titanium launches and conducts a Quick Scan.

Quick Scan in Progress
Checking the computer...
(= ik

Scanning for Trojan horse programs...
WORM_NETSKY.N

Potential threats found: 0

[:] ‘Shut down the computer when this scan is done

[ pawse J[ s |

Figure 233. Quick Scan

13. Using another example, click PC/Mobile in the third panel of the Security Center to
launch it in the Titanium Console.

14. Click Yes again when the popup asks you Did you mean to switch apps? The Titanium
Console appears, with the PC/Mobile tab selected.

) TREND,
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Trend Micro Titanium Maximum Security TS
A = A [ ] &a
Overview PC/Mobile Privacy Family
PC & Internet Security System Tuner Rescue Disk
p— {r——) > -
@' ‘ \ \_J‘h { S ‘]
= = L Y —
/ Tablet & Phone Protection Titanium for Mac
Protect your Android™ device from loss, Protect your Mac from viruses, spyware,
theft and infection. and unsafe websites with Titanium for
ac.
Get Started Get Started

) Protect another evice

Figure 234. PC/Mobile Tab Selected (Titanium Maximum Security)

15. Click the relevant Settings icon for your edition of Titanium, to edit those settings.
(Some icons shown above are only available in Titanium Maximum Security.)

16. Back in the Security Center, scroll the right to view the central panels. These provide
data on the 10 most unsafe websites and 10 most active malicious files.

Trend Micro Security Center

United States Unsafe websites v

Yo v et e e

|} 32,064,059 1,652,810

. i
Protected

A

mimcomupase om0 LRS00

4
onamammain womLTLMCE
A
g oo sraumaRD
A
....... Ty SR
4
P— Wosw SowanAD
V|
w08 zuccessay
A
A
etntcom Rpr——
|
o -
|
o a0y ZEROA S
A
< >

Figure 235. Unsafe Websites, Malicious Files

17. Click a right-arrow of a malicious file in the list to load your browser and find out more
details about the malware in the Trend Micro Threat Encyclopedia.
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132

18.

19.

20.

P, TREND. secsreg e surey —— — R,
J) TREND.  socues w WherenBuy | i Dowoads | Paiers | UndedSiatss | Abautls | Loghn
For Home For Business Security Intelligence Why Trend Micro Support Search

Threat Encyclopedia

Exportpage o FOF T8 | Choase your country
s, conste .
&, WORM_PALEVO.SMDI
SEARCH
HREAT ENCYCLOPEDIA

- Low Typea k ! 50
—
——

Overview

nfection Channet: Propagales via remavable drives Quick Links

ther mabware. It may be unknowingly downkoaded by a user while visiting
connecting affecied removable diives fo @ system

Help
it drops an AUTORUN INF S 10 automatcally execute the copées it drops when & user accesses the drives of an
affacted system. Tell us what you think of the Threat

Encyclopedial
1 opens a random port {0 allow a remole user 1o connect o the affected system. Once a successful connection is

established, the remate user execules commands on the affected system

Technical Details

File size: Varies
File type: PE

Meomos
Initial

d date: 04 May 2010

Figure 236. Trend Micro Threat Encyclopedia

Back in the Security Center, scroll to the right to see the right-hand panel of the
Security, which provides a Regional Map of Safe, Risky, and Not Checked websites and
files.

P, TENe

Trend Micro Security Center

s

- LF United States

Fen blocked.

websites

A h A A A A h A h A

D o | [l vt oo

Figure 237. Unsafe Websites, Malicious Files, Regional Map

Select a subregion or country in the map to view the frequency of the unsafe website or
malicious file in that location.

Use the popup menu to toggle the Regional Map between Unsafe Websites and
Malicious Files in the Security Center.
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Go Everywhere
To use Go Everywhere:

Go Everywhere

Figure 238. Go Everywhere

1. Click the Go Everywhere icon to launch it. The Trend Micro Go Everywhere Sign In
screen appears.

@® Ssignin [
Trend Micro Go Everywhere ¢
Locate your missing device
with just one click Forgt o psmcrt

n a worldwide map, or make it play a sound te

First time here?

/o
Figure 239. Sign In

2. You have two options to sign in:

e If you already have a Trend Micro account, enter the email address and password
you used to create your account and click Sign In.

e If you don’t already have a Trend Micro account, click First Time Here and in the
panel that appears, enter your credentials, then click Create Account to create a
Trend Micro account.
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3.

4.

Trend Micro Go Everywhere
Locate your missing device
with just one click

your device on a wor make it play a sound tc

help you find it

Figure 240. Create an Account

(© Create an account

| First name

| E-mas address

| Passwora

| Re-type passwora

United States

(V7] oo th st s s s Tt

Sign in

| [tastmame

The Trend Micro Go Everywhere License Agreement appears.

License Agreement

TREND MICRO INCORPORATED

STANDARD APPLICATION LICENSE TERMS

These license tenms are an agreement between you and Trend Micro. Please read them.
software application you download from the Windows Store, including any updates
application, unless the )

any

o

BY DOWNLOADING OR USING THE APPLICA

They appy to the
supplements for the

TION, OR ATTEMPTING TO DO ANY OF THESE. YOU
ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT

'DOWNLOAD OR USE THE APPLICAT

Figure 241. License Agreement

Store.

Deagree

GLv1l4

Read the License Agreement. If you agree, click Agree. A popup appears, asking if you
wish to Let Trend Micro Go Everywhere run in the background?

|
om
2
o;U



Trend Micro™ Titanium Security™ 2014 — Product Guide GLv1.4

Figure 242. Run In The Background?

5. If you agree, click Allow. Another popup appears, asking Can Trend Micro Go
Everywhere Use Your Location?

Note: For tablets and smart phones, Go Everywhere uses GPS. For laptops and desktops,
Go Everywhere uses the nearest access point and IP Address, which is less
accurate.

Figure 243. Use Your Location?

6. If you agree, click Allow. Go Everywhere lists the devices you’ve registered with the
application.
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Trend Micro Go Everywhere

Lost Device Protection

Figure 244. Devices

7.
Everywhere Google map appears, showing the most recent location of your device.
@
© Trend Micro Go Everywhere
Lost Device Protection
Figure 245. Device Located (Map)
8. Use the Zoom tools to zoom in or out of the map, or position your cursor (or finger) on
the map to drag the map to a different position in the window.
9. Toggle to Satellite view by clicking the Satellite icon in the upper right-hand corner of
the map. Toggle back to Map view by clicking its icon.
136 )
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Click the icon of a Device for which you wish to obtain more location details. The Go
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© Trend Micro Go Everywhere

Lost Device Protection

% Map | Satellite

4)Play Sound

Figure 246. Device Located (Satellite)

10. Click Play Sound to sound the Lost Device Protection Alert. The alert sounds, showing a
popup and helping you to locate your device or to alert others nearby if it has been
picked up or stolen.

© Trend Micro Go Everywhere

Lost Device Protection

(7750 Saeiiee |

ot et Loction
22453 Aok D, Somoma CA FS476, Ush

Time:
1004232 3504

“)Play Sound

Figure 247. Lost Device Protection Alert

11. Click the Lost Device Protection Alert popup badge to turn off the sound.
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Mobile Security

Trend Micro™ Mobile Security protects your Android™ device from loss, malicious apps, and
web threats. It’s provided with all editions of Titanium.

#®, Trend Micro Mobile Security Personal Edition

Threat Protection for Your Android Device

Hi Michael
Your purchase of Titanium includes Trend Micro Mobile Security. Install it on your phone or tablet to protect your
personal data and precious memories.

How do you want to get the app?

=

Email the download fink 1o my Scan the QR Code Visit o search Google Play for

device Trend Micro Mobile Security
to instail the app.
* If you have trouble downloading app from Google Play, click here “
) TREND.  copyuon o012 Tena o csported A8 g reseres

Figure 248. Trend Micro Mobile Security Personal Edition
Mobile Security protections include the following:
Trend Micro Mobile Security for Android

e Locate, lock and remotely erase data if your device is lost or stolen
e Block unwanted calls and texts

e Scan apps for viruses and other threats

e Enable parental controls to keep kids safe

Trend Micro SmartSurfing for iOS

e The first iPhone application to provide a secure web browsing environment is now also
available for iPad/iPad2

e  Protects against malicious web sites

e  Blocks access to known phishing sites

e  Blocks access to sites with malicious intentions such as drive-by downloads, malware,
spyware

e  Powered by the Smart Protection Network

e Uses Trend Micro web reputation

138
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Titanium Internet Security for Mac

Trend Micro™ Titanium™ Internet Security for Mac protects your identity and personal data
from malicious threats when you shop, bank, or browse online. In the Maximum and
Premium versions of Titanium, you have the flexibility to allocate this protection on your
Maclntosh devices

f®, Trend Micro Titanium

Threat Protection for Your Mac
Hi,

Your purchase of Titanium includes protection for Apple macintosh computers. Download and install it on your Mac to
protect your identity and personal data from malicious threats when you shop, bank, or browse online.

@ Download the software

C S|

@ Copy it to your Mac
9 g

@ Install the program with this serial number:

Serial number:

Figure 249. Trend Micro Titanium Internet Security for Mac

Titanium Internet Security for Mac protections include the following:

Essential Protections

Defends against viruses, worms, Trojan horse programs, and other everyday security
threats

Guards against spyware and other malicious software

Includes free automatic updates so your protection stays current against new threats

Web Protections

Blocks IM and email links that lead to dangerous websites

Protects against phishing scams that can trick you into revealing confidential
information

Prevents websites from installing dangerous software on your Mac

Parental Controls

Restricts Internet access by content categories
Controls access to chat and IM sites
Allows you to block specific websites
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Online Guardian

140

Trend Micro™ Online Guardian for Families helps you protect your children against Internet
dangers, including cyberbullying and online predators. It lets you monitor your kids’ Internet
activity 24x7 from anywhere and take action to keep them safe. In one easy-to-read report,
you'll get a clear view of what your kids are doing online. Online Guardian shows web
browsing history, wall postings, messages, photos, and chats.

With Internet monitoring and filtering, Online Guardian helps you SafeSurfing your children
and prevent damage to their online reputations. Also, it lets you set age appropriate rules
for your kids' Internet activities that include filtering out adult content and limiting their time
online.

Online Guardian is available with the Titanium Maximum and Premium versions.

(=) Online Guardian o Faniies B i

Start Protecting Your KldS Online Sign in with your Trend Micro account

Email address

Hi Michael, Password

Your purchase of Titanium includes Online Guardian, so your
subscription has been updated. You can now protect your kids from
Internet dangers until 2013/07/31

Start Now

2 how Onine Guardian protects your kids from Intemet dangers?
wideo

=

Online Time Limits.

Figure 250. Trend Micro Online Guardian for Families

Key features include:

e Centralized online management console to manage and report events

e Social networking monitoring, protection and reporting (ex: Facebook, MySpace,
Twitter, etc.)

e URLfiltering and time management

e Instant messaging/chat monitoring with Data Loss Protection

e Password override capabilities

e Report on use of online medias (ex: Flickr and YouTube, etc.)

e  Support installation for Windows OS

e Keyword search monitoring and reporting

e Common Sense Media forum integration

e Web crawler (generate report on social medias used)
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DirectPass

Trend Micro™ DirectPass™ helps you manage and secure all your online credentials,
ensuring an easy and safe online experience, while offering a faster, more secure, and
convenient way to access web sites. Using a single Master Password, DirectPass users have
instant access to all their login credentials, no matter where they’re located or what device
they’re using.

DirectPass is provided with Titanium Maximum and Premium versions.

@ DirectPass

More DirectPass for You

Hi Michael,

Your purchase of Titanium includes DirectPass, so your subscription has been extended. You can keep managing your
online credentials until 2014/04/02

For Computers For Mobile Devices
r" Download for | e | Install for
A Windows 3/ install for i0S Android

Windows iPhone and iPad Android Phone and Tablet

Save Your Passwords Sign In Automatically Sign In Anywhere

) TREND.

Figure 251. Trend Micro DirectPass

DirectPass features include:

e  URL and Password Management - Automatically capture your websites and password
login credentials in a complete secure environment

e Cloud Storage and Synchronization - Credentials are available across all devices where
DirectPass is installed

e Password Generator - Automatically generate strong passwords with custom criteria for
increased login security

e Secure Notes Management - Store and manage Secure Notes regarding your accounts,
logins, and procedures.

e Keystroke and Data Encryption - All keystrokes are encrypted. AES 256-bit Encryption
ensures the highest security for your data.

e Secure Browser - Use the Secure Browser to ensure complete security and privacy for
online financial transactions.

#9, TREND,
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e Profile for Auto-Form Filling - Create a Profile to enable auto-form filling when filling
out online forms.

e Mobile Support - iOS and Android smartphones and tablet devices are fully supported.

SafeSync

Trend Micro™ SafeSync™ works where you want it to, backing up and syncing files between
your computers and mobile devices. You can stream music and video to your smartphone,
share photos with friends on your tablet, or just play it safe and keep secure backups of your
most important memories on all your devices.

SafeSync is featured with the Titanium Maximum (5GB) and Premium (25GB) editions. Users
with multi-seat subscriptions can allocate a seat (or seats) to SafeSync.

& SafeSynC s mummow

More SafeSync for You

Hi Michael,

Trend Micro Titanium includes free online storage, but since you already use SafeSync, your subscription has just been
extended fo keep things simple. You can now confinue enjoying SafeSync until 11/27/2012

Open SafeSync website

Figure 252. More SafeSync for You

@ safesyné Why Safeync  Buy Blog For Business

Your stuff, any device,
anywhere you need it

Sign Up for FREE

LEARN MORE HOW WE COMPARE

See 3 quick invoduction to how SafeSync works ‘See why SafeSyn: s betr than the others

SafeSync is provided in two versions: SafeSync for Consumer and SafeSync for Business.
SafeSync for Consumer features include:

Synchronized Backup and Sharing

o SafeSync works quietly in the background, securely backing up your digital content to
the cloud
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o SafeSync keeps your files synchronized. When you make a change it filters down to your
other SafeSync enabled computers

e Your files are at your fingertips, so you can access them anytime and anywhere from any
computer or mobile device

e  You can invite your Facebook, Hotmail, or Gmail contacts to view your shared albumes,
or send links directly to family and friends.

e SafeSync synchronizes your PC and Mac, as well as your Android or iOS smartphone or
tablet

SafeSync Security

e Trend Micro cannot see your files without your authorization

e Datais transferred using the same 256-bit AES encryption used by financial institutions
for security

e You have the ability to share or revoke access to your shared files at any time

e  Trend Micro firewalls defend equipment from cyber attack

e Trend Micro’s network and server security systems use industry best practice secure
permission structure to SafeSurfing file access

e Load balancers ensure constant availability of online backup and file restoration, even in
the event of an equipment failure

e Each file is secured on multiple independent storage clusters with continuous backup;
network partitioning ensures backup storage clusters cannot be accessed from the
Internet

e Redundant servers ensure you can always access your data
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About Trend Micro

Trend Micro Incorporated, a global leader in Internet content security, focuses on securing
the exchange of digital information for businesses and consumers. A pioneer and industry
vanguard, Trend Micro is advancing integrated threat management technology to protect
operational continuity, personal information, and property from malware, spam, data leaks,
and the newest web threats.

Visit TrendWatch at http://www.trendmicro.com/go/trendwatch to learn more about the
threats and Trend Micro™ Smart Protection Network™ infrastructure. Trend Micro’s flexible
solutions, available in multiple form factors, are supported 24/7 by threat intelligence
experts around the globe. A transnational company, with headquarters in Tokyo, Trend
Micro’s trusted security solutions are sold through its business partners worldwide. Please
visit http://www.trendmicro.com.

Copyright © 2013 by Trend Micro Incorporated. All rights reserved. No part of this
publication may be reproduced, photocopied, stored on a retrieval system, or transmitted
without the prior written consent of Trend Micro Incorporated. Trend Micro, the t-ball logo,
and Titanium are trademarks or registered trademarks of Trend Micro Incorporated. All
other company and/or product names may be trademarks or registered trademarks of their
owners. Information contained in this document is subject to change without notice.

Legal Notice: Trend Micro licenses this product in accordance with terms and conditions set
forth in the License Agreement inside this package. If you wish to review the License
Agreement prior to purchase, visit: www.trendmicro.com/license. If you (or the company
you represent) do not agree to these terms and conditions, promptly return the product and
package to your place of purchase for a full refund.

Protected by United States Patent No. 5,951,698.
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