(@) TREND

6 5 InterScan” Web Security
-~ Virtual Appliance

Service Pack 2
Installation Guide

Antivirus and Content Security at the Web Gateway

Web Security






Trend Micro Incorporated reserves the right to make changes to this document and to
the products described herein without notice. Before installing and using the software,
please review the readme files, release notes and the latest version of the Installation
Guide, which are available from Trend Micro’s Web site at:

http://www.trendmicro.com/download/documentation/

Trend Micro, the Trend Micro t-ball logo, InterScan, TrendLabs, Trend Micro Control
Manager, and Trend Micro Damage Cleanup Services are trademarks or registered
trademarks of Trend Micro Incorporated. All other product or company names may be
trademarks or registered trademarks of their ownets.

Copyright© 2015 Trend Micro Incorporated. All rights reserved. No part of this
publication may be reproduced, photocopied, stored in a retrieval system, or transmitted
without the express prior written consent of Trend Micro Incorporated.

Release Date: October 2015
Protected by U.S. Patent No. 5,951,698

The Administrator’s Guide for Trend Micro is intended to provide in-depth information
about the main features of the software. You should read through it prior to installing or
using the software.

For technical support, please refer to the Technical Support and Troubleshooting
chapter for information and contact details. Detailed information about how to use
specific features within the software are available in the Online Help file and online
Knowledge Base at Trend Micro’s Web site.

Trend Micro is always seeking to improve its documentation. If you have questions,
comments, or suggestions about this or any Trend Micro documents, please contact us
at docs@trendmicro.com. Your feedback is always welcome. Please evaluate this
documentation on the following site:

http://www.trendmicro.com/download/documentation/rating.asp


http://www.trendmicro.com/download/documentation/
http://www.trendmicro.com/download/documentation/rating.asp




Contents

Preface

AUIENICE vttt ettt s ettt s et e e e s esesenessesesenens X
How to Use this GUIAE ....coeveeiririeieeiiirieieiiiieeeesesteseseeiesesessssssesesesesessesenas X
TWSVA DOCUMENTAION .vivivrieririeiiereteeeeetete ettt es e sene xii
Document CONVENTIONS .viivverierererieierinieesieeeseessesaesessesessesesesessessesessesessenes xiii
ADOUL THENA MICIO vvevieiirerctieeee ettt xiii

Chapter 1: Preinstallation Planning

Server REQUITEMENLS .....vvviviiiiiiiiic s

OPperating SYSteM ....cviiiiiiiiiiicse e
Hardware Requirements
Component Installation
Web Browser ..............
Other Requirements

Information Needed to Install IWSVA ..o

Fresh Installation ...
MIGLation ...ccceevveceerveveiivisicieisienns
Type of Proxy Configuration
Control Manager Server Information
Database Type and LOCAON ......c.ovucuiueeecrrieeeeneicneieneeensenseeeeseaeneseeens
SNMP NOHLICAONS ..o sessesssesssssaenss
Web Console Password ......c..ceeurcneinencinieneenerseeseseneseeesseeeeseees
Command LINe ACCESS ...ccuiueuiurierireirenriemerenesessesseeessesssaessesesesesesseans
Proxy for Internet UPAates ........coveurieencureerneecmereeenseeeseeeeenseeeeseienans
ACtiVAION COAES ecuuiurieimiiiiciieiiie et saees

Planning Network Traffic Protection .........cccceocuvicnirincinicincsicnicneens 1-8

Transparent Bridge Mode .....ccoiiciicniiniiccscsecsceeees 1-9



Trend Micro™ InterScan™ Web Security Virtual Appliance 6.5 SP2 Installation Guide

Forward Proxy Mode ...
Reverse Proxy Mode ...........

ICAP Mode ..o

Simple Transparency Mode

WECCP MOME .ttt e

Chapter 2: Deployment Primer

Identifying Your Server Placement
Two Firewalls with DMZ .....cocovvvevivveierenns
One Firewall with NO DIMZ. ....oovoieriiirireiereeereeeeeereeveecreeeresereesesenens

Planning Network Traffic Flows ...
Planning the HTTP Flow
HTTPS Decryption ........
Planning FTP Flows .....cccccoveiiviiinicinnnnn,
FTP Proxy in Standalone Mode

FTP Proxy in Dependent Mode

Deploying in Forward Proxy Mode ..., 2-10
Overview of Forward Proxy Mode ........ccoeeniccvininieernenicennccnennes 2-10
Reconfiguring Client SEttings ..o, 2-11
Using a Layer 4 SWitch ..o, 2-12
Using a WCCP-enabled Switch or Router ..., 2-14
Planning the HTTP Flow Using the Forward Proxy Mode .............. 2-15
HTTP Proxy in the Standalone Mode ......cccceoeuvreereereniceniceennnnee 2-15
HTTP Proxy in Simple Transparency Mode ......cccocvviviriiiiinnnnes 2-16
HTTP Proxy in Dependent Mode (Proxy Ahead) ......cccoeuvvvinaen 2-17
HTTP Proxy in Dependent Mode (Proxy Behind) ..o 2-19
HTTP Double Proxy in Dependent Mode ........ccocovvviiiviiiiininnnnn 2-21
Deploying in WCCP Mode .......covuiviiiniiiiiniiiiicnns 2-23
HTTP Proxy in WCCP Mode (Single and Multiple IWSVA Setvers)

2-23
Deploying in ICAP MOdE ..ot sesseeesseaeneineees 2-23
Overview Of ICAP MOdE ..o 2-23
Planning the HTTP Flow Using the ICAP Mode .......ccccovuviviuininnes 2-25
HTTP Proxy in ICAP Mode (Single and Multiple IWSVA Servers) ..

2-25



Contents

IWSVA ICAP Mode with Multiple SErvers ... 2-27
Deploying in Reverse Proxy Mode ... 2-29
Overview of Reverse Proxy Mode ... 2-29
Planning the HTTP Flow Using Reverse Proxy Mode ..........cceceece. 2-30
HTTP Reverse Proxy in Dependent Mode ......ccccocuviciniiciniiricnnee 2-30
Deploying in Transparent Bridge Mode ........cccocvueciricinicincniccnicincnns 2-33
Overview of Transparent Bridge Mode .......cccooucuviiiniinicinicininicineee 2-33
Planning the HT'TP Flow Using Transparent Bridge Mode ............. 2-34
High Availability Deployment Mode ........ccccocviocuniiiniiniccnicnnns

HA Deployment Mode Installation Guidelines

Chapter 3: Installing InterScan Web Security Virtual

Appliance
Obtaining IWSVA ..o 3-2
Using the Trend Micro Enterprise Solutions DVD ..., 3-2
Downloading the Installation File ..., 3-3
Installing IWSVA ..o s 3-4
Logging in to IWSVA for the First Time .....cccocovevivvviiininiiiiciiieiinns 3-11
Post-Installation NOLES ......c.cvvieuririieiiiiniieiriceiiee e 3-11

Chapter 4: Migrating to InterScan Web Security Virtual

Appliance
ADOUt MIZIAION ..ouviieiieiciiciiecc e 4-2
Important NOLES ..o 4-2
Information Not Migrated .......cccccveeneuriccureemneunmeneeereeeeeiseenseieeeneaes 4-3
Overview of the Migration Process ..o, 4-4
Migrating from IWSVA 6.5 or 6.5 SP1 to IWSVA 6.5 SP2 ... 4-5
Migrating from IWSVA 6.5 SP2 to Another INSVA 6.5 SP2 ................ 4-6
After MIZIAting ..o 4-7

Appendix A: Deployment Integration
IWSVA in a Distributed EQvIronment ......coceeeeeeeeeeeieeeceeeeeeeeveeenes A-2



Trend Micro™ InterScan™ Web Security Virtual Appliance 6.5 SP2 Installation Guide

Connection Requirements and Properties .......occoveeereeeneeeencrreennenees
Throughput and Availability Requirements

Integration with LDAP ..o
Support Multiple Domains for Multiple LDAP Servers .........ccco...... A-4
LDAP Authentication in Transparent Mode ........ccccooeeveccuniciniiricnnee A-6

Integration with a Cisco Router using WCCP ......ccovvvieivcinieinieicininnnns A-7

Protecting an HTTP or FTP Server using Reverse Proxy ..o A-8

Integration with an ICAP Device ... A-9
Setting up an ICAP 1.0-compliant Cache Server ........cooevviniivinnnen A-9
Setting up ICAP for NetCache Appliances .......cccccvevviviiiiiciniciins A-9
Setting Up ICAP for the Blue Coat Port 80 Security Appliance .....A-11
Setting up ICAP for Cisco CE ICAP Setvers ..., A-14
Configuring Virus-scanning Server CluSters ......cooevvevicricninnn, A-16
Deleting a Cluster Configuration or ENtry ..., A-16
Enabling “X-Virus-ID” and “X-Infection-Found” Headers ........... A-17

Appendix B: Tuning and Troubleshooting

IWSVA Performance TUNING ...cccvvveviicieiiccce s
URL FIteINgG .occouiieciciciiieeiise s
LDAP Performance TUNING ....cccvvucuiuriciiiieinciiciniecencseesseeeseeeee oo

LDAP Internal Caches ...
Disable Verbose Logging When LDAP is Enabled
LDAP Authentication in Transparent Mode ........ccooccuniuriccinicennnne

TToUbleShOOTING ..ot
Troubleshooting Tips
Before Contacting Technical Support
Installation Problems .......cccooevvvveiriinciienennes
General Feature Problems

Appendix C: Best Practices for IWSVA Installation and

Deployment
TWSVA Installation OVEIVIEW ......ccccueiuiiciniininiiniiirieisssisscecssssisenees C-2
Properly Sizing Your Environment ... C-4

vi



Contents

Best Practice SUGZEStIONS .....c.cvvveiuiriiiiiiriiiciriiicieeeesisie s C-4
Selecting Deployment Method and Redundancy ..........cccvcniviccinicinnanee C-5
Best Practice SUGEEStIONS ... C-7

Appendix D: Maintenance and Technical Support

Product Maintenance ... D-2
Maintenance AGreEmMEent ... D-2
Renewing Your Maintenance AGreement .......ooevemvieviceninsienns D-3

Contacting Technical SUPPOTLt ....c.ccviiiiiiiiiiiiic e D-4
TLENdLADS oot D-5
Knowledge Base ..o D-5
KKNOWN ISSUES ..ocvvviiiiii s D-6
Sending Suspicious Code to Trend Micto ......cocovevviciniviciniciiiciins D-6

Security Information CEnter ... D-7

Appendix E: Creating a New Virtual Machine Under VMware

ESX for IWSVA
INErOdUCHON e E-2
Creating a New Virtual Machine ... E-2

Powering On the IWSVA Virtual Machine and Completing the Installation
E-16

Appendix F: Creating a New Virtual Machine Under Microsoft

Hyper-V for IWSVA

INErOAUCHON vttt s F-2
TWSVA Support for Hyper-V ..., F-2
Hyper-V Virtualization Modes ..., F-2
Installing IWSVA 6.5 SP2 on Microsoft Hyper-V ..o F-3
Importing the IWSVA IMage ..o F-7
Assigning Resources to IWSVA ..o F-9

Powering On the INSVA Virtual Machine and Completing the
Installation ... F-20

vii



Trend Micro™ InterScan™ Web Security Virtual Appliance 6.5 SP2 Installation Guide

Accessing the IWSVA Web console ...

Index

viii



Preface

Preface

Welcome to the Trend Micro™ InterScan™ Web Security Virtual Appliance 6.5 SP2
Installation Guide. This guide helps you to get “up and running” by introducing InterScan
Web Security Virtual Appliance TWSVA), assisting with deployment, installation,
migration (if necessary), initial configuration, troubleshooting, performance tuning, and
main post-installation configuration tasks. It also includes instructions on testing your
installation using a harmless test virus, troubleshooting, and accessing support.

This preface describes the following topics:

*  Audience on page x

o IWSVA Documentation on page xii

*  Document Conventions on page xii

e About Trend Micro on page xiii
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Audience

The IWSVA documentation is written for I'T managers and system administrators
working in enterprise environments. The documentation assumes that the reader has
in-depth knowledge of networks schemas, including details related to the following:
e HTTP, HTTPS, FTP and other Internet protocols used by an enterprise

*  VMware ESX administration experience when installing on VMware ESX and
Microsoft Hyper-V experience when installing on Hyper-V virtual platforms.

The documentation does not assume the reader has any knowledge of antivirus or Web
security technology.

How to Use this Guide

This guide contains the information you need to understand and use IWSVA.

If you are an advanced user, you might want to go directly to Chapter 3, Installing
InterScan Web Security Virtual Appliance. If you are installing IWSVA on VMware ESX, see
Appendix E, Creating a New Virtual Machine Under 1"Mware ESX for IVSTA. 1f you are
installing IWSVA on Microsoft Hyper-V, see Appendix I, Creating a New Virtual Machine
Under Microsoft Hyper-17 for IVS1/A.

Chapter 1, Preinstallation Plan- | This chapter describes the tasks you need to do
ning before installing IWSVA. This includes planning
for network traffic and HTTP and FTP service
flows and ensuring that your server meets specific
requirements.

Chapter 2, Deployment Primer This chapter provides an overview of the different
topologies in which IWSVA can be installed and
helps you plan your server placement and net-
work protection with HTTP and FTP service
flows.

Chapter 3, Installing InterScan This chapter describes how to obtain either a
Web Security Virtual Appliance evaluation or production version of IWSVA and
how to install the application.
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Chapter 4, Migrating to Inter-

Scan Web Security Virtual Appli-

ance

This chapter describes the different migration sce-
narios and how to complete a migration to
IWSVA.

Appendix A, Deployment Inte-

gration

This appendix describes deployment scenarios for
IWSVA, involving several technologies such as
LDAP, Cisco routers using WCCP, ICAP, and
Transparent Bridge.

Appendix B, Tuning and Trou-
bleshooting

This appendix describes performance tuning
involving URL filtering and LDAP performance.
Also, this appendix provides general trouble-
shooting tips and possible installation and feature
issues.

Appendix C, Best Practices for
IWSVA Installation and Deploy-
ment

This appendix describes the installation and
deployment best practices that Trend Micro rec-
ommends for IWSVA

Appendix D, Maintenance and
Technical Support

This appendix describes the maintenance agree-
ment and the aspects of the Trend Micro Techni-
cal Support Center.

Appendix E, Creating a New
Virtual Machine Under 1 Mware
ESX for IWSTA

This appendix describes how to create a new vir-
tual machine for IWSVA under VMware ESX.

Appendix F, Creating a New
Virtual Machine Under Micro-

soft Hyper-17 for IWS1.4

This appendix describes how to create a new vir-
tual machine for IWSVA under Microsoft
Hyper-V.

1-xi
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IWSVA Documentation

In addition to the Trend Micro™ InterScan Web Security Virtual Appliance 6.5 SP2 Installation
Guide, the documentation set includes the following:

1-xii

Administrator’s Guide—this guide provides detailed information about all
TWSVA configuration options. Topics include how to update your software to keep
protection current against the latest risks, how to configure and use policies to
support your security objectives, and using logs and reports.

Readme file—the Readme file contains late-breaking product information that is
not found in the online or printed documentation. Topics include a description of
new features, installation tips, known issues, and release history.

The latest versions of the Installation Guide, Administratot’s Guide, and readme file
are available in electronic form at:

http://downloadcenter.trendmicro.com/index.php?clk=tbl&clkv
al=1747&regs=NABU&lang loc=1#undefined

DVD ISO creation document—FEntitled, How #0 Use the Trend Micro IWST.A ISO
File, this document describes how to create a bootable installation DVD from an
ISO file.

Online Help—Helps you configure all features through the user interface. You can
access the online help by opening the Web console and then clicking the help icon.
The purpose of Online Help is to provide “how to’s” for the main product tasks,
usage advice, and field-specific information such as valid parameter ranges and
optimal values. Online Help is accessible from the IWSVA management console.

Knowledge Base—The Knowledge Base is an online database of problem-solving
and troubleshooting information. It provides the latest information about known
product issues. To access the Knowledge Base, open:

http://esupport.trendmicro.com/support


http://esupport.trendmicro.com/support
http://esupport.trendmicro.com/support
http://esupport.trendmicro.com/support
http://downloadcenter.trendmicro.com/index.php?clk=tbl&clkval=1747&regs=NABU&lang_loc=1#undefined
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Document Conventions

To help you locate and interpret information easily, the InterScan Web Security Virtual
Appliance documentation uses the following conventions.

TABLE 1-1. Document Conventions
CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain commands
and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs,
options, and ScanMail tasks
Italics References to other documentation
Monospace Examples, sample command lines, program code, Web URL,
file name, and program output
Configuration notes
Note:
Recommendations
Tip:
Reminders on actions or configurations that should be
WARNING! avoided

About Trend Micro

Trend Micro, Inc. is a global leader in network antivirus and Internet content security
software and services. Founded in 1988, Trend Micro led the migration of virus
protection from the desktop to the network server and the Internet gateway-gaining a
reputation for vision and technological innovation along the way.

Today, Trend Micro focuses on providing customers with comprehensive security
strategies to manage the impacts of risks to information, by offering centrally controlled
server-based virus protection and content-filtering products and services. By protecting

1-xiii
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1-xiv

information that flows through Internet gateways, email servers, and file servers, Trend
Micro allows companies and service providers worldwide to stop viruses and other
malicious code from a central point, before they ever reach the desktop.

For more information, or to download evaluation copies of Trend Micro products, visit
our award-winning Web site:

http://www.trendmicro.com


http://www.trendmicro.com

Chapter 1

Preinstallation Planning

This chapter describes the following:

*  Server Reguirements on page 1-2

*  Information Needed to Install IWS1A on page 1-6
*  Planning Network Traffic Protection on page 1-8
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Server Requirements

Operating System

A purpose-built, hardened, and performance-tuned 64-bit operating system is included
with InterScan Web Security Virtual Appliance IWSVA).

Hardware Requirements

The minimum requirements specified provide enough resources to properly evaluate the

product under light traffic loads. The recommended requirements specified provide

general production sizing guidance.

For more detailed sizing information, refer to the IWSTA Sizing Guide at:

http://trendedge.trendmicro.com/pr/tm/te/web-security.aspx

Search for “sizing guide”.

Minimum Requirements:

Single 2.0 GHz Intel ™ Core2Duo™ 64-bit processor supporting Inte]™ VI™ or
equivalent

4GB RAM

50GB of disk space. IWSVA automatically partitions the detected disk space as
required)

Note: 50GB of disk space is only appropriate for the testing envitonment. See
Recommended Requirements: on page 1-2 for the disk space in the production
environment.

Recommended Requirements:

Dual 2.8 GHz Intel Core2Duo 64-bit processor or equivalent for up to 4000 users
Dual 3.16 GHz Intel QuadCore 64-bit processor or equivalent for up to 9500 users

300GB of disk space or more for log intensive environments. IWSVA automatically
partitions the detected disk space as per recommended Linux practices


http://trendedge.trendmicro.com/pr/tm/te/web-security.aspx

Preinstallation Planning

Server Platform Compatibility

IWSVA should install and operate without issues on many brands of “off-the-shelf”
server platforms. However, Trend Micro cannot guarantee 100% compatibility with all
brands and models of server platforms.

To obtain a list of Trend Micro certified servers that are compatible with IWSVA, access
the following URL:

http://www.trendmicro.com/go/certified

To obtain a general list of available platforms that should operate with IWSVA, access
the following URL:

http://wiki.centos.org/HardwareList

Trend Micro cannot guarantee full compatibility with the hardware components from
this general list.

Component Installation

During installation, the following Trend Micro components are automatically installed:

*  Main Program—Management console and the basic library files necessary for
TWSVA.

*  Application Control—Service to control application usage by protocol.
*  Bandwidth Control—Service to control bandwidth usage by application.

*  HTTP Malware Scan—Service necessary for HTTP scanning (either ICAP or
HTTP proxy) and URL blocking.

*  FTP Scanning—Service necessary for FTP scanning.
*  URL Filtering—Service necessary for URL filtering.

*  Applets and ActiveX Scanning—Service necessary for scanning Java applets and
ActiveX controls.

*  SNMP Notifications—Service to send SNMP traps to SNMP-compliant network
management software.

*  Control Manager Agent for IWSVA—TFiles necessary for the Control Manager
agent. You need to install the agent if you are using Control Manager (Trend Micro’s
central management console).

1-3
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*  Command Line Interface—A custom CLI shell to manage IWSVA from the
command line, either by TTY or SSH.

During installation, Apache Traffic Server (ATS) application is installed for convenience,
but is not enabled by default:

*  Apache Traffic Server (ATS)

Web Browser
To access the HTTP-based Web console, use any of the browsers in Table 1-1.

TABLE 1-1. Supported Web Browsers for Web Console Access

BROWSER WINDOWS LINUX

XP Windows 7 SP1 CentOS 6

IE 9.0, 10 v
Firefox 39+ v v
Google Chrome 44+ v

To access the Internet through IWSVA, use any of the browsers in Table 1-2.

TABLE 1-2. Supported Web Browsers for Internet Access

WINDOWS
BROWSER LINUX MAc

WiNDows 7 SP1 | CENTOS 6 0Ss X

IE 8.0

IE 9.0, 10, 11 v

Firefox 39+ v

Safari 7, 8+ v
Google Chrome 44+ v
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Other Requirements

Internet Content Adaptation Protocol (ICAP):
*  NetApp™ NetCache™ release 6.0.1

*  Blue Coat Systems™ SGOS v5

*  Cisco ICAP servers: CE version 5.3

*  Any cache server that is ICAP 1.0 compliant
Directory Servers:

To configure policies based on Lightweight Directory Access Protocol (LDAP)
users and groups, IWSVA can integrate with the following LDAP directories:

*  Microsoft Active Directory 2003, 2008, and 2012.
*  Linux OpenL.LDAP Directory 2.2.16 or 2.3.39

*  Sun™ Java System Ditectory Server 5.2 (formetly Sun™ ONE Directory
Server)

*  Novell eDirectory 8.8
Transparent Bridge:

*  Each transparent bridge segment supported by IWSVA requires two network
interface cards.

Web Cache Content Protocol (WCCP):

Trend Micro recommends using the following Cisco IOS versions when configuring
WCCP with IWSVA:

e 12.2(0) to 12.2(22). Avoid using releases 23 and above within the 12.2 family
*  12.3(10) and above. Avoid using releases 0-9 in the 12.3 family

e IOS 15.1(1)T3 or above should be used

Other Requirements:

For proxy deployment modes, network clients must be able to access the HT'TP
port of the IWSVA server that is selected during the install.

IWSVA server and clients must be able to communicate with each other over the
corporate network.

1-5
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Information Needed to Install IWSVA

You can either purchase or download a 30-day trial version of IWSVA. The 30-day trial
version provides all the functionality of IWSVA.

The IWSVA setup program prompts you for required information, depending on the
options chosen during installation.
Before beginning, determine the type of installation you should do:

*  Tor new customers doing fresh installations, see Chapter 2, Deployment Primer on
page 2-1 for product placement advice and Chapter 3, Installing InterScan Web
Security Virtual Appliance on page 3-1.

*  For returning customer migrating from older versions of INSVA, see Chapter 4,
Chapter 4, Migrating to InterScan Web Security Virtual Appliance to migrate data
and Chapter 3, Installing InterScan Web Security Virtual Appliance on page 3-1 for
fresh installation instructions.

Fresh Installation

IWSVA 6.5 SP2 supports fresh installations and upgrades from IWSVA 6.5 SP1.
Upgrading an existing IWSS or IWSA installation is not supported. The fresh
installation process formats your existing system to install IWSVA. (see Installing
ITWSVA on page 3-4).

Migration

ITWSVA 6.5 SP2 supports existing configuration and policy data migration from the
following Trend Micro Products:

*  InterScan Web Security Virtual Appliance 6.5 (same language version)
*  InterScan Web Security Virtual Appliance 6.5 SP1 (same language version)

For more information about migration, see Chapter 4, Migrating to InterScan Web
Security Virtual Appliance.

Type of Proxy Configuration
IWSVA supports multiple deployment modes.

1-6
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*  Forward proxy where clients directly connect to IWSVA.

*  Upstream proxy to another existing internal proxy server

*  ICAP Server to an existing ICAP 1.0 compliant cache controller

*  WCCP client to a configured WCCP-enabled router of firewall

*  Transparent Bridge Mode

*  Reverse proxy to protect Web servers

The deployment is configured after the IWSVA installation and it can be changed using
the Deployment Wizard in the Web console. Each transparent bridge segment

supported by IWSVA requires two network interface cards. See Planning the HT'TP
Flow on page 2-5 and Planning FTP Flows on page 2-7.

Control Manager Server Information

Control Manager registration is performed through the IWSVA Web console after the
IWSVA installation is complete.

Database Type and Location

TWSVA uses the PostgreSQL database for policies, rules, and configuration settings. A
local PostgreSQL installation is performed during IWSVA installation.

SNMP Notifications

If you plan to use SNMP notifications, the IWSVA setup program installs the
appropriate SNMP libraries.

Web Console Password

Access to the IWSVA Web console is controlled initially through a default username
“admin.” The password is set during installation from the ISO file.

Tip: For security reasons, Trend Micro recommends that you change the admin password
after you log in to the Web console the first time.

1-7
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Tip: The password for OS account "root" and CLI account "enable" and IWSVA account
"admin" are the same after installing from ISO file. The IWSVA administrator can make
them different. For details, refer to the Administrator’s Guide.

Command Line Access

IWSVA provides a Command Line Interface (CLI) to allow configuration of the
appliance using an industry standard CLI syntax. The CLI offers additional commands
and functionality to manage, troubleshoot, and maintain within IWSVA. The CLI can be
accessed using a local console keyboard and monitor or remotely through SSHv2.

Proxy for Internet Updates

If you have a proxy host between IWSVA and the Internet, you must configure the
IWSVA's proxy settings in order to receive updates from Trend Micro. From the menu,
choose Updates > Connection Settings to configure the upstream proxy settings. See
the Administrator’s Guide for more details.

Activation Codes

Activating the three IWSVA modules (core program, URL Filtering, and Applet and
ActiveX Scanning) requires a single activation code. INSVA includes one registration
key for all the modules. During product registration, the Registration Key is exchanged
for an Activation Code that “unlocks” the program. You can register the installation and
exchange the registration key for an activation code from a link in the setup program.
Alternatively, you can register and obtain an activation code before installing by visiting
Trend Micro’s online registration Web site at:

https://olr.trendmicro.com

Planning Network Traffic Protection

IWSVA can be deployed in different modes to help secure your network. (See Chapter 2,
Deployment Primer). INSVA supports the following deployment topologies:

*  Transparent Bridge Mode on page 1-9
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*  Forward Proxy Mode on page 1-10

*  Reverse Proxy Mode on page 1-10

*  ICAP Mode on page 1-10

o Simple Transparency Mode on page 1-10
*  WCCP Mode on page 1-11

Transparent Bridge Mode

TWSVA acts as a bridge between network devices such as routers and switches. IWSVA
scans passing HT'TP and FTP traffic without the need to modify the browser or
network settings. This is the easiest deployment mode with traffic being scanned in both
directions.

An additional dependency for this deployment mode is two network interface cards per
transparent bridge segment protected with IWSVA. Trend Micro recommends that the
following network cards be used to ensure maximum compatibility in this deployment
mode:

*  Broadcom NetXtreme Series

*  Intel Pro/1000 PT Dual Port Server Adaptet

¢ Intel Pro/1000 MF Dual Port Fiber

IWSVA 6.5 SP2 features an optional High Availability (HA) deployment mode. In this
mode, two IWSVA 6.5 SP2 nodes are configured as an HA cluster. In this configuration
one of the nodes is designated as the parent, or active node, and is connected to a child,
or passive node, through a “heartbeat” link.

In HA deployment mode, the parent node processes all “live” traffic while the child
node remains in a passive state. If a failure in the parent node is detected, the child node
then becomes the active node and the parent node is taken offline.

The HA deployment mode is only supported in Transparent Bridge mode.

For further details on the Transparent Bridge Mode, see Deploying in Transparent Bridge
Mode on page 2-33.
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Forward Proxy Mode

TWSVA acts as an upstream proxy for network clients. Client browser settings must be
configured to redirect traffic to IWSVA. IWSVA scans HTTP and FTP traffic and there
is no separate need for another dedicated proxy server. Content is scanned in both the
inbound and outbound directions.

The Forward Proxy Mode also forwards all traffic to another upstream proxy server.

For more details on the Forward Proxy mode, see Deploying in Forward Proxy Mode on page
2-10.

Reverse Proxy Mode

IWSVA is deployed in front of a Web server. IWSVA scans HTTP, HTTPS, and FTP
content from the clients that are uploaded to a Web server as well as content that is
downloaded from the Web server to the clients and helps secure the Web server.

For more details on the Reverse Proxy Mode, see Deploying in Reverse Proxy Mode on page
2-29.

ICAP Mode

IWSVA acts as an ICAP proxy and accepts ICAP connections from an ICAP v1.0
compliant cache server. Cache servers can help reduce the overall bandwidth
requirements and reduce latency by serving cached content locally. IWSVA scans and
secures all content returned to the cache server and to the clients.

For more details on the ICAP mode, see Deploying in ICAP Mode on page 2-23.

Simple Transparency Mode

IWSVA's Forward Proxy Mode suppotts simple transparency with popular Layer 4 load
balancing switches and provides HTTP scanning without the need to modify the client's
browser settings.

For more details on the Simple Transparency Mode, see HTTP Proxy in Simple
Transparency Mode on page 2-16.



Preinstallation Planning

WCCP Mode

IWSVA wotks with Cisco's WCCP protocol to provide content scanning for Web and
FTP traffic without the need to modify client configurations and allows redundancy and
saleability to be designed into the architecture without additional hardware.

For more details on the WCCP Mode, see Deploying in WCCP Mode on page 2-23.
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Chapter 2

Deployment Primer

This chapter describes the following:

Ldentifying Your Server Placement on page 2-2
Planning Network Traffic Flows on page 2-4
Deploying in Forward Proxy Mode on page 2-10
Deploying in ICAP Mode on page 2-23

Deploying in Reverse Proxy Mode on page 2-29
Deploying in Transparent Bridge Mode on page 2-33
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Identifying Your Server Placement

Before installing InterScan Web Security Virtual Appliance IWSVA), you will need to
review the IWSVA deployment modes and decide how to install IWSVA into your
network environment to best meet your needs. This involves identifying where to place
the IWSVA server in the network and identifying the best deployment mode for your
network.

Today's enterprise network topologies typically fall into one of the following two
categories:

*  Two firewalls with a Demilitarized Zone (DMZ)
¢ One firewall without a DMZ.

The ideal location for the IWSVA server depends upon the topology in use.

Two Firewalls with DMZ

Given today's security concerns, many organizations have implemented a topology
consisting of two firewalls (one external and one internal). These firewalls divide the
network into two main areas:

e The DMZ—The DMZ is located between the external and internal firewalls. Hosts
that reside in this area can accept connections from servers that are external to the
organization's network. The configuration of the external firewall allows packets
from external computers to reach only servers inside the DMZ.
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*  Corporate LAN—These segments are located behind the internal firewall. The
configuration of the internal firewall passes traffic to machines on the corporate
LAN only when the traffic originates from computers inside the DMZ.

[l

Corporate Server

— KX
«99..

IWSVA Server

FTP Client

@

@1@

Internet

T

(E

—
Web Client

External | Internal
Firewall | Firewall

1
FIGURE 2-1. Two Firewalls with DMZ

This topology requires that all data inbound from the external servers (such as those on
the Internet) first pass through a server in the DMZ. It also requires that certain types of
data (for example HT'TP and FTP packets), outbound from internal segments, pass
through a server in the DMZ. This forces the use of proxies such as IWSVA.

One Firewall with No DMZ

Some organizations have a firewall, but no DMZ. When using the “no DMZ” topology,
place the IWSVA server behind the firewall.

*  Because the IWSVA server is not isolated from the corporate LAN, there is one less
hop between external machines and machines on the corporate LAN. As shown in
the diagram, this results in two less steps for processing a request, one outbound
and one inbound.

2-3
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The firewall configuration allows connections to machines on the corporate LAN.
For security, the firewall must limit the types of data that can reach machines on the
LAN. For example, the firewall might allow HTTP data from the Internet to reach

only the IWSVA server.

Corporate Server

FTP Client
@ off o % °
— -
Internet Web Client
IWSVA Server
External
Firewall

FIGURE 2-2. One Firewall with DMZ

Planning Network Traffic Flows

There are several ways to direct network traffic through IWSVA for protection,
including the following:

Reconfiguring client settings to point to IWSVA as a proxy

Using a Layer 4 switch

Using an ICAP-enabled proxy to redirect selected traffic for scanning
Using WCCP to direct selected traffic for scanning

Forwarding traffic from anothet proxy and/ot caching device

See Appendix A, Deployment Integration starting on page A-1 for more details.

Each network traffic flow configuration has implications for configuring IWSVA,
configuring the network, and for network security.
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Create a flow plan for the network traffic by doing the following:

Understand each IWSVA service’s purpose and function

Determine each service's valid data sources. For example, does the HTTP service
receive requests directly from the HTTP browsers, or indirectly through an ICAP
proxy device?

Determine which ports to use for the service. For instance, by default, the HT'TP
proxy service uses port 8080, and the FTP service uses port 21. However, if another
application or service is using port 8080, the administrator must configure the
HTTP proxy service to use a different port.

Determine each service’s valid data destinations. For example, does the HTTP proxy
service send validated requests directly to the Web site? Or, does the HTTP proxy
service send the validated request to an upstream HTTP proxy?

Add in any service-specific considerations. For instance, the HT'TP service flow
might include an ICAP device, but the FTP service flow does not.

If you want IWSVA to see traffic across all ports, ensure that the upstream switch to
TWSVA is passing all traffic to IWSVA while in Transparent Bridge mode.

Using the information gathered in the previous paragraphs, administrators can
determine which one of the possible flows is best to use for the installation.

Planning the HTTP Flow

If you are only interested in IWSVA filtering HTTP traffic, then consider the following
deployment mode options:

HTTP Proxy

ICAP device

WCCP device
Transparent Bridge
Simple Transparency

Reverse Proxy

The flow involving an ICAP or WCCP device is very different from the flows that do
not involve ICAP or WCCP devices.

2-5
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There are seven possible deployment modes:

Transparent Bridge Settings

Transparent Bridge mode — Use the transparent bridge mode when clients'
computers are not configured to use the IWSVA server as their proxy, but still need
to connect to the Internet through IWSVA. All network traffic, including
HTTP/HTTPS and FTP, is visible to IWSVA in this mode.

Transparent Bridge High-Availability (HA) mode — Use this mode when two
IWSVA devices are configured as a cluster to offer continuous service if one of the
IWSVA cluster members fails.

Forward Proxy Settings:

Standalone mode — Use this flow when ICAP devices are not being used with
ITWSVA, and IWSVA connects directly to the Internet.

Dependent mode — Use this flow when ICAP devices are not being used with
ITWSVA, and IWSVA cannot connect directly to the Internet, but must instead
connect through another HTTP proxy. This is can be accomplished in one of the
following ways:

*  Proxy-ahead mode

*  Proxy-behind mode (not recommended)

*  Double-proxy mode

Forward Proxy with Transparency — Use this mode when using an 1.4 (Load
Balancing) switch.

WCCP — Use the WCCP protocol in conjunction with WCCP enabled devices
with IWSVA

Reverse Proxy Settings:

Reverse proxy mode — Use this flow to protect Web servers with a proxy server
by placing the HTTP proxy between the Internet and Web servers . (Used by ISPs
and ASPs to protect the upload traffic against viruses and by organizations with
complex Web sites that need a centralized point of access control.)

ICAP Proxy Settings:

ICAP protocol mode — Use the ICAP protocol flow to use ICAP devices with
TWSVA
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HTTPS Decryption
IWSVA closes the HTTPS security loophole by decrypting and inspecting encrypted

content for malware and URL access policy violations. You can define policies to
decrypt HT'TPS traffic from selected Web categories. While decrypted, data is treated
the same way as HTTP traffic to which URL filtering and scanning rules can be applied.
IWSVA supports HTTPS decryption and scanning in the following modes:

*  Transparent bridge

- WCCP

*  Forward proxy

Planning FTP Flows

There are two possible FTP flows: standalone and dependent. They are similar to the
standalone and dependent-mode flows for HT'TP service. Each requires a different
configuration and has its own implications including:

*  Standalone—the IWSVA server acts as an FTP proxy server between the
requesting client and the remote site, brokering all transactions

*  Dependent—IWSVA works in conjunction with another FTP proxy server within
a LAN

FTP Proxy in Standalone Mode

To scan all FTP traffic in and out of the LAN, set up the FTP scanning module so that it
“brokers” all such connections. In this case, clients FTP to the IWSVA server, supply
the log on credentials to the target site, and then allow the IWSVA FTP server to make
the connection. The remote site transfers the files to IWSVA FTP. Before delivering the
files to the requesting clients, the IWSVA FTP server scans the files for viruses and
other security risks.

The implications for the FTP standalone flow are:
*  IWSVA must have access to the target FTP servers

*  There is one less step in the flow, compared to the FTP proxy mode

2-7
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To configure FTP clients to use this flow:
*  Set the IWSVA server as a FTP proxy

*  Set the username to be usernameetargetftp-server, instead of the normal
username

Note: IWSVA FTP works with most firewalls, usually requiring only a modification to the
firewall to open a port for the FTP proxy.

FTP requests follow this sequence:
1. The FTP client sends a request to the IWSVA FTP service.

2. The IWSVA FTP service validates the request (for example, the file type is not
blocked). If the request is valid, the INSVA FTP service attempts to connect to the
appropriate FTP server on the Internet. If the connection succeeds, the IWSVA
FTP service sends the request to the target FTP server.

3. The FTP server on the Internet responds to the request, ideally with the requested
file.

4. 'The IWSVA FTP service scans the returned data for unwanted content. If it finds
any unwanted content, it returns an appropriate message to the FTP client.
Otherwise, it returns the requested data to the FTP client.
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Internat

Firewall
IWSWVA Server

FTP Client

FIGURE 2-3. FTP Proxy in Standalone Mode

FTP Proxy in Dependent Mode

You can also install IWSVA FTP on a dedicated machine between an upstream proxy
and the requesting clients. Using this setup adds other FTP features (for example, access
blocking, logging, and filtering) to supplement the existing FTP proxy.

IWSVA's FTP-proxy mode, shown in Figure 2-4, is analogous to the dependent-mode
flow of the HTTP service. Because it carries a performance penalty of an extra hop and
extra processing by the other FTP proxy server, only use this mode if your organization
does not allow the IWSVA Server to access the Internet directly.

If the other FTP proxy server uses a store-and-forward technique, the performance
penalty is more noticeable on large files because the other FTP proxy first downloads
the file and passes it on to the IWSVA FTP service. Additionally, the other FTP proxy
must have sufficient free disk space to hold all transfers in progress.

Unlike the HTTP dependent-mode service, which has the possible benefit of cached
requests, most FTP proxy servers do not cache requests.

FTP Dependent Mode also protects FTP servers from upload and download threats.
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FTP requests follow this sequence:
1. The FTP client sends a request to the IWSVA FTP service.

2. The IWSVA FTP service validates the request (for example, the file type is not
blocked). If the request is valid, the IWSVA FTP service relays it to the other FTP
proxy or the FTP server being protected by IWSVA.

3. The FTP server on the Internet responds to the request, ideally with the requested
file.

4. 'The IWSVA FTP service scans the returned data for unwanted content. If it finds
any unwanted content, it returns an appropriate message to the FTP client.
Otherwise, it returns the requested data to the FTP client.

&

Client

@ -
Internet Shent
FTP Proxy Server IWSVA Server

(£

(E

Firewall
Client

FIGURE 2-4.  FTP Proxy in Dependent Mode

Deploying in Forward Proxy Mode

Overview of Forward Proxy Mode

There are two kinds of Forward Proxy: transparent and non-transparent. Transparent

proxy can be achieved by a Layer 4 switch (Simple Transparency) or a WCCP-enabled
switch (WCCP mode).
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IWSVA configured in forward proxy mode provides the following configuration options
to enable client protection:

*  Reconfiguring Client Settings on page 2-11
*  Using a Layer 4 Switch on page 2-12
*  Using a WCCP-enabled Switch or Router on page 2-14

Additionally, when IWSVA is configured in this mode, all traffic can be configured to be
sent to an additional upstream proxy server if applicable.

The configuration options are explored in the table that follows to provide information
that will help you decide which deployment configuration to use.

During the IWSVA installation, select to install IWSVA in the Forward Proxy Mode to
support this configuration.

Reconfiguring Client Settings

HTTP clients (browser or proxy servers) can be configured to contact INSVA as a proxy.
This configuration change ensures that the client’s Web traffic is forwarded to IWSVA.
The HTTP scanning service must be enabled in the HTTP Proxy mode to process this
traffic.

FTP clients must contact IWSVA instead of the destination server, and use a modified
handshake to supply the FTP server address. The FTP scanning module must be
installed and configured in the standalone mode to process this traffic.

TABLE 2-1. Reconfiguring the Client Settings

ADVANTAGE LIMITATION

No additional hardware required | Administrator have to control the settings
for all computers. (Guest computers can
have difficulties.)
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Proxy: <IWSVA_IP=:<IWSVA_Port>

ELp

| HTTP Scanning Service | ' HTTP Client
HTTP Clignt

\ HTTP Client

S&

FTP Client FTP Client FTP Client

| FTP Scanning Service ‘

@

connect <IWSVA_IP=>
user: <user>@=<dest-host>

FIGURE 2-5. Reconfiguring the Client Settings

Using a Layer 4 Switch

212

Transparency is the functionality whereby client users do not need to change their Internet
connection’s proxy settings to work in conjunction with IWSVA. Transparency is
accomplished with a Layer 4 switch that redirects HT'TP packets to a proxy server,
which then forwards the packets to the requested server.

IWSVA supports the “simple” type transparency. Simple transparency is supported by
most Layer 4 switches. While it is compatible with a wide variety of network hardware
from different manufacturers, configuring simple transparency does impose several
limitations:

When using simple transparency, the User Identification method to define policies is
limited to IP addresses and host names; configuring policies based on LDAP is not
possible.

FTP over HTTP is not available; therefore, links to ftp:// URLs might not work if
your firewall settings do not allow for FTP connections. Alternatively, links to ftp://
URLSs might work, but the files will not be scanned.
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*  Simple transparency is not compatible with some older Web browsers when their
HTTP requests do not include information about the host.

*  HTTP requests for servers that use a port other than the HT'TP default port 80 are
redirected to IWSVA. This means SSL. (HT'TPS) requests are typically fulfilled, but
the content is not scanned.

* Do not use any source NAT (IP masquerade) downstream of IWSVA, because
TWSVA needs to know the IP address of the client to clean.

¢ A DNS server is needed for DCS to resolve the client machine name from its IP
address in order to perform a cleanup.

A Layer 4 switch can be used to redirect HT'TP traffic to IWSVA. The HTTP Scanning
Service must be enabled in the HTTP Proxy mode.

HTTP Scanning
o Sarvice

% -
IWSWA Server
T Client
TCP Traffic to Port 80

-
goUoRoDone Ty
Layer 4 Switch
Client
Other Traffic
Client

FIGURE 2-6. Using a Layer 4 Switch
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During the installation, ensute that the check box that enables transparency to support
this deployment mode is checked.

TABLE 2-2. Using a Layer 4 Switch

ADVANTAGES LIMITATIONS

Transparent to clients Traffic interception must be port-based
(not protocol-based) for one port. If the
non-standard port is used for HTTP, it
bypasses the switch.

Simple to establish The switch-based redirection cannot be
used for the FTP traffic.

No LDAP support

Using a WCCP-enabled Switch or Router
IWSVA supports WCCP v2.0 and forwarding methods based on GRE and 1.2 (layer 2).

When using WCCP transparency, FTP downloads are also scanned. With the ability to
support WCCP v2.0, IWSVA is able to participate in a cluster of IWSVA devices to
provide a load balancing WCCP Web security platforms.

Advantages of using WCCP:

*  Transparency for the client side

e Scalable
Limitations of using WCCP:

*  Cisco proprietary
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5

HTTP/ FTP Server IWSVA 01 IWSVA 02

Up to 8 Cisco devices

FIGURE 2-7. IWSVA deployment in a WCCP environment

Planning the HTTP Flow Using the Forward Proxy Mode

For complete details on implementing the Forward Proxy Mode, see Forward Proscy Mode
on page 1-10.

HTTP Proxy in the Standalone Mode

The simplest configuration is to install IWSVA in standalone mode, with no upstream
proxy. In this case, IWSVA acts as a proxy server for the clients. Advantages of this
configuration are its relative simplicity and that there is no need for a separate proxy
server. A drawback of a forward proxy in standalone mode is that each client must
configure the IWSVA device as their proxy server in their browser’s Internet connection
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settings. This requires cooperation from your network users, and also makes it possible
for users to exempt themselves from your organization’s security policies by
reconfiguring their Internet connection settings.

Note: If you configure IWSVA to work in standalone mode, each client on your network
needs to configure their Internet connection settings to use the IWSVA device and
port (default 8080) as their proxy server.

Web page requests follow this sequence:
1. The Web client sends a request to the HT'TP service.

2. 'The HTTP service validates the request, if the URL is not blocked. If the URL is
invalid (blocked), the HTTP service sends the HT'TP client an appropriate notice,
completing the transaction. If the URL is valid, the HT'TP service attempts to
connect to the applicable Web server.

3. The contacted Web site returns a response from the Web server to the HTTP
service.

4. 'The HTTP service scans the content for unwanted data and returns the appropriate
response to the client.

TABLE 2-3. HTTP Proxy in Standalone Mode

ADVANTAGE LIMITATION

Simple to install and deploy. Slow connection reaches maximum
allowed connections limit.

Each client on the network must config-
ure their proxy server.

HTTP Proxy in Simple Transparency Mode

Multiple IWSVA servers can be installed to balance your network traffic and scanning
load. In this installation example, a Layer 4 switch receives clients requests and then
forwards them to the IWSVA servers.
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IWEVA Server IWSVA Server |

=

SVA Server

Internet
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FIGURE 2-8. Use a Layer 4 switch to load balance between IWSVA servers
in simple transparent mode

HTTP Proxy in Dependent Mode (Proxy Ahead)

For HT'TP browsers to use this flow, configure the browsers to proxy through the
TWSVA server, by default at port 8080.
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Firewall HTTP Proxy

Server

Client

HTTP Proxy in Dependent Mode (Proxy Ahead

Web page requests follow this sequence:
1.  The Web client sends a request to the HTTP service.
2. The HTTP service validates the request.

*  If the URL is invalid (blocked), the HTTP service sends the HT'TP client an
appropriate notice, completing the transaction.

*  If the URL is valid, the HT'TP service forwards the request to an upstream
HTTP proxy server.

3. 'The upstream proxy server performs its processing, then forwards the request to
the Web site on the Internet.

4. The contacted Web site returns a response (ideally a Web page) to the HT'TP proxy
server.

5. The HTTP proxy server performs its processing on the returned data, then
forwards the response data to the IWSVA HTTP service.
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6. The HTTP service scans the content for unwanted data and returns an appropriate
response to the HTTP client.

TABLE 2-4. HTTP Proxy in Dependent Mode (Proxy Ahead)

ADVANTAGES LIMITATIONS
Proxy server controls timing and content IWSVA has to scan every
availability behavior. response-even when cached.

It is more secure—configuration changes
will affect cached objects.

IWSVA does not wait for the downloading
of already cached objects.

HTTP Proxy in Dependent Mode (Proxy Behind)

The proxy behind flow consists of a caching proxy placed between the HT'TP client and
the IWSVA server without using ICAP. Organizations typically use this flow to increase
performance, as with ICAP.

WARNING! Two security trade-offs exist for this potential petformance enhancement:

1. If the cache contains data with a virus, for which there was no pattern
when the data hit the cache, the IWSVA HTTP service cannot prevent the
spread of the virus.

2. Similarly, if a policy regarding valid content changes, or unauthorized
users request data that exists in the cache (for authorized users), the
HTTP service cannot prevent subsequent unauthorized access to this
data.

Instead of using the proxy-behind flow, Trend Micro recommends that administrators
use an ICAP caching device. This solution provides the performance enhancements of
caching without the security issues of proxy-behind topology.
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Web page requests follow this sequence:

The Web client sends a request to the HT'TP proxy server.

The proxy server forwards the request to IWSVA.
IWSVA validates the request using URL Filtering/URL Access Control:

*  If the URL is invalid (blocked), the HT'TP service sends the HTTP client an
appropriate notice, completing the transaction.

*  If the URL is valid, the HT'TP service forwards the request to the Web server

on the Internet.

The contacted Web server returns a response (ideally a Web page) to IWSVA.

ITWSVA performs its processing on the returned data (virus, spyware, ActiveX
scanning), then forwards the approptiate response/data to the proxy server.

6. 'The Proxy server caches the data (if cacheable), then delivers the response/data to

the HTTP client.

Internet
IWSVA

of= =

&

Client

HTTP Proxy Server

(&

Firewall
Client
FIGURE 2-9. HTTP Proxy in Dependent Mode (Proxy Behind)
TABLE 2-5. HTTP Proxy in Dependent Mode (Proxy Behind)
ADVANTAGES LIMITATIONS

No configuration changes required
on the clients.

Configuration changes or pattern
updates on IWSVA do not affect cached
objects.
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TABLE 2-5. HTTP Proxy in Dependent Mode (Proxy Behind) (Continued)

ADVANTAGES LIMITATIONS

Cached objects are downloaded by
clients directly from the Proxy
server, which minimizes delays.

HTTP Double Proxy in Dependent Mode

Double proxy configuration requires two caching proxies. The first proxy is placed
between the HTTP client and the IWSVA server, and other one is placed between the
IWSVA server and the Internet. This is typically used to get the advantages of the two
configurations of the dependent modes: Proxy-ahead and Proxy-behind.

Web page requests follow this sequence:

1. The Web client sends a request to the first proxy server.

2. The first proxy server forwards the request to IWSVA.

3. IWSVA validates the request using URL Filtering/ URL Access Control:

*  If the URL is invalid (blocked) the HTTP service sends the HTTP client an
appropriate notice, completing the transaction.

*  If the URL is valid, the HTTP service forwards the request to the second proxy
server.

4. The second proxy server performs its processing, then forwards the request to the
Web server on the Internet.

5. The contacted Web server returns a response (ideally a Web page) to second proxy
server.

6. The second proxy server caches the data (if cacheable), then delivers the
response/data to IWSVA.

7. IWSVA performs its processing on the returned data (Virus, Spyware, ActiveX
scanning), then forwards the appropriate response/data to the first proxy server.
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8. The first proxy server caches the data (if cacheable), then delivers the response/data

to the HTTP client.
o
Client
é i = d
Client
Internet
HTTP Proxy Server IWSVA HTTP Proxy Server
Firewall w’
Client
FIGURE 2-10. HTTP Double Proxy in Dependent Mode
TABLE 2-6. HTTP Double Proxy in Dependent Mode
ADVANTAGES LIMITATIONS
Proxy server controls timing and con- Costs more—additional proxy servers

tent availability behavior. are needed.

IWSVA does not wait for the down-
loading of already cached objects.

No configuration change required on
the clients.
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Deploying in WCCP Mode

Note: For advanced information on deploying in WCCP mode, see the IWST.A4 6.5 SP2

Administrator's Guide, ‘Appendix F, WCCP Deployment & Troubleshooting.”

HTTP Proxy in WCCP Mode (Single and Multiple IWSVA

Servers)
IWSVA configured in the WCCP Mode processes Web page requests in the following
sequence:
1. The Web client sends a request to the Web server.
2. 'The router intercepts the request and forwards the request to IWSVA.
3. IWSVA establishes a connection with the Web client.
4. IWSVA forwards the client requests to the Web server and establishes a connection
with the Web server.
5. IWSVA begins sending data between the Web client and the Web server.

If the data has no virus, then IWSVA sends the data to the Web client.
If the data has a virus, then IWSVA sends the blocked page to the Web client.

Deploying in ICAP Mode

Overview of ICAP Mode

Internet Content Adaptation Protocol ICAP) is designed to forward an HTTP
response or request to third-party processors and collect the results. The component
that sends the ICAP request is called the ICAP-client. A component that processes the
request is called an ICAP-server.

When IWSVA is configured in ICAP mode, it processes requests from any
ICAP-compliant client. Officially, Trend Micro supports the following ICAP version 1.0
implementations: NetCache, Blue Coat, Cisco Content Engines (CE), and Squid.
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TWSVA 6.5 SP2 supports secure ICAP communication between an ICAP-compliant client
that includes the ICAP over SSL. feature. To enable secure ICAP communication, use
the Deployment Wizard on IWSVA to import the server certificate and configure
related settings.

TWSWA
(ICAP Server)

— -
-

— —
Destnaton : : Gient
ICAP-enabled %

- HTTP Proxy -

|

(ICAP Client) rent

Client
FIGURE 2-11. Using an ICAP-enabled Proxy
TABLE 2-7. ICAP-enabled Proxy
ADVANTAGES LIMITATIONS

ICAP allows scanning of only new and Up front cost of ICAP equipment.
necessary content.

Reduced and selective scanning Adds extra steps in the IWSVA instal-
enhances performance lation process.
Increased resource efficiencies Requires management.

reduce the number of IWSVA server
hardware needed.
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Planning the HTTP Flow Using the ICAP Mode
For complete details on implementing the ICAP Mode, see ICAP Mode on page 1-10.

HTTP Proxy in ICAP Mode (Single and Multiple IWSVA
Servers)

This section discusses the flow of a typical HI'TP GET request using both an ICAP
device and TWSVA servers. In these flows, IWSVA interacts with the ICAP device, in
response to ICAP rules. This is very different from other flows where IWSVA receives
URL requests from HTTP clients. To use these flows for HT'TP browsers, configure the
browsers to use the ICAP device as the HTTP proxy.

Using ICAP devices can enhance performance in two ways:

*  Caching good data—If the data is clean, the ICAP device caches the data.
Subsequent requests require only four steps, not eight. {CAP must still ask TWSVA
to check the policies to validate that the users making the subsequent requests can
browse the data, have not exceeded their quota, and so on.)

*  Clustered IWSVA servers—When multiple IWSVA servers are used, the ICAP
device load balances the requests between the servers. This is vital for enterprise
environments where the demand for scanning incoming pages can overwhelm a
single IWSVA server. With ICAP, the ICAP device performs load balancing, and
receives maximum performance from the available IWSVA servers.

Note: Non-ICAP environments can receive similar benefits by using multiple IWSVA
servers. However, the administrator must utilize additional load balancing technology.

When IWSVA is configured in ICAP mode, it processes requests from any
ICAP-compliant client. Trend Micro supports the following ICAP client
implementations:

¢ NetCache
¢ Blue Coat
. Cisco Content Engines

*  Squid
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Although IWSVA performs the same filtering of URLSs and scanning of data for
unwanted content, the ICAP flow is so different from the other flows that it requires a

completely different communications protocol. Administrators indicate which protocol

(ICAP or non-ICAP) to use during post-installation configuration.

The figures that follow show the HT'TP flow with single and multiple IWSVA servers.
(Both images assume the requested data is not in the ICAP device's cache.) The ICAP
service determines which IWSVA server receives the request in a multi-server

environment.

IWSVA configured in ICAP Mode processes Web page requests in the following

sequence:

1.  An HTTP client makes a request for a URL, sending the request to the ICAP
caching proxy device.

2. The ICAP device, based on its configuration, determines that the request must be
forwarded to an IWSVA server. If multiple servers are available, it alternates in
round-robin fashion for load balancing.

3. The IWSVA server validates the URL.

*  If the URL is not blocked, IWSVA sends the response to the ICAP device.
*  If the URL is invalid (blocked), IWSVA directs the ICAP device to send an
appropriate response to the HTTP client and the transaction is complete.

4. If the URL is valid, the ICAP server requests the page from the Web site on the
Internet.

5. The Web site on the Internet returns the requested page (or some other appropriate
response).

6. If the page is returned, the ICAP device, based on its configuration, determines that
an IWSVA server must scan the data. Again, if multiple servers are available, it
alternates in round-robin fashion for load balancing;

7. The IWSVA server scans the results and returns an appropriate response to the
ICAP device, based on whether the data is clean or contains unwanted content.

8. If the data is clean, the ICAP device returns said data to the HT'TP client, and the

ICAP device retains a copy of the data to satisfy future requests. If the data contains
unwanted content, the ICAP device returns an appropriate error message (dictated
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by IWSVA) to the HTTP client, and the ICAP device does not retain a copy for
future requests.

C OF
Internet Client
nieme HTTP Proxy Server
Firewall O
Client

FIGURE 2-12. HTTP Proxy in ICAP Mode (Single IWSVA Server)

IWSVA ICAP Mode with Multiple Servers

If there is already a content cache server on your network, then Trend Micro
recommends installing the ICAP HTTP handler. The following diagram shows the
installation topology for IWSVA ICAP with multiple servers. For multiple IWSVA ICAP
servers to work propetly, their corresponding pattern, scan engine version, and
intscan.ini files must be identical.
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WSVA
ICAP Proxy ICAP Proxy ICAP Proxy
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FIGURE 2-13. HTTP Proxy in ICAP Mode (Multiple IWSVA Servers)

TABLE 2-8. HTTP Proxy in ICAP Mode

ADVANTAGES LIMITATIONS

No configuration changes required on Configuration changes on IWSVA
the clients. affects cached objects.

Cached objects are downloaded by cli-
ents directly from the Proxy server,
which minimizes delays, and improves
performance.

Load-balancing is possible after some
configuration to the clients.
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Deploying in Reverse Proxy Mode

Overview of Reverse Proxy Mode

ITWSVA is usually installed close to clients to protect them from security risks from the
Internet. However, IWSVA also supports being installed as a reverse proxy to protect
Web servers from having malicious programs uploaded to it. In Reverse Proxy Mode,
IWSVA is installed close to the Web server that it protects. In this mode, IWSVA
protects Web servers with the proxy server. The HT'TP proxy is placed between the
Internet and the Web server. This is useful when the Web server accepts file uploads
from clients, or to reduce the load of each Web server by balancing the load among
multiple Web servers. When IWSVA is used to protect multiple Web servers with load
balancing, communication between the clients and Web setvers is in HTTP. ASPs/ISPs
can use IWSVA as an HT'TP proxy to protect the upload traffic against viruses, and
organizations with complex Web sites need it as a centralized point of access control.

TWSVA receives clients requests, scans all content and then redirects the HTTP requests
to the real Web server. This flow is especially useful for Web sites involved in
e-commerce transactions, distributed applications that exchange data across the
Internet, or other situations where clients upload files to the Web server from remote
locations.

In Reverse Proxy Mode, you can set INSVA to listen for incoming requests on the SSL
port. To enable this feature, import the server certificate using the Deployment Wizard
in the IWSVA Web console and configure the related settings.
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IWSVA Server Web Server Web Server

Internet

FIGURE 2-14. Reverse proxy protects Web server from clients

Planning the HTTP Flow Using Reverse Proxy Mode

For complete details on implementing the Reverse Proxy Mode, see Reverse Proxy Mode on
page 1-10.

HTTP Reverse Proxy in Dependent Mode

In reverse proxy mode, the HT'TP proxy acts as the Web server to the client systems.
The proxy receives all requests and transfers them to the real Web server. Consequently,
all HTTP traffic goes through the HT'TP proxy, enabling the proxy to scan the content
and block any infected transactions.
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Note:  Administrators should be aware of the following:

- The URL-filtering feature makes no sense in this configuration; only antivirus
scanning is useful.

- In the reverse proxy mode, the Web server's access log is useless. To analyze the
connections for the Web site, you must use the IWSVA access log.

- Ideally, the reverse proxy server should be placed behind a firewall, but in many
cases, the proxy is connected directly to the Internet, where it is more vulnerable to
direct attacks. When a reverse proxy is configured without a firewall, administrators

should take all appropriate precautions in securing the operating system hosting
TWSVA.

IWSVA configured in Reverse Proxy Mode processes Web page requests in the
following sequence:

1.
2.

Clients initiate the Web request.

The request is received by Trend Micro™ InterScan™ Web Security Virtual
Appliance, and configured to listen on port 80 or 443.

Trend Micro™ InterScan™ Web Security Virtual Appliance scans the content, then
forwards it to an actual Web server.

The Web server delivers the requested page back to IWSVA.

Trend Micro™ InterScan™ Web Security Virtual Appliance rewrites the page
headers, and sends on the request.
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6. The modified page returns to the requestor.

) N
HTTP Server Client
=
HTTP Server e IWSVA 9 Firewall Internet o Client
% Server Q
HTTP Server Client
\_ e

FIGURE 2-15. HTTP Reverse Proxy in Dependent Mode

TABLE 2-9. More About HTTP Reverse Proxy in Dependent Mode

ADVANTAGES LIMITATIONS

IWSVA scans all objects before they New engines, patterns, and configura-
are cached. tions will not affect cached objects.

The access logging feature of IWSVA
is compromised.

2-32



Deployment Primer

Deploying in Transparent Bridge Mode

Overview of Transparent Bridge Mode

In the Transparent Bridge Mode, IWSVA acts as a bridge between two network devices
(switch, routet, ot firewall) and transparently scans HTTP/HTTPS and FTP traffic.
Transparent Bridge Mode is the simplest way to deploy IWSVA into an existing network
topology and does not require modifications to clients, routers, or switches. IWSVA acts
as a “bump in the wire” and scans for malware. Two network cards are required for
TWSVA to be configured in Transparent Bridge Mode.

The benefit of the Transparent Bridge Mode is that client’s HTTP/HTTPS requests can
be processed and scanned by IWSVA without any client configuration changes. This is
more convenient for your end users, and prevents clients from exempting themselves
from security policies by simply changing their Internet connection settings.

Another important benefit of this deployment mode is that IWSVA sees all traffic across
all ports. This enables utilization of the Application Control feature of IWSVA to
monitor and control not only HTTP/HTTPS and FTP, but over 420 other applications
and protocols.

IWSVA Server Internet

FIGURE 2-16. Typical bridge mode deployment
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Note: Silicom bypass cards are recognized by VMware ESXi 5.0, but they can only be used
as NORMAL network cards without the bypass function.

Planning the HTTP Flow Using Transparent Bridge Mode

For complete details on implementing the Forward Proxy Mode, see Transparent Bridge
Mode on page 1-9.

IWSVA configured in Transparent Bridge Mode processes Web page requests in the
following sequence:

1. The Web client sends a request to the Web server.

2. IWSVA accepts the connection from client and sends the request to the Web server.
3. IWSVA establishes a connection with the Web client.

4. IWSVA establishes the connection with the Web server and gets data from the Web

Servet.

o

If the data contains no viruses, then IWSVA sends the data to the Web client.
If the data contains a virus, then IWSVA sends the blocked page to the Web client.

High Availability Deployment Mode

2-34

TWSVA 6.5 SP2 Transparent Bridge mode supports deployment in High Availability
(HA) mode where two IWSVA 6.5 SP2 nodes are configured as an HA cluster. In this
configuration one of the nodes is designated as the parent, or active node, and is
connected to a child, or passive node, through a “heartbeat” link.

For HA mode deployments, it is recommended to perform a bare metal installation of
each IWSVA 6.5 SP2 HA cluster member. This avoids the situation where both HA
cluster members are installed in a virtual server and the virtual server becomes
inoperable. In this situation, both members of the HA cluster will also become
inoperable.
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Note: The HA deployment mode is only supported in Transparent Bridge mode. High
Availability among multiple IWSVAs deployed in the other supported deployment
modes is handled externally to the IWSVA instance. Specifically, load balancers
support redundancy in any of the proxy modes. The Cisco WCCP device can manage
traffic to redundant IWSVAs in WCCP mode. The ICAP proxy client can manage
traffic to redundant IWSVAs in ICAP mode.

Internet

Management
Network

Administrator

FIGURE 2-17. High Availability Deployment Mode

HA Deployment Mode Installation Guidelines

When IWSVA is initially installed, a static IP address is assigned to the selected network
interface on each of the IWSVA units participating in the HA cluster.

To successfully configure the HA feature, you will need to know which network card
(ethO, eth1, and so on) was assigned the IP address during the installation process and
how the network interfaces are configured on the server. IWSVA provides a CLI
command to simplify the gathering of this information and by executing this CLI
command after the initial installation of IWSVA, you can gather and record the
necessary information to complete the installation with the Web console.

After the CLLI command is used to gather the necessary information, you can connect to
the Web console through your browser. For new installations, the Deployment Wizard
will automatically start and guide you through the deployment modes.

To avoid creating a network loop, be sure to configure each of the IWSVA units as a
Forward Proxy device first. Once all of the network information is configured, the
deployment wizard can be used to create the HA cluster.
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WARNING! If you accidentally configure both IWSVA devices as parent or active

devices in transparent bridge mode, a network loop can be created. To
avoid this possibility, please configure each IWSVA as a forward proxy
device before configuring the HA feature.

To configure an IWSVA HA cluster:

1.

Install two IWSVA devices in forward proxy mode. One will become the parent
active device and the other will become the child passive device.

Because IWSVA devices can be installed on generic server hardware, you will need
to confirm the network card and network information prior to setting up the HA
cluster. Gather the network card information that will be used in the Web UI
configuration steps to finalize the HA cluster configuration. This is performed by
logging into the IWSVA's CLI console and executing the following CLI command:

show network interface status

Make sure both IWSVA devices are connected to the network using the active
network card identified in the previous step. Both IWSVA units must be able to
communicate with each other and the management host that will be used to
configure the HA cluster.

From your management host, use the browser to connect to the IWSVA device that
is to act as the parent or active member. If this is the first time you've accessed the
IWSVA's Web console after the initial installation, the Deployment Wizard will start
automatically. You can also access it from the Administration > Deployment
Wizard menu option.

Follow the on-screen instructions in the Deployment Wizard to configure the first
HA cluster member. This will be the parent or active unit.

Repeat steps 4 and 5 for the IWSVA device that will be the child member. The child
member will join the parent member to complete the HA cluster.

Please refer to Chapter 3, High Availability and Cluster Management in the IWSVA
Administrator’s Guide for details about creating HA clusters.



Chapter 3

Installing InterScan Web Security
Virtual Appliance

This chapter explains the following:
Obtaining IWSVA on page 3-2
Installing IWSVA on page 3-4
Logging in to IWSVA for the First Time on page 3-11
Post-Installation Notes on page 3-11
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Obtaining IWSVA

IWSVA is supported on the following platforms:

*  Bare Metal installation (dedicated off-the-shelf server platform without an operating
system). Refer to the list of current certified hardware platforms to ensure your
preferred server platform is supported by IWSVA. This list can be found at the
following location:

http://us.trendmicro.com/imperia/md/content/us/pdf/partners
/certifiedbytrendmicro/trendtested hw matrix mar2011.pdf

e VMware ESXi 5.1/5.5 as a virtual machine

*  Microsoft Hyper-V 3.0 installed as a virtual server on Windows Server 2012 R2 or
later version

For information regarding server requirements for IWSVA, refer to Server Requirements on
page 1-2.

Trend Micro recommends that you evaluate the method of installation that best suits
your environment.

You can install IWSVA from the Trend Micro Enterprise Solutions DVD or download
the installation ISO from the Trend Micro IWSVA download location:

http://downloadcenter.trendmicro.com/

The DVD is available to purchase and contains the installation files and all
documentation.

Using the Trend Micro Enterprise Solutions DVD

To complete this installation, you need to create a bootable installation DVD that
contains the IWSVA ISO file.

Procedure:

1. To create the installation media, insert the Trend Micro Enterprise Solution disk
into the DVD drive on the computer where ISO images can be created.

2.  Copy the IWSVA ISO image from the Trend Micro Enterprise Solutions Media
onto the local hard drive.


http://us.trendmicro.com/imperia/md/content/us/pdf/partners/certifiedbytrendmicro/trendtested_hw_matrix_mar2011.pdf
http://downloadcenter.trendmicro.com/index.php?regs=NABU&clk=latest&clkval=4233&lang_loc=1#undefined
http://downloadcenter.trendmicro.com/index.php?clk=tbl&clkval=250&regs=NABU&lang_loc=1

Installing InterScan Web Security Virtual Appliance

Eject the Enterprise Solutions DVD and place a blank DVD disk into the DVD
writer.

Burn the IWSVA ISO image to the blank DVD.

Insert the newly created IWSVA Installation DVD into the target server where you
would like to install IWSVA.

Reboot the server and boot from the IWSVA installation DVD to begin the
installation process.

Note: The file on the Enterprise DVD and on the Trend Micro Evaluation site is an ISO

image. The ISO image allows you to create an IWSVA installation DVD to install the
product.

Downloading the Installation File
Procedure:

1.

Go to the Trend Micro download Web page:
http://downloadcenter.trendmicro.com/
Download the IWSVA ISO file.

Burn the IWSVA ISO image to the blank DVD.

Insert the newly created IWSVA Installation DVD into the target server where you
would like to install the IWSVA application.

WARNING! IWSVA does not support installation using an external USB DVD
drive.

Reboot the server and boot from the IWSVA installation DVD to begin the
installation process.

Note: The ISO image needs to be copied and then burned onto a blank DVD in order to

create the IWSVA installation DVD (See the DVD ISO creation document, How fo
Use the Trend Micro IWS1.A ISO File.)
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Installing IWSVA

IWSVA only supports new installations or migrations from specific versions.

IWSVA supports migrating existing configuration and policy data from IWSVA 6.5 and
IWSVA 6.5 SP1 products (see Migration on page 1-6).

The IWSVA installation process formats your existing system to install IWSVA. The
installation procedure is basically the same for the Bare Metal and the VMware ESX
Hyper-V virtual machine platforms. The Bare Metal installation simply boots off of the
IWSVA installation DVD to begin the procedure. The VMware and Hyper-V
installations require the creation of a virtual machine before installation. Additional
VMware virtual machine configuration is described in Appendix E, Creating a New
Virtnal Machine Under V" Mmware ESX for IVSTA on page E-1. Additional Hyper-V virtual
machine configuration is described in Appendix F, Creating a New Virtual Machine Under
Microsoft Hyper-17 for IWS12A on page F-1.

WARNING! Any existing data or partitions are removed during the installation pro-
cess. Backup any existing data on the system (if any) before installing
IWSVA.

TWSVA also installs a copy of the open source content caching application called Apache
Traffic Server (ATS). It is disabled by default but you can enable this free open-source
utility through the IWSVA administration Web UL Trend Micro provides ATS content
caching for convenient and easy installation. Support for ATS is provided by the ATS
open-source community.

Trend Micro Disclaimer: Trend Micro IWSVA preinstalls Apache Traffic Server (ATS)
and provides the basic configuration and statistical reports to
help reduce the complexity of installing and configuring ATS to
function with IWSVA. ATS is disabled by default and must be
enabled through the IWSVA Web console after installation has
been completed. Support for ATS is obtained through open
source channels and it is the responsibility of the customer to
become acquainted with ATS's benefits and functionality before
enabling.

Additional information, documentation, and support on the ATS
application can be found at the official ATS Web Proxy Cache
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Web site: www . trafficserver.apache.org.

Trend Micro will not provide support for ATS features, but will
provide support for the setup and integration of ATS and
IWSVA through its supplied configuration commands.

To install IWSVA:
1.  Start the IWSVA installation.
Installing on a Microsoft Hyper-V Virtual Machine

a. Create a virtual machine on your Microsoft Hyper-V server.

See Appendix F, Creating a New Virtual Machine Under Microsoft Hyper-V
for IWSVA on page F-1.

b. Refer to Post Installation Notes to access the IWSVA Web console and
continue IWSVA configuration.

Installing on a Bare Metal Server

Insert the IWSVA Installation DVD (which was created from the IWSVA ISO image)
into the DVD drive of the desired server.

Note: Because IWSVA does not support external USB CD/DVD dtives, a “Cannot
find kickstart file on DVD-ROM” warning message displays when installing
ITWSVA. You can safely ignore this warning message.

Installing on a VMware ESX Virtual Machine

a. Create a virtual machine on your VMware ESX server.
See Appendix E, Creating a New VVirtnal Machine Under V- Mware ESX for
IWSVA on page E-1.

b. Power on the virtual machine that was created to boot from the IWSVA
installation ISO.

Note: If your computer boots from an ISO image (such as ISOLINUX), you need to press
[ENTER] at the bootloader prompt to continue with the IWSVA installation process.
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Installation Steps for both a VMware ESX Virtual Machine and a Bare Metal
Server

Note: IWSVA does not need a network connection during installation, but it must connect

with the Internet when using the Deployment Wizard after the installation completes.

A page appears displaying the IWSVA Installation Menu. The options on this menu
are as follows:

*  Install IWSVA: Select this option to install IWSVA onto the new hardware or
virtual machine.

*  System Recovery: Select this option to recover an IWSVA system in the event
that the administrative passwords cannot be recovered.

*  Exit Installation: Select this option to exit the installation process and to boot
from the local disk.

Select Install IWSVA.

The license acceptance page appears.

Click Accept to continue.

A page appears where you choose a keyboard language.
Select the keyboard language for the system and then click Next.

Select the driver(s) used for installation and then click Next.

The IWSVA installer scans your hardware to determine if the minimum
specifications have been met and then displays the results illustrated as follows. If
the host hardware contains any components that do not meet the minimum
specifications, the installation program highlights the nonconforming components
and the installation stops.

Click Next to continue.
A page appears where you specify network devices, hostname, and miscellaneous

settings. If you choose to set the hostname manually, the Miscellaneous Settings will
be available to you.
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Note:  You must assign a valid hostname to the IWSVA server for it to function
properly.

The IWSVA hostname must be entered into the DNS server assigned to the
TWSVA and its users.

7. Select the network devices and input the corresponding IP addresses.

Note: After installing the IWSVA OS, you can access the IWSVA Web console using

the NIC you select, then run the Deployment Wizard to complete the necessary

configuration. Also, you can use the Deployment Wizard to change the existing
network settings.

@ TREND.  |nterScan-Web Security Virtual Appliance

Network Devices
Choose to active Device Link Status &} Description

o eth0  up Intel Corporation 82545EM Gigabit Ethernet Controller (Copper)

Interface Settings

IPv4 Address: * ‘10.204.150 20

Netmask: * |255.255.254.0

General Settings

Hostname: |iwsvas6
Gateway: 110.204.151.254
Brimary DNS: [10.204.170.12
Secondary DNS: |

4mBack wp Next |

FIGURE 3-1. Page to specify network devices, hostname, and
miscellaneous settings

8. Configure the network settings as required for IWSVA and then click Next.
9. Specify the time zone for IWSVA on the time zone page.
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10.
11.

12.

13.

14.

Use the drop-down list to display the supported time zones or point to your
location using the time zone map.

Click Next.

Specify a password for the administrator account.

IWSVA uses three different levels of administrator types to secure the system: Root
account, Enable account, and Admin account. For convenience, the passwords for
these three accounts are set the same in this step. You can change each password
separately after installation.

Root Account: The Root account is used to gain access to the operating system
shell and has all rights to the server. This is the most powerful account on the
system.

Enable Account: The Enable account is used to gain access to the command line
interface’s (CLI) privilege mode. It has all rights to execute CLI commands.

Admin Account: The Admin account is the default administration account used in
the IWSVA Web console and CLI management interface. It has all rights to the
IWSVA application, but no access rights to the operating system shell. The default
username is “admin”.

As you type the passwords, the password strength meter on the right indicates how
strong the selected password is. For the best security, Trend Micro recommends
using a strong, unique password.

Click Next.

A page appears where you accept all the configuration settings.
Conlfirm that the selected values are correct and then click Next.

The installation process prompts you to begin the installation. Selecting Continue
erases any data on the hard disk partition and formats the hard disk. If you have
data on the hard disks that you would like to keep, cancel the installation and
backup the information before proceeding.

Click Continue.

A page appears that provides the formatting status of the local drive for the IWSVA
installation. When formatting completes, the IWSVA installation begins.
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@ TREND  |nterScan~ Web Security Virtual Appliance

Congratulations, the installation is complete.

A complete log of the installation can be found in the file '/rootjinstall.log’
after rebooting your system.

Please log into the Web console and:

- Complete the deployment process from the Deployment Wizard to
access all of IWSVA's available features

- Update the scan engines and pattemns for the latest in security

protection

NOTE: Turn off the pop-up blocker in your browser before logging into the
web console for the first time. Pop-up blockers block the Change Password
dialog box and the Deployment Wizard.

For future information, please refer to the Administrator'i Guide or online
help. d

| aﬁeboog ‘

FIGURE 3-2. Summary screen contains default password.

After the installation is complete a summary screen appears. The installation log is
saved in the /root/install. log file for reference.

15. Click Reboot to restart the system.

*  For a bare metal installation: The DVD automatically ejects. Remove the
DVD from the drive to prevent reinstallation.

*  For a virtual machine installation: Trend Micro recommends disconnecting
the DVD-ROM device from the virtual machine now that IWSVA is installed.

After INSVA reboots, the initial CLI log in screen appears. (See Figure 3-3.)
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Trend Micro IWSUA - InterScan Web Security Virtual Appliance

To manage the IWSUA software appliance through its Web interface, open a
browser window and enter the following URL:

https:/-18.2084.171.183:8443

You will be prompted for your administrator account and password.
Please have your administrator account and password ready for authentication.

To manage the IWSUA appliance through the Command Line (CLI) Shell, please
login using the Login prompt below.

vaheleni83 login: _

FIGURE 3-3. The initial CLI log in screen

Note: During installation, you might receive the following messages:

for crash kernel (0x0 to 0x0) not within permissible range
powernow-k8: bios error -no psb or acpi pss objects

Both of these messages are normal. The latter message indicates that the system BIOS
is not reporting or presenting any PSB or ACPI objects or hooks to the Linux kernel.
Either the CPU or BIOS does not support PSB or ACPI objects or hooks or they are
simply disabled.

16. Prepare to log into the IWSVA Web console by disabling the pop-up blocker in
your browset.

Note:  Pop-up blockers block the Change Password dialog box and the Deployment
Wizard which are launched during the first-time login.

17. Log in to the INSVA Web console to launch IWSVA.
See Logging in to IWSVA 