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WFRM 2.5 Quick Start Guide

Introduction

This Quick Start Guide provides information for:

Installing the WFRM Agent on:
*  Client Server Security (CS) versions 3.5 and 3.6
*  Client Server Messaging Security (CSM) versions 3.5 and 3.6

Registering the following to the WFRM console:
*  Worry-Free™ Business Security Services (WEFBS-SVC) version 3.x

*  Hosted Email Security version 1.x

Connecting the following to the WEFRM console:
¢ Kaseya
¢ Autotask

What is Worry-Free Remote Manager?

Trend Micro™ Worry-Free™ Remote Manager (WFRM) enables you to monitor the health of multiple managed
networks via multiple, managed products and services. Worry-Free Remote Manager allows reseller administrators
to issue commands to manage critical aspects of network security.

WEFRM is hosted on regional Trend Micro Data Center servers where resellers obtain an account. Resellers can use
Worry-Free Remote Manager to establish customer accounts, monitor customer networks, and manage security

using the WFRM console.

Worry-Free Remote Manager (WEFRM) presently monitors the following products:

*  Worry-Free Business Security Standard (WEFBS-S) (formerly CS) versions 5.x, 6.x, 7.x

*  Worry-Free Business Security Advanced (WEFBS-A) (formerly CSM) versions 5.x, 6.x, 7.x
*  Worry-Free Business Security Services (WFBS-SVC) version 3.x

Note: CS/CSM WFBS(A) and WFBS-SVC are collectively referred to as \X/FBS(ALL)1 where appropriate.




Trend Micro™ Worry-Free™ Remote Manager Quick Start Guide

*  Trend Micro™ Hosted Email Security version 1.x2

Note: CS/CSM WFBS(A), WFBS-SVC, and Hosted Email Security are collectively teferred to as "managed products”
and/or "managed setvices" in this document.

Worry-Free Remote Manager has a monitoring dashboard that allows resellers to look into the following aspects of
network security:

+  WFBS(ALL):
*  Vitus, network virus, and spyware/grayware incidents
*  Spam and phishing incidents
*  Unauthorized computer changes
e Outbreak situations
*  License and update status of security products
*  Disk usage on desktops, setvers, and Exchange servers (CS/CSM WEFBS(A) only)
*  Key security indicators
*  Hosted Email Security:
*  Total Email Message Traffic
*  Accepted Email Message Size
*  Threat Summary
*  Top Spam Recipients
*  Top Virus Recipients

Note: For detailed information on Hosted Email Security and WFBS(ALL), see the documentation for those products.

Worry-Free Remote Manager offers a structured view of customer networks and allows resellers to issue commands
and manage the following aspects of network security:

e Component updates and updates to the managed server
*  Vulnerability assessment

*  Damage cleanup

*  Automatic outbreak response

*  Tirewall and real-time scan settings

*  Manual scans

Worry-Free Remote Manager also supports comprehensive reporting features and allows resellers to subscribe
individuals to automatically generated reports.

Before providing WFRM services ...
Before providing this service to the customer, make sure that you have the customer's consent to perform the
following remote management and monitoring activities:
*  View the list of computers on the network
*  View the following security information:

e  Threat detections

1. WFBS(A), WFBS(S), and WFBS-SVC are collectively referred to as WFBS(ALL) where appropriate.
2. InterScan Messaging Hosted Security was renamed to Hosted Email Security in WEFRM 2.2 SP1.
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Names (and the number) of infected computers
Names of infected files
Users that have received infected files or have known MS vulnerabilities

License and system information of managed servers

*  Send email notifications to individuals within the customer's organization

*  Perform the following actions:

Deploy security components

Start or stop manual scans

Start or stop Vulnerability Assessment
Start or stop Damage Cleanup Services
Start or stop Outbreak Prevention Services

Update the managed server

*  Configure settings for the following items:

Outbreak Prevention Services
Real-time scan

Firewall

Location Awareness

Behavior Monitoring

Browser Requirements

¢ Connection to the Internet

* Internet Explorer™ 6.0, 7.0 and 8.0 with the latest service packs

*  WFRM logon account information from Trend Micro

Prepare Your Browser

*  Make sure Internet Explorer's security level for Trusted sites is set to medium or low. A more restrictive security

level may prevent the console from displaying correctly.

*  Make sure pop-up blockers on your Web browser have been disabled or set to allow pop-ups from the WFRM
URL. Pop-up blockers can prevent some of the console's pop-up windows from opening,

Agent Installation for WFBS(A) 5.0/5.1

Go to the WFRM Web Console
Go to http://wifrm.trendmicro.com and choose the appropriate region.

Add the customer to WFRM
1. Log on to the WFRM Web console.

NG

Click Customers (tab) >

: : Add customer (icon at top of left pane).

Fill in at least the required customer information and click Next.
Fill in at least the required contact information and click Next.
Click Add Product/Service Now.

Select the product to add and click Next.


http://wfrm.trendmicro.com
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7. WFRM presents you with the Globally Unique Identifier (GUID) for WFBS(A) 5.0/5.1. Save this for installing
the Agent on WFBS-A.

What is an Agent GUID?

To distinguish between WFRM Agents, Worry-Free Remote Manager assigns a globally unique identifier (GUID) to
each Agent. Every time you add a managed server, WFRM generates a GUID for that managed server's Agent. At
that point, no Agent program is using the GUID. The administrator who installs the Agent program on the
managed server must input the GUID during installation to allow the Agent program to register to the console.

Example of a WFRM Agent GUID:
4F6F0F8697C9-A1FFCF63-D833-84D9-1C35

Install the Agent on WFBS(A) 5.0/5.1

The Agent installs on the managed server. To ensure that the Agent installation goes smoothly, prepare the
following in advance:

e Agent GUID

*  Agentinstaller - http://www.trendmicro.com/ftp/products /wirm/WFRMAgentforCSM.exe
The managed server must meet the following requirements:

1. WFBS/WFBS-A 5.0 or 5.1

2. Active Internet connection

3. 50MB available hard disk space

To install the Agent:

1.  Copy the Agent installation file (\WWRMAgent f or CSM exe) to the managed server.
Open the installation file.

Select the installation language.

The InstallShield Wizard Welcome screen opens. Click Next.

AN

The License Agreement screen opens. Read the license agreement carefully. If you disagree with the terms of
the license agreement, click Cancel to exit the installation. If you agree with the terms, click I accept the terms
of the license agreement and click Next.

Provide your name and the name of your company and click Next.
The Installation Location screen opens. To use the default location, click Next.

Provide the FQDN of the Worry-Free Remote Manager server that corresponds to your region in the Server
address field.

FQDN of Worry Free Remote Manager servers
*  Asia Pacific: Wf rm apaca. t rendni cro. com
*  Europe and the Middle East: wf r m eneaa. t r endmi cr 0. com
* Japan: wirmj pa.trendnicro.com
*  Latin America: wfrm | ara. t rendmi cro. com
*  North America: Wf r m usa. t rendmi cro. com
9. Select a communication protocol and port:

For HTTPS (recommended), use port 443. Enter the path and filename of the SSL certificate or click the
Browse button to locate the SSL certificate (see the "Agent Installation Guide" or "GSG for Resellers" for
more information on how to obtain the certificate). Click Next (Do not click User Authentication; it is not
being used at this time).

10. If the managed server uses a proxy server to connect to the Internet, specify the necessary settings. Click Next.


http://www.trendmicro.com/ftp/products/wfrm/WFRMAgentforCSM.exe
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11. Type the GUID. Click Next.
12. Review the installation settings and click Next.

13. Click Finish to close the wizard after installation completes.

Agent Pre-installation for WFBS-S/WFBS-A 6.0 and above

Before installing the agent, perform the following high-level steps:
1. Add the customer to WFRM.
2. Select the product and record the product GUID.

Go to the WFRM Web Console
Go to http://wifrm.trendmicro.com and choose the appropriate region.

Add the WFBS-S/WFBS-A customer to WFRM
1. Logon to the WFRM Web console.

Click Customers (tab) > H_I Add customer (icon at top of left pane).

Ls

Fill in at least the required customer information and click Next.
Fill in at least the required contact information and click Next.
Click Add Product/Service Now.

Select the product to be added and click Next.

WERM presents you with the Globally Unique Identifier (GUID) for WEBS-S/WFBS-A. Save this for
installing the Agent on WFBS-S/WFBS-A.

A S o

What is an Agent GUID?

To distinguish between WFRM Agents, Worry-Free Remote Manager assigns a globally unique identifier (GUID) to
each Agent. Every time you add a managed server, WFRM generates a GUID for that managed server's Agent. At
that point, no Agent program is using the GUID. The administrator who installs the Agent program on the
managed server must input the GUID during installation to allow the Agent program to register to the console.

Example of a WFRM Agent GUID:
4F6F0F8697C9-A1FFCF63-D833-84D9-1C35

Now you can install the WFRM agent. For installation procedures, refer to the WEFBS Installation Guide. If the
installation is successful and settings are correct, the Agent should automatically register to the Worry-Free Remote
Manager server. The Agent should show as Online on the WFRM console.

Registering WFBS-SVC to WFRM

This section contains information for registering Worry-Free™ Business Security Services to the WFRM console.

Add the WFBS-SVC customer to WFRM
1. Logon to the WFRM Web console.

2. Click Customers (tab) > I: ; Add customer (icon at top of left pane).

3. Fillin at least the required customer information and click Next.


http://wfrm.trendmicro.com
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N ooe

Fill in at least the required contact information and click Next.
Click Add Product/Service Now.
Select Worry-Free™ Business Security Services and click Next.

WEFRM presents you with an Authorization Key. Save this for attaching WFBS-SVC to the WFRM console.

Enter the Authorization Key on WFBS-SVC

In order to manage Worry-Free Business Security Services from the WEFRM console, a customer’s WEFBS-SVC
account must register with WFRM by carrying out the following:

1.

2
3.
4

Log on to the customer’s WEFBS-SVC account.
Click Administration > Worry-Free Remote Manager.
Type the Authorization Key and click Connect.

You will be informed if the connection was successful.

Registering Hosted Email Security to WFRM

This section contains information for registering InsterScan Messaging Hosted Security to the WFRM console.

Add the Hosted Email Security customer to WFRM

1.

2.
3.
4.
5
6
7

Log on to the WFRM Web console.

I: . Add customer (icon at top of left pane).

Fill in at least the required customer information and click Next.

Click Customers (tab) >

Fill in at least the required contact information and click Next.
Click Add Product/Service Now.
Select Hosted Email Security and click Next.

WERM presents you with an Authorization Key. Save this for attaching Hosted Email Security to the WFRM
console.

Enter the Authorization Key on Hosted Email Security

1.

2
3.
4

Log on to the customet's Hosted Email Security account.
Click Administration > Remote Manager.
Enter the Authorization Key and click Connect.

You will be informed if the connection was successful.

Verifying Agent-Server Connectivity
To verify the WFRM Agent has registered with the WFRM server:

1.
2.
3.

Log on to the WFRM Web console.
Click Customers (tab) > All Customers (on the tree) > All Agents (right pane)

The tab lists the status of each Agent in the Status column.

You may now start managing the customer's managed servers from the WFRM console.

For more information on how to use WFRM, read the Worry-Free Remote Manager Getting Started Guide for Resellers or
the Online Help.



Trend Micro™ Worry-Free™ Remote Manager Quick Start Guide

Integrating Kaseya with WFRM

Kaseya Settings in WFRM
Add Kaseya email accounts and notification recipient to the WEFRM console as follows:
1. Click Administration > Account Information.

The Account Information tab appears.

FIGURE 1-1.  Account Information Notifications Group Box

2. Click Enable event alerts via other applications and select Kaseya from the Linked applications
drop-down list.
Add the Kaseya user email and click Add.
Kaseya appears as a linked application. Click Save.
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5. Add the notification recipient for the Kaseya user under Customers > Notification > Notification
Recipient (Edit).

FIGURE 1-2.  Customers > Notification > Notification Recipient Screen
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Settings in Kaseya

1. In Kaseya, add

the following fields to the ticketing system in order to show WEFRM notifications.

TABLE 1-1. Kaseya ticketing fields
FIELD NAME PURPOSE
TM_CreateTime Event generation time
TM_ProductName Product name
TM_AgentGUID RM agent GUID
TM_CustomerName Customer/Company name
TM_EventName Event name
TM_MSAName Exchange server name (only affects the Exchange Server Shutdown
event)
TM_ServerName CSM/WFBS server name (affect all events except Exchange Server
Shutdown)
) Kaseya Managed Services Edition - Microsoft Internet Explorer =]
File Edit ‘iew Favorites Tools  Help | Jﬁ"
(QBack = ) - ] 2 ‘/,kJ | U gearch 7 Favorites 49 | (A =)
Address I@ http: fflocalhost/ TroubleTicTabjmainTroubleTic. asp j Go | Links **
(’.’ K Home | Audit | Scripts | Monitor | Ticketing | Patch Mgmt | Remote Cntl | Reports | Agent | System |
L 2 aseya Kaseya Managed Services Edition Log Off: administrator

[—2 Help

e status Notes  wachine 1o IINNDDDN ?] R
e

S S ffers 3 %

o
machines
= Select Page = L

%a\l}_agesﬁckets 2 [Dispateh Tech |List =m0 R
Tew Surnmary
[ Createryieuw : |Appr0\ra\ |List leot reciuired j }(
P BEEERETE : |H0urs Worked |Number {nn.dy le.D ?(
Cunﬁgyre Tipketing = . }(
[ Motify Palicy = |TM_EventName |Btr|ng j|
[ Access Paolicy -
[ Assignee Palicy : |TM_Ser\ferName |Str|ng ﬂl X
[ Due Date Palicy - - =
O] Edit Fields — |TM_Cust0merName |Str|ng Jl }<
[0 Email Reader = [TM_AgentGUID [string = e
L Ematiazping = |TM Froducthlame |Btring j| X
Define User Access 52 -
L] User Profiles “\[Tu_CreateTime [ String || X :
[ User dceess : . :
= [TM_MsAclientName [String = Jrad
=
|ﬁ l_l_l_’_’_ q Local inkranet 4
FIGURE 1-3. Kaseya Ticketing Fields
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2. Ensure that the email setting is correct as on the following screen:

Kaseya “a 4 Services Edition - Microsolt Intesnet Explorer == %]
He EX Wew Fawrtes Tods bHeb | &
Qbeck - ) - g G| S Search Pt £ | (00 0 (3
Agdress [‘j LTI T W S PR FIUE B T S et e T RS EI [F=] | Links *

Home | Awdil | Scrighs | Monitor | Ticketing | Paich Mg | Remote Crtl| Repors | Agent | System |
Kaseya Kaseya Managed Services Edition L gy Y niloridinisd st or

[ stanus vactine 10 P Fovs

[ welp

SEkT MaChing |
I machines

Edit settings for inhownd email processing for trouble fickets

Specify email accourt on 3 POFI sarer to monitor for new amails for ticketing.
Email Address: m ™ Digable emad reader Wierer Log I
‘ y Portbo: [110 | [ UseSSL
Logon: lﬁ Pazswond [sesssssssss

Chack for new amails every |1 manuies

Reject inbound emalls cordaining the fellawing in the subject line,
Each line 15 & new fitter. Sumound whole woeds with speces for socurste fiterng

Function List

Manage Tickets
[ ieww Sumimary
[ Craalediss

[ Dedaledirehve

Configure Ticketing
[ Motisy Podicy

[0 Access Palicy

[ Assignes Palicy

[ Cuse Dt Falicy |
I EditFields
[ Ernail Mapping

Dwiefiinae Llser Aceiss
[ User Profles
[0 Usar Aceass

oo |

La=t Email Cycle: 35950 am 13-Jukl®  Status: Success Connect Mow I

zl
FIGURE 1-4. Kaseya Email Settings
When an event is triggered, Kaseya will receive the ticket as on the following screen:
3 Kaseya Managed Services Edition - Microsoft Internet Explorer i =] B3
File Edt Yiew Favorites Tools Help | .-?,'
eBack - \‘) -~ |ﬂ @ {:\J | /':JSearch *Favontes & [l &= =)
Address I@ hittp:f flocalhost TroubleTicTab/mainTroubleTic asp?activeld=6002 j Go | Lirks **
(,. I: Home | Audit | Scripts | Monitor | Ticketing | Patch Mgmt | Remote Cntl | Reports | Agent | System |
> Seya Kaseya Managed Services Edition Log Off: administrator

|‘—\ Status @ Notes Machine 10 - Rows hire Graug

? Help o= Select Page = w m = &l Groups =

_ MNarne: |kaseya 5 ASSIONeE: | = Unassigned = | .
Function List
(ST Tre—— Category [#ppiication problem =]
Manage Tickets Status: T =
[ Wiesw Summary Fhane: | : op =l
Createiiew Priarity: High -
E o B Date Created: 3:59:50 am 13-Jul-09 Y I J
eletefArchive SLA Type: |None j
o Age: 67 days 15 hrs ype:

%"L“D@:i'gi;'i':c‘;""““ Date Due: BV 3.53:50 am 14-Ju-03 Dispatch Tech: [Mo =
[ Access Palicy Approval: [ 1ot required =l

[ Azsignee Policy Hours Worked: |D 0
[ Due Date Policy . :

[ Edit Fields Thi_EventMarne: |CS(M)-WFEIB(A) Server Shutdow
[ Email Reader
[ Email Mapping

M ServerMame:  [W2K3IENTSP4

Define User ACCESS Th_CustomerMarme: |Cuammer1 ForReseller?

[ User Praofiles Th_AgentGUID: '-..lm|||||||||||||m|- fietsutehd e deid
[ User Access

Th_ProductMarme: |Cu510mer1FurReaeller2

=
7 | L4

|@D0ne | ] o | | — [UEe—

| T P
[ acewa Mananed Services Fritinn - Micrnenft Tnkernet Fynlorer

FIGURE 1-5. Kaseya Event Ticket
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Integrating Autotask with WFRM

Autotask Settings in WFRM
Add Autotask authentication to the WFRM console as follows:
1. Click the Administration > Account Information tab.

The Account Information tab appears.

FIGURE 1-6. Account Information > Notifications via other applications

2. Click Enable event alerts via other applications and select Aut ot ask from the Linked applications
drop-down list.

3. Add the Autotask logon credentials and click Add.

Note: Find the Autotask account ID and password on the AutoTask Ul (Admin > AutotaskExtend > Tools >
Add Ticket E-mail Service).

Autotask appears as a linked application.
Click Save.

Ensure that Autotask is added to the list of recipients on Customers > Notification> Notification
Recipient.

11
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6.

Click Customers > All Customerts.

The All Customers tab appears with customer information and unique IDs.

FIGURE 1-7. Customers> All Customers Tab with Unique IDs

Click Export to download the customer unique IDs.
The File Download screen appears asking if you want to save the Expor t ed- Cust onmer - Uni quel D. xI s file.

Save the export file. You will enter the unique ID in the Autotask Trend Micro Site ID field later.

Note: If you did not sclect Enable event alerts via other applications on the Administration > Account
Information screen, the unique ID does not display on this page.

12
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Settings in Autotask

1.

In Autotask, add the following fields to the ticketing system in order to show WEFRM notifications (Admin >
Service Desk > Issue and Sub-Issue Types > Managed Services Alert).

TABLE 1-2. Autotask ticketing fields

FIELD NAME

PURPOSE

Trend Micro Threat Events

Trend Micro System Events

Trend Micro License Events

Trend Micro Other Events

Managed services alerts for WFRM notification. There are
four default event categories.

FIGURE 1-8.  Trend Micro Sub-issue Types

13
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2. Ensure that the email setting is correct as on the following screen (Admin > AutotaskExtend > Tools > Add
Ticket E-mail Service):

FIGURE 1-9.  Ticket Email Service Settings

14
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3. Create the Trend Micro Site ID field as on the following screen (Admin > Site Setup > User-Defined
Fields):

FIGURE 1-10. Trend Micro Site ID Definition

15
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4. Input the WFRM unique ID in the new Trend Micro Site ID field as on the following screen (CRM >

Accounts > select Account > edit Account).

E Save and Close # Delete Livelinks = & Cancel

General |User Defined ” Child Accounts ” Site Configuration ” Alerts |

Stock Symbol

Stock Market

SIC Code

Asset Value

Account Description®™

Account Ext (Rong Bo)*  03/02/2010

Email List

Managed Services Site ID

Mewsletter List

Mumber of Employees

Revenue

Telemarketing Status

Trend Micro Site ID* Type unique ID here.

FIGURE 1-11. Account Trend Micro Site ID Field

Note: This is the unique ID exported from WEFRM.

See Autotask Settings in WFRM on page 1-11

16
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When an event is triggered, Autotask will receive the ticket as on the following screen:

FIGURE 1-12. Autotask Ticket Details

Contacting Support

For support contact information (telephone and email address), visit the following site:

http:/ /www.trendmicro.com/support/WEFRM

17
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