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Chapter1

Installation

The IMSVA installation process formats your existing system to install
IMSVA. The installation procedure is basically the same for both a Bare Metal
and a VMware ESX virtual machine platform. The Bare Metal installation
boots off of the IMSVA installation DVD to begin the procedure and the
VMware installation requires the creation of a virtual machine before
installation.

This guide explains how to install IMSVA that supports CentOS Linux 7 as its
operating system.

Topics include:

System Requirements on page 1-2

Installing IMSVA (CentOS Linux 7) on page 1-3
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System Requirements

The following table provides the recommended and minimum system
requirements for running IMSVA.

TABLE 1-1. System Requirements

SPECIFICATION DESCRIPTION
Operating System IMSVA provides a self-contained installation that uses a standard
CentOS Linux operating system. This dedicated operating system
installs with IMSVA to provide a turnkey solution. A separate operating
system, such as Linux, Windows, or Solaris, is not required.
Note
IMSVA uses a 64-bit operating system. When installing a 64-bit
0S on ESX/ESXi, you need to enter the BIOS and enable VT
(Virtualization Technology).
CPU Recommended: 8-core Intel™ Xeon™ processor or equivalent
Minimum: dual-core Intel™ Xeon™ processor or equivalent
Memory Recommended: 8GB RAM
Minimum: 4GB RAM
Disk Space Recommended: 250GB
Note
IMSVA automatically partitions the detected disk space
based on recommended Linux practices.
Minimum: 120GB
Note
IMSVA automatically partitions the detected disk space
based on recommended Linux practices.
Monitor Monitor that supports 800 x 600 resolution with 256 colors or higher
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Installing IMSVA (CentOS Linux 7)

ﬁ Note
The current build 1983 contains all the features of IMSVA 9.1 Patch 3 and
supports hotfix build 2031 or later.

IMSVA provides a self-contained installation that supports the CentOS Linux
7 operating system.

ﬁ Note

If you want to set up parent/child configuration, make sure that all of your
devices run either CentOS Linux 6 or CentOS Linux 7, rather than a
combination of both.

Procedure
1. Startthe IMSVA installation.
For system requirements, see System Requirements on page 1-2.
On a Bare Metal Server
a. Make sure the Bare Metal server supports CentOS 7.7 x86_64.

b. Insertthe IMSVA Installation DVD into the DVD drive of the
desired server.

c. Power on the Bare Metal server.

On a VMware ESX Virtual Machine

a. Create a virtual machine on your VMware ESX server.
b. Start the virtual machine.

c. Insertthe IMSVA Installation DVD into the virtual DVD drive
with any one of the following methods.
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+  Insert the IMSVA Installation DVD into the physical DVD
drive of the ESX server, and then connect the virtual DVD
drive of the virtual machine to the physical DVD drive.

. Connect the virtual DVD drive of the virtual machine to the
IMSVA-9.1-xxxx-x86_64-Cent0S7.iso file.

d. Restart the virtual machine by clicking VM > Send Ctrl+Alt+Del
on the VMware web console.

For both a VMware ESX Virtual Machine and a Bare Metal Server
installation, a screen appears displaying the IMSVA 9.1 Setup Wizard
with the following options:

- Fresh Install: Select this option to install IMSVA onto the new
hardware or virtual machine.

- System memory test: Select this option to perform memory
diagnostic tests.

- Exitinstallation: Select this option to exit the installation process
and to boot from the local disk.

Helcome to the IMSUA 9.1 Setup Wizard

1. Fresh install

2. System memory test
3. Exit installation

Install a fresh copy of IMSUA 9.1

2. Select Fresh install.
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The License Agreement screen appears.

JE‘.‘E',??- InterScan™ Messaging Security Virtual Appliance

License Agreement

IMPORTANT: READ CAREFULLY. LICENSE/PURCHASE/USE OF TREND MICRO SOFTWARE AND APPLIANCES BY BUSINESS, GOVERNMENTAL, AND OTHER LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
ONDITIONS. A DIFFERENT TREND MICRO AGREEMENT GOVERNS THE LICENSEIPURCHASE/USE OF TREND MICRO PRODUCTS THAT ARE PUBLISHED BY TREND MICRO FOR NON-BUSINESS USE, PERSONAL USE, HOME USE,
AND/OR CONSUMER U:

TREND MICRO GLOBAL BUSINESS SOFTWARE AND/OR
APPLIANCE AGREEMENT

b published by Trend Micro with respect to transactions consummated on o after the Publication Date

IF COMPANY AND TREND MICRO HAVE ENTERED INTO A MANUAL/ELECTRONIC SIGNATURE-BEARING CORPORATE LICENSE AGREEMENT (OR OTHER SIMILAR DOCUMENT) WITH RESPECT TO THE LICENSE/SALE OF ANY
TREND MICRO SOFTWARE, APPLIANCE, OR MAINTENANCE, THEN SUCH AGREEMENT WILL GOVERN AND CONTROL THE POSSESSION/USE OF ANY PRODUCTS LICENSED OR SOLD TO COMPANY THEREUNDER AND THIS
AGREEMENT WILL HAVE NO EFFECT wmu RESPECT THERETO. OTHERWISE, THE TERMS AND CONDITIONS OF THIS AGREEMENT SHALL GOVERN AND CONTROL COMPANY'S LICENSE/PURCHASE, POSSESSION, AND USE OF

RODUCTS ACQUIRED HEREUNDER. UNLESS PROHIBITED UNDER M ITHOUT THE POSSIBILITY OF WRITTEN WAIVER, IF COMPANY 10N OF TREND MICRO'S TERMS.
AND CONDITIONS OF AGRE EMENT (SUCH AS "SHRINK WRAB® OF -CLICK WRAP* EULA OF SIMILAR DOCUMENT) Tt (CITHER EFECTIVE DATE OB PUBLISHED DATE) PRIOR TO THE PUBLICATION DATE HEREOF
(EACIA "PRIOR VERSION') THAT MAY APPEAR AND REQUIRE COMPANY'S ACCEFTANCE DURING THE REGISTRATION/INSTALLATION/DEPLOYMENT OF SUCK PROBUCT. THEN COMPANY AGREES THAT ITS ACCEPTANCE OF
SUCH PRIOR VERSION SHALL BE DEEMED TO BE ACCEPTANCE OF THIS AGREEMENT FOR ALL PURPOSES AND SUCH PRIOR VERSION WILL BE MERGED INTO AND SUPERSEDED BY THIS AGREEMENT. Any additional,
confiicting, or diffe conditior d by Company in Order), are hereby rejected by Trend Micro and excluded herefrom.

1. Entire A it Not a Master Purchase A ; Agreed Definitions.

ntire Agreement. This Agreement i binding on Company and Trend Micro rerenced Shol o ol it c hich thi t
Company places an Order for Products In response to such Quote tha s accepted by Trend Micro by isuance of a Licerse Cericst to
placesan Crderfor products with Trend Micr or  Reseler the Parties agree that such Ordr, I accepte by Trend Mico by lssuance f s License Certcateto Company fr the Ordered Products, s Iensedisold on the tems and supfect o the
condions et fotth n s Agreemert (nclung an Soices procecures. an iebits refetenced herei) and the sued Licerse Cerfcate tha 5 Incotporated here by rference and macie  par of s Agieement for ail purposes. The Partcs
agree that this Agreement (including the Standard Contractual Clauses and Data Processing A hat form a part hereof a ot Certln of the. responsiies o th Parties wilh 1espect o GOPR Data) s e fival complete and
SRClLelvE Statement of he grEeniEnt of the Parties ith respect £ th SUBJact ater hercoh and any pior IELEN Safeem ents:representatlons, satements of avertisngof Trend MIETo whethey oal o wrtte: cours of cealig between the
: Orders; hereor are il Merged nko and superseded by i Arecment. In enterig
represents and warrants to the other Party that t s NOT relying on any extrinsic representation, warranty, Covenant, promise, forbearance, or inducement of any Kind or nature that is hai
this Agreement. B counioaing, Instalng, deploying, ancofusing any Trend Hicro product obiained by Company or uhich a Trend MicroLicense Certficate s lsued by Trend Hicr to Compary, Company raties
and the

Ordered Products. If no such Quote is provided to Com pany but nevertheless Company

]
3
3

I not specifically set forth in
and confirms its agreement to
ms, conditions, lmitations, and exclusions governing the purchaseflicense of such Products. Direct

Clauses, Dat:
qunkns,u Imotic: regarding lesal

Not a Master Purchase Agreement. Company acknowledges that this s NOT a master purchase agreement for subsequent purchases of Products, but rather, this Agreement only applies to each Instant purchasellicense of
procucts by (nmpany Each subsequent procurementiicense of Products by Company will be made subject to and conditioned on the agreement of the Parties to the then-current version of this Agreement unless othervise agreed in

a writing

signed by the Parties
13 This Agreement. Comp: under by one of three methods:
Procurement Through a Reseller, Typically, Company wil sec: seller of Trer ased on such Quote, Orders by Company will be sent to the Reseller at such prices, discounts,

o mvm(e 1 payment terms 3 agreedsolely by Compary ad isRecele: ooy aersands tAL a1 Order 5 BACoqWth 3 Rekalr, he Rese ot can (ACE 3 1aer ith e MICTD 1o rOGUCS (Bher reciy Uy T1end W of

rend Micro distributor) as requested by Company, but such Order is and will be sublect to acceptance of rejection by Trend Micro at its discretion. Basedt on documents submitted by the Reseller, Trend Micro will reject or accept the

i, Which aCceptance 1s Sgnficd by Trend Micro's ssuance of ts License Cericate. EXCept for the Mattes agreed In the IS Sentenceof £NS paragraph beteen e C . all other rights, obligations, terms, conditions,

Iimiaions, and exclusons regarding Products hat are Ordered by Campary are exclusiely set forh In this Agreemert. Al payments by Company for Products vl be made direcly to the Reseler and never t Trend Hic pany

O bermite to have 3 HGhE to crest any bnAng oDlgation resporsibity. dut, DIy, WAy, QUATAIY of any othervise CORTSCLfor of act on behalf of Trend HIcio o wale f renaunce any fight of Trend MIro of modtty any rgnt
obligation, or agreement of Company set forth n this Agreement.

Decline Accept

3. Click Accept to continue.
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A screen appears for you to select the disk used for installation.

@ TREN® InterScan™ Messaging Security Virtual Appliance

Installation involves repartitioning of the disks. All data on the disks will be lost.
Select the disks to use for this installation.

200 GB

VMware Virtual disk
sda / 200 GB free

1 disk selected; 200 GB capacit
Unselected disks will not be modified,

Quit Continue
4.

Select the disk and click Continue.
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A screen appears, showing a summary of your hardware profile. The
IMSVA installation program scans your hardware to determine if the
minimum requirements have been met.

91’75'3‘} InterScan™ Messaging Security Virtual Appliance

Hardware Profile

Processor Model
Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz (2 cores)
Processor Speed
2100 MHz
System Memory
4096 MB
Keyboard
us
Timezone
Coordinated Universal Time
Lan
en_USUTF-8
Storage
[sda] Model: VMware Virtual isk Vendor: VMware Size: 200 GB
Network :
[eth0 ] Driver: vmxnet3

Select Disks Continue

5. Verify the information and click Continue.
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A warning dialog box appears.

Repartition Disks

Warning

The following disks will be repartitioned and all data will
be lost:

sda

Do you want to continue?

Select Disks Continue

6. Click Continue to proceed if all information is correct.
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The installation program starts to format the disk. When formatting
completes, the IMSVA installation begins.

Aligning security strategy
with business goals...

™ Apply disk partition.

Reboot

7. Wait until the installation completes and remove the DVD from the drive
to prevent reinstallation.
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8.

IMSVA reboots once the installation completes. After IMSVA reboots, the
initial CLI login screen appears.

Trend Micro InterScan Messaging Security UVirtual Appliance (IMSUA)

To manage IMSUA through the graphical user interface (GUI), open a browser window and choose any URL
from the following list:

hitps: »192.168.252.1:8445

You will be prompted for your administrator account and password.

Refer to the Administrator’s Guide for the default account and password.

To manage IMSUA through the Command Line Interface (CLID,
log on using the following logon prompt. Refer to the Administrator’s Guide
for the default account and password.

localhost login: _

Log on to IMSVA.

a. Log on with the following default credentials:
. User name: admin
«  Password: imsva

b. Atthe prompt >, type enable and password and press ENTER to
enter privileged mode:

. User name: enable
. Password: Trend#2

In privileged mode, IMSVA requires you to change the default
passwords for both the “enable” and “root” accounts before you
continue.

c. Change the default passwords of the two accounts as prompted.
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Default password is used by user “enable”. Please change the passuword.
Changing password for user enable.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Default password is used by user "root". Please change the passuword.
Changing password for user root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Entering privileged mode. ..
#

9. Complete network configurations so that you can access the
management console.

a.

Run the following command to start configuring network
configurations:

configure network basic

Configure each of the following network configurations and press
Enter:

TABLE 1-2. Network Configurations

PARAMETER DESCRIPTION

Host name Type the applicable FQDN for this IMSVA
host.

IPv4 address Type the IMSVA management IPv4
address and subnet mask.

IPv4 gateway Type the applicable IP address as the
gateway for this IMSVA installation.

Preferred IPv4 DNS Type the applicable IP address as the
preferred DNS server for this IMSVA
installation.

Alternate IPv4 DNS Type the applicable IP address as the

alternate DNS server for this IMSVA
installation.
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PARAMETER DESCRIPTION

(Optional) IPv6 address Optionally type the IMSVA management
IPv6 address and subnet mask.

c. TypeY to confirm settings and restart.

IMSVA implements the specified network configurations and then
restarts all services. The initial configuration is completed, and the
IMSVA management console is accessible.

10. (Optional) If you want to use an external database, use the following
command to initialize the external database:

#/opt/trend/imss/script/cfgtool.sh init_new_ext_admindb
admin_db_address admin_db_port admin_db_user
admin_db_pasword admin_db_name
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