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Chapter1

About this Guide

This User's Guide provides information on how to prepare custom Virtual
Analyzer images in the following topics:

» Windows OVA File Creation Using New Virtual Machine Images on page
2-1

» Windows OVA File Creation Using Converted Virtual Hard Disk Drives on
page 3-1

« Linux OVA File Preparation on page 4-1

* Virtual Analyzer Image Preparation Tool on page 5-1
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Document Conventions

The documentation uses the following conventions:

TABLE 1-1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ Note
Q Tip Recommendations or suggestions
— Important Info.rmatlon regardlng‘ re.qw.red or default configuration
Q settings and product limitations
L ®

Critical actions and configuration options

ﬁ WARNING!




About this Guide

Audience

This User Guide is intended for administrators who need to create custom
sandbox images for Virtual Analyzer. The document assumes a working
knowledge of networks and information security, including the following
topics:

+ Deploying and administering Deep Discovery or TippingPoint products

+ Using Oracle VM VirtualBox™ or VMware™ products

Terminology
TERMINOLOGY DESCRIPTION

Open Virtual A ready-to-use software package (operating system with applications)

Appliance (OVA) that does not require additional configuration or installation. Virtual
Analyzer supports only image files in the Open Virtual Appliance (OVA)
format.

Sandbox image Atemplate used to deploy sandbox instances in Virtual Analyzer. A
sandbox image includes an operating system, installed software, and
other settings necessary for that specific computing environment.

Sandbox instance Asingle virtual machine based on a sandbox image.

Virtual Analyzer A secure virtual environment that manages and analyzes objects
submitted by integrated products and administrators. During analysis,
Virtual Analyzer rates the characteristics in context and then assigns a
risk level to the object based on the accumulated ratings.

Virtual Analyzer A collection of utilities that execute and detect malware, and record all

Sensors behavior in Virtual Analyzer.

Virtual Machine Disk | Afile format used in virtual machines like VMware Workstation or

(*.vmdk) Oracle VM VirtualBox.
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Chapter 2

Windows OVA File Creation Using New
Virtual Machine Images

Learn how to create a Virtual Analyzer-supported OVA file in the following
topics:

* Required Software on page 2-2

» Downloading and Installing VirtualBox on page 2-7

* Creating Windows Virtual Machine Images on page 2-9

« Modifying the Virtual Machine Environment on page 2-28
¢ Reducing the Size of VirtualBox Disk Images on page 2-44

« Exporting Virtual Machine Images to OVA Files on page 2-45
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Creating Windows OVA Files Using New Virtual
Machine Images

Procedure
1. Prepare the operating system and required applications.

For details, see Required Software on page 2-2.
2. Download and install VirtualBox.

For details, see Downloading and Installing VirtualBox on page 2-7.
3. Create a virtual machine image.

For details, see Creating Windows Virtual Machine Images on page 2-9.
4. Modify the environment of the virtual machine image.

For details, see Modifying the Virtual Machine Environment on page 2-28.
5. Reduce the size of the VirtualBox Disk Image.

For details, see Reducing the Size of VirtualBox Disk Images on page 2-44.
6. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
2-45.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.

Note

Operating system, Office suite, and third-party software support may change
or end without prior notice from Trend Micro due to specification, license

model, and lifecycle changes.
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TABLE 2-1. Required Applications

SOFTWARE

DESCRIPTION

Operating system

Virtual Analyzer supports the following operating systems:

Windows XP, Windows 7, Windows 8/8.1, Windows 10 Version 22H2 and
before, Windows 11 Version 21H2 and 23H2, Windows Server 2003/2003
R2, Windows Server 2008/2008 R2, Windows Server 2012/2012 R2,

Windows Server 2016, Windows Server 2019, and Windows Server 2022.

O Important
N 4 Package the installer as an ISO file.

Activate Windows with a valid product key after the tool

has validated and modified virtual machine settings. Do not
activate Windows before that.

Use a computer name that reflects your organizations'
naming scheme.

Disable automatic updates.

Trend Micro recommends using the English version of the
listed operating systems.

For Windows 7 and Windows Server 2008 R2, updates
KB4474419 and KB4490628 must be installed.

Virtual Analyzer does not support Windows 11 Version 22H2
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SOFTWARE

DESCRIPTION

Office suite

Virtual Analyzer supports the following office suites:

Office 2003 (32-bit), Office 2007 (32-bit), Office 2010 (32-bit and 64-bit),
Office 2013 (32-bit and 64-bit), Office 2016 (32-bit and 64-bit), Office 2019
(32-bit and 64-bit), and Office 2021 (32-bit and 64-bit)
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SOFTWARE

DESCRIPTION

o

Important

« For Office 2007 and after, Microsoft Word, Microsoft Excel,
Microsoft PowerPoint, and Microsoft Publisher must be
installed.

« Activate Microsoft Office with a valid product key after the
tool has validated and modified virtual machine settings.
Do not activate Microsoft Office before that.

« After installation, open all Microsoft Office applications and
verify that the main editing screen is displayed. If any
confirmation dialog or welcome screen displays, make any
selection to close the screen and display the main editing

screen.
Welcome to Microsoft Office 2010 =
Help Protect and Improve Microsoft Office -a.0Officeé

Use Recommended Settings
Instal important and recommendsd updates for Office, Windaws and other Microsoft softuare. Offer me new optonal Office and

Microsaft software, check online for solutons to problems, dawnload fles to help Micrasoft diagnase system prablems, automaticaly
update Office content, 2nd help improve Office,

o Install Updates Only

Install mportant and recommended Updstes for Office, Windows and other Mirosoft software. Offer me new aptionsl Office and
Microsoft software.

e Don't make changes

Cheosing this option could expose your computer to seaurity threats,

Get on how to turn these settings on and off
Some information might be sent to Microsoft. This information is not used to identify or contact you.
Read our privacy statement.

FIGURE 2-1. Help Protect and Improve Microsoft Office

» Verify that your license allows you to virtualize the
applications. For details, see https://support.office.com.

+ Disable automatic updates.

« Enable macros. For details, see Enable or disable macros in
Office files



https://support.office.com
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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SOFTWARE

DESCRIPTION

Internet Browser

Virtual Analyzer supports the following internet browsers:

Microsoft Edge (Chromium-based version), Internet Explorer

= Important
-

« The default browser must be set to a supported internet browser.

« For Windows 8.1 and before, the tool will automatically configure
Internet Explorer as the default browser.

« For Windows 10 and after, the default browser must be configured
manually before the tool is used to validate the image.

« Virtual Analyzer does not support Microsoft Edge Legacy (EdgeHTML
version).

Adobe Reader

Install the version of Adobe Reader that is most widely used in your
organization. To download the most current version of Adobe Reader, go
to http://www.adobe.com/downloads/.

If you do not install Adobe Reader, Virtual Analyzer:

« Installs Adobe Reader 8, 9, and 11 on all Windows XP and Windows
Server 2003/2003 R2 images during importing.

« Installs Adobe Reader 9, 11, and DC on all Windows 7 and newer
images during import.

« Uses all versions during analysis.

WARNING!
A This consumes additional computing resources.

Configure Adobe Reader to manually check for and install updates.
For details, see https://helpx.adobe.com/acrobat/kb/reader-acrobat-
updater-settings.html.

.NET Framework

Install .NET Framework 3.5 or later if the operating system is Windows XP
or Windows Server 2003.



http://www.adobe.com/downloads/
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
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j Note
Trend Micro recommends installing the following software on the virtual
machine to improve detection results.

« .NET Framework 4.0 in addition to .NET Framework 3.5
- Java SE Runtime Environment 8

« LibreOffice 6.4.7 or later, with macro security level set to low

Q Important
- + Do not install VMware tools to avoid triggering the anti-virtual machine

functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.

Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

Note
ﬁ The VirtualBox Open Source Edition is licensed under the GPL V2. The
full text of the license is available at http://www.gnu.org/licenses/old-

licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.0 and later. The
procedures outlined in this user guide have been tested with Virtual Box

version 7.0.14.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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Q Important
"’ VirtualBox version 7.0 and later is required for Windows 11 virtual
machines.

2. Configure the language settings using one of the following methods:
« Install VirtualBox with English as the default language.

- After installation, go to File > Preferences > Language and then

select English.
éi’ WirtualBox - Preferences — | o
E General Language
@ Input Interface Languages
English (built-in) A
@ Update Bahasa Indonesia
Catala
@ Language | |Cestina
Danszk
|§| Display Deutsch (Deutschland)
Espaiiol
E Proxy Euskar..a
Francais
Hrvatski (Hrvatska)
Interfa
Ifl PSS ralizn (rtalia)
Lietuwiy (Lietuvig)
v
Manwar
Language: English (built-in)
Author(s): Orade Corporation

Cancel Help

FIGURE 2-2. Language Settings
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Creating Windows Virtual Machine Images

Procedure
1. Open VirtualBox.

The VirtualBox Manager window opens.

W Oracle VM VirtualBox Manager - [m} X

Fle Machine Hep

O e v | o AR G

Preferences  Import Export New Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists al virtual machines
and virtual machine groups on your computer. You can import, add and create new
VMs using corresponding toobar buttans. You can popup a toals of currently selected
element using corresponding element button,

You can press the F1 key to get instant help, o visit www.virbuslbox. org for more
information and latest news.

FIGURE 2-3. VirtualBox Manager
2. Click New.

The Create Virtual Machine window opens.

3. Click Expert Mode.




Virtual Analyzer Image Preparation Tool User's Guide

The Create Virtual Machine wizard enters Expert Mode.

W Create Virtual Machine ? %
Name: || | ©

Folder: | E:\Wbox VMs “‘

150 Image: | <not selected> “|

Edition:
Type: |Microsoft Windows | B
Version: | windows 10 (64-bit)

Skip Unattended Installation

Help Guided Mode Back Finish Cancel

FIGURE 2-4. Create Virtual Machine - Expert Mode
Configure the Name and Operating System settings.
+ Type a permanent and unique Name for the virtual machine.

« Specify the Folder to store the completed virtual machine.

Specify the ISO Image for the virtual machine.
« For the Type, select Microsoft Windows.

+ For the Version, select the version of Windows you want to use for
the virtual machine.

For a list of supported Windows OS versions, see Required Software
on page 2-2.

+ Select Skip Unattended Installation.

Open the Hardware section.
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X

¥ Create Virtual Machine ?

ez emary: —
4MB 32768 MB
— [

1CPU 8CPUS
Enable EFI (spedal OSes only)

|

Help Guided Made Back Cancel

FIGURE 2-5. Hardware
6. Specify the recommended memory size for your operating system.
+ For Windows XP and Windows Server 2003, specify at least 512 MB
+ For Windows 11, specify at least 2048 MB

« For all other supported versions of Windows and Windows Server,
specify at least 1024 MB.

7. For Windows 11, select Enable EFI (special OSes only).

8. Open the Hard Disk section.




Virtual Analyzer Image Preparation Tool User's Guide

¥ Create Virtual Machine ?

X

(® Create a Virtual Hard Disk Now

Hard Disk File Location and Size

[Ex\bax vs Windows \Windows. v | @
v
4.00MB 2.00TB

Hard Disk File Type and Variant

VDI (VirtualBox Disk Image) *! [ pre-allocate Full Size

spltinto 268 parts

) Use an Existing Virtual Hard Disk Fie
rhel83_minimal_with_sc_dep-disk001.vmdk (Normal, 50.00 GB)

() Do Not Add a Virtual Hard Disk

Help Guided Made Back Cancel

FIGURE 2-6. Hard Disk
9. Select Create a Virtual Hard Disk Now.
10. Specify the hard disk settings.
« Specify the location of the virtual hard disk on the host machine.

« Specify the size of the virtual hard disk according to your chosen
operating system:
+ For Windows XP and Windows Server 2003, specify at least 15
GB.

+ For all other supported versions of Windows and Windows
Server, specify at least 35 GB.

+ For the Hard Disk File Type and Variant, select VDI (VirtualBox
Disk Image) or VMDK (Virtual Machine Disk)
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ﬁ Note

Specify additional virtual hard drive space if you plan to install additional
software.

For best results, Trend Micro recommends selecting VDI (VirtualBox
Disk Image).

Q Important
“:2” Do not select "Pre-allocate Full Size" or "Split into 2GB parts." The options
may cause the tool to fail.

11. Click Finish.

VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane of the VirtualBox Manager screen.

¥ Oracle VM VirtualBox Manager - [m} X

Fle Machine Help

U o GQdp @ 0D

New Add  Settings Discard Start

(0] winl — = General =) Preview
KA © Ponered off = name: windows

Operating System:  Windows 10 (64-bit)

System

Base Memory: 1024 MB
BootOrder:  Floppy, Optical, Hard Disk
Acceleration;  Nested Paging, Hyper-V Paravirtualization

M pisplay

Video Memory: 128MB
Graphics Contraller: VBoXSVGA
Remote Desktop Server: Diszbled
Recording: Disabled

Storage

Controller: SATA
SATAPort 1:  [Optical Drive] Empty

o Audio

Host Driver: Default
Controller:  Intel HD Audio

@ Metwork
Adapter 1:  Intsl PRO/1000 MT Desktop (NAT)

(5 usB

USB Controller:  XHCT
Device Fiters: 0 (0 active)

FIGURE 2-7. Newly-created Virtual Machine

Ensure that the virtual machine is not in any group.

12. Click Settings.
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The Settings window opens.

Shared Folders

& Windows - Settings - O *
E General General
System Basic Advanced Description Disk Encryption
|§| Display MName: |Windows |
Storage Type: |Microsoft Windows
Version: |Windows 11 (64-bit) ~
(‘D] Audio
@ MNetwork
@ Serial Ports
ﬁ LUSE
=
=

User Interface

cancel | [ e

FIGURE 2-8. VirtualBox Settings

13. Go to System.
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£ Windows - Settings - O x
E General System
System Motherboard Processor Acceleration
IE Display Base Memary: ' 048 ME 5
Storage 4MB 32768 MB
(tD:l s Boot Order: Floppy

@ Optical
@ Metwark Hard Disk

[ @P Metwork
@ Serial Ports

Chipset: |ICH3
ﬁ use M: [vao v
Ij Shared Folders Pointing Device: |USE Tablet ~
v

Ifl User Interface Extended Features Enable I/0 APIC

[] Enable Hardware Clodk in UTC Time
Enable EFI {special OSes only)
Enable Secure Boot

@ Reset Keys to Default

Cancel Help

FIGURE 2-9. System Screen
14. Configure the settings on the Motherboard tab.
« For Chipset, select ICH9.
+ For TPM, select v2.0.

ﬂ Note

TPM v2.0 is required for Windows 11. The setting is optional for all
other Windows versions.

+ For Pointing Device, select USB Tablet

« Select the following Extended Features:

« Enable I/O APIC
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+ Enable EFI (special OSes only) (Required for Windows 11,
Optional for all other supported versions)

- Enable Secure Boot (Required for Windows 11)

ﬁ Note

For Windows 11 virtual machines, Enable EFI (special OSes only) and
Enable Secure Boot are required settings. The settings are optional for

all other versions of Windows.

Use Enable EFI (special OSes only) if you want to create EFI-compatible
images. EFI-compatible images are only supported by the following
Trend Micro products:

+ Deep Discovery Inspector 5.6 and later

« Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

+ Deep Discovery Web Inspector 2.5 and later

15. On the Processor tab, select Enable PAE/NX.
16. On the Acceleration tab, select Enable Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

+ The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.
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17. Go to Storage.

& Windows - Settings - O *

E General Storage

System Storage Devices Attributes

|§| Display @ Controller: SATA @@; Mame: |5-°-T-"-\ |
Windows_vdi Type: | AHCI w

S @ en-us_windows_11_busi... Port Count: |2 :|

(‘D] Audio [ use Host Ij0 Cache

@ MNetwork

@ Serial Ports

ﬁ LUSE

I___I Shared Folders

Ifl User Interface

4@

cancal | [ o

FIGURE 2-10. Storage Screen

18. If Controller: SATA appears under Storage Devices, select the controller
and click ¢4 to remove the SATA controller.

19. Add an IDE controller.

a. Click ¢ and select PIIX4 (Default IDE).
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{2} Windows - Settings - O X
E General Storage
System Storage Devices Information
The Storage Tree can contain several controllers of
|§| Display different types. This machine currently has no
controllers.
Storage
(‘D:l Audio
@ Network £ aHCT (3ATA)
PIIX4 (Default

@ Serial Ports @ e o)

& PIIG (IDE)
& UsB @ 1cHs (IDE)

LsiL fault SCSI,

D Shared Folders @ S IR )

& Buslogic (5C51)
EI User Interface @ 182073 (Floppy)

@ Lsilogic 5AS (5AS)

@& uss

£ e o)

Q,& virtio-scsi

Cancel Help

FIGURE 2-11. Add Storage Controller

Controller: PIIX4 appears on the Storage Devices list.

b. Click the controller and change the Name attribute to IDE.
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(2 Windaows - Settings - O *

General Storage

System Storage Devices Attributes
MName: |IDE | I

Display
Type: |PIIX4 ~

() Storage Use Host IO Cache

Audio

MNetwork

Serial Ports
UsB

Shared Folders

User Interface

AODSPaeENE N

e @

Cancel Help

FIGURE 2-12. Controller IDE

c. Select Use Host I/O Cache.

d. Nextto Controller: PIIX4, click [&} to create a virtual hard disk.




Virtual Analyzer Image Preparation Tool User's Guide

The Hard Disk Selector window appears.

windows - Hard Disk Selector — O *
Medium Selector
Add Create  Refresh
MName Virtual Size Actual Size
v Attached
windwos.vdi 35.00 GB 2.00MB
Search By Name |¢§a @
Choose Cancel

FIGURE 2-13. Hard Disk Selector

Select the virtual hard disk file that you previously created and click
Choose.

Click the hard drive you created and verify the Hard Disk attribute
is set to IDE Primary Device 0.
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{2} sata_En_win11en_21H2_offices_2021_abDC_JRES_x64 - Settings - m] =
E General Storage
System Storage Devices Attributes
@ Controller: PITX4 I Hard Disk: | IDE Primary Device 0 e @,
@ Display
B Windows_. vdi [ Solid-state Drive
Storage Information
X Type (Format): Mormal (VDI}
(‘D:l Audio
virtual size:  35.00 GB
[P Network Actual Size: 1101 GB
Details: Dynamically alocated storage
@ Serial Ports Location: E:\Wbax WMs\Windows_\Windows_, vdi
ﬁ Attached to:  Windows (fresh installed)
use Encrypted with key: —
lj Shared Folders
E User Interface
@

Cancel Help

FIGURE 2-14. IDE Primary Device 0

g. Click Controller: PIIX4 and then click {gi to create an optical drive.

h. Inthe Optical Disk Selector window, click Leave Empty.
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Windows - Optical Disk Selector - [m] X

Medium Selector

@0 @

Add Create = Refresh

MName Virtual Size

Attached
Not Attached

< >

Search By Name |Q @

Choose Leave Empty Cancel

FIGURE 2-15. Optical Disk Selector

i.  Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.
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{2 Windows - Settings - O X
E General Storage
System Storage Devices Attributes
IEI Dl @ Controller: PIIX4 Optical Drive: | IDE Secondary Device 0 ~ @
e Windows_.vdi [ Live cojovD
Storage @ Empty Information
(‘D] Audio TY_DE: B
Size: —

@ Metwork Location: —
Attached to: —

@ Serial Ports

& UsSE

l___l Shared Folders

EI User Interface

)

Cancel Help

FIGURE 2-16. IDE Secondary Device 0

Click (=) and select Choose/Create a Virtual Optical Disk...

e

k. Select the ISO file containing the operating system installer.
The ISO file appears as an available device.

You should only have one Controller: PIIX4 listed under Storage
Devices. If there are any other controllers listed, remove the extra
controllers.

20. (Optional) Go to Audio and verify that Enable Audio is selected.
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{2} Windows - Settings = O x

E General Audio

System Enable Audio

IE ) Host Audio Driver: |Default v
Display
Audio Controller: |Intel HD Audio  ~

Storage

g Extended Features: Enable Audio Cutput

(D] Audio [ Enable Audio Input
@ MNetwork
@ Serial Ports
ﬁ UsB
lj Shared Folders
EI User Interface

FIGURE 2-17. Audio Options Settings

21. Goto USB.
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{2} Windows - Settings = O x
E General usB
System Enable USE Controller

(®) USB 1.1 (OHCI) Contraller

() USB 2.0 (OHCI + EHCI) Controller
Storage (O USB 3.0 (xHCT) Controller

USE Device Filters

Display

Audio

MNetwork

BB

Serial Ports

USE

Shared Folders

User Interface

WAL R Ol |

FIGURE 2-18. USB Settings
22. Select Enable USB Controller.
23. Select USB 1.1 (OHCI) Controller.

24. Go to Shared Folders and verify that no folders are shared.
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{2} Windows - Settings = O x

E General Shared Folders

System Shared Folders

MName  Path Access  Auto Mount At IE
Machine Folders

Display
Storage
Audio
MNetwork
Serial Ports
UsB

Shared Folders

B} TSR R Ol |

User Interface

FIGURE 2-19. Shared Folders Settings

25. Click OK.

26. On the VirtualBox Manager screen, click ;ﬁ to power on the image.
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¥ Oracle VM VirtualBox Manager - O X

File Machine Help

o n
B
%8 Tools { §|:||||:| ‘{3}' ':<<>-
Discard § Start

New  Add Settings

ind - | General =) preview
@ Powered Off = Mame: windows
Operating System:  Windows 11 (64-bit)
E‘ System

Base Memory: 20438 MB

Boot Order: Floppy, Optical, Hard Disk

TPM Type: v2.0

EFT: Enabled

Acceleration:  Mested Paging, Hyper-V
Paravirtualization

[H pisplay

Video Memory: 128 MB
Graphics Controller: VBoXSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage

Controller: AHCT
SATA Port 0: windwos. vdi (Normal, 35.00 GB)
SATA Port 1: [Optical Drive] Empty

o Audio

Host Driver: Default
Controller:  Intel HD Audio

= Hetwork
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

£ usB

FIGURE 2-20. VirtualBox Manager

The installation process starts.

27. Follow the on-screen instructions to install the guest operating system.
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*4 Windows Setup

&R Windows’

nglish (United States) -
E1Y English (United States) -

Enter your language and other preferences and click "Next” to continue.

erved

FIGURE 2-21. Operating System Installation Process

28. Install Microsoft Office and other required software to achieve
satisfactory detection results.

- Important
L") Verify there is at least 3072 MB free virtual disk space on the virtual
machine to ensure normal operation of Virtual Analyzer.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.

* Modifying the Virtual Machine Environment (Windows XP and Windows
Server 2003) on page 2-29
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+ Modifying the Virtual Machine Environment (All Other Supported Windows
Versions) on page 2-31

Modifying the Virtual Machine Environment (Windows XP and
Windows Server 2003)

Procedure

1. Open a Command Prompt window (cmd.exe) using an account with
administrator privileges.

2. Perform the following tasks:

TAsK STEPS

Set the "Administrator" Type net user "Administrator" 1111.
logon password to "1111".

Configure automatic logon a. Type the following commands:
from the “Administrator”
« REG ADD

account. .
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

Note NT\CurrentVersion\Winlogon" /v
:ﬁ DefaultUserName /t REG_SZ /d

The logon prompt
gonp P Administrator /f

is bypassed and
the “Administrator” *+ REG ADD

. "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
account is N

. t\Windows
automatically used NT\CurrentVersion\Winlogon" /v
to log on to the DefaultPassword /t REG_SZ /d 1111 /f
system every time
ystet yhm « REG ADD
the virtual machine "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
starts. t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f

b. Restart theimage.
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TAsK STEPS

ﬁ Note

No logon prompt is displayed and the

“Administrator” account is automatically used to
log on.

‘j’ Administrator

Internet ___) My Documents
Internet Explorer
(|| E-mail
Microsoft Office Qutlook,
\3 e
e windaws Media Player

‘,ﬂ ‘windaws Messenger

Eb My Recent Documents
_3 My Pictures

_-_'_'/ My Music

g! My Computer

E Control Panzl

@ Set Program Access and
Defaults

Microsoft Office Excel 2003

;_é Printers and Faxes

@ Tour Windaws XP @) Help and Support
b | Files and Settings Transfer ’.) Search
Wizard
=7 Run...

All Programs D

S ‘ ‘ Turn OFfF Computer

FIGURE 2-22. Windows XP Administrator
Account

View all user accounts.

Type net user.

Delete non-built-in user
accounts one at a time.

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters

with an active link

Typewmic nic where "netconnectionstatus=2"
get netconnectionid /value.
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TAsK STEPS

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all | Type netsh interface ip show config

installed network adapters . . .
The configuration of all installed network adapters

displays. Verify that the value for DHCP enabled: is Yes.

Configure a network Type netsh +interface ip set address
adapter to use DHCP name="<network adapter>" dhcp.

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall. Type netsh firewall set opmode mode=DISABLE.

ﬁ Note

Windows Firewall slows down the installation of

Virtual Analyzer Sensors.

3. Restart the virtual machine.

Modifying the Virtual Machine Environment (All Other Supported
Windows Versions)

Procedure

1. OpenaCommand Prompt window (cmd . exe) using an account with
administrator privileges.

2. Perform the following tasks:

TAsK STEPS

Enable the “Administrator” | Type net user “Administrator” /active:yes.
account
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TAsK

STEPS

account

Set the logon password
for the “Administrator”

to “1111”

Type net user "Administrator" 1111.

account

Configure automatic logon
from the administrator

4

Note

Each time the
image starts, the
logon prompt is
bypassed and

the “Administrator”
accountis
automatically used
to log on to the
system.

a. Type the following commands:

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultPassword /t REG_SZ /d 1111 /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f
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TAsK STEPS

ﬁ Note
In Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows
Server 2016, Windows Server 2019,
and Windows Server 2022, launch
the Local Security Policy snap-in
(secpol.msc) to disable the Password
must meet complexity requirements
Local Security Setting.

B LocalSecurity Pliy B |

FIGURE 2-23. Disable Password must
meet complexity requirements

» Restart the image.
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TAsK

STEPS

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

i 2

—

.II Getting Started

! Connect to a Projector
% Remote Desktop Connection
>

Sticky Motes

6& Snipping Toal
5

| Calculator

a ‘[ Paint

il XPSViewer

Pictures

Music

Panel
Devices and Printers

2§ Windows Fax and Scan
&5y Windows Fax Default Programs

T
Micrasoft Office Waord 2003 e

> AllPrograms

‘ Search programs and files pel

Eme . o

FIGURE 2-24. Windows 7 Administrator
Account

View all user accounts

Type net user.

Delete non-built-in user
accounts one at a time

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters
with an active link

Typewmic nic where "netconnectionstatus=2"
get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all
installed network adapters

Type netsh interface ip show config.

The configuration of all installed network adapters
displays. Verify that the value for DHCP enabled: is Yes.
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TAsK

STEPS

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall

Type netsh advfirewall set allprofiles state
off.

j Note

Windows Firewall slows down the installation of

Virtual Analyzer Sensors.

(Optional) Install Adobe
Flash in Windows Server
2016 and Windows Server
2019

For Windows Server 2016: Type C:\> dism /online /
add-package /
packagepath:”C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.14393.0.

”»

For Windows Server 2019: Type C:\> dism /online /
add-package /
packagepath:"C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.17763.1.
mum"

Perform the following tasks using the Windows graphical user interface:
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TAsK

STEPS

Configure AutoPlay

a. Open the Windows Start menu, type Control
Panel into the search box and press ENTER.

. In the Control Panel, go to Hardware and Sound >
AutoPlay.

S
G sewre andgames Install o unprogre o yourmeia g

FIGURE 2-25. AutoPlay

c. For Software and games, select Install or run
program from your media.

d. Click Save.
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TAsK

STEPS

Configure default web
browser on Windows 10/11

The Virtual Analyzer supports both Microsoft Edge
(Chromium) and Internet Explorer. One of these browsers
must be manually set as the default web browser in
Windows 10/11 before running the Virtual Analyzer. To
configure the default web browser, perform the following:

ﬁ Note

The Virtual Analyzer does not support Microsoft
Edge Legacy. You can quickly check which version

of Microsoft Edge is installed by comparing the
icon:

+ Microsoft Edge (Chromium): c

« Microsoft Edge Legacy: e

a. Open the Windows Start menu, type Default apps
and press ENTER.

b. Under Web browser, select the current web browser.

Settings - o X
@ Home Default apps
Photo viewer

Photos
Apps
i=  Apps & features Video player

= Movies & TV
| = Defautt apps

ML Offline maps

Web browser

B Apps for websites Microsoft Edge

D Video playback

Reset to the Microsoft recommended defaults
= Startup

Reset

FIGURE 2-26. Default apps

c. Inthe Choose an app context menu, select Internet
Explorer or Microsoft Edge.
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TAsK

STEPS

d. If the Before you switch dialog appears, select
Switch anyway.

(Optional) Change the
display resolution

Trend Micro recommends settings the screen resolution to
atleast 1152 x 864 to avoid triggering the anti-virtual
machine functions of some malware.

a. Open the Windows Start menu, type Display
settings and press ENTER.

b. Under Resolution, select 1152 x 864 or any higher
resolution.

c. Inthe prompt that appears, click Keep changes.

4. For Windows 11 21H2 and 23H2, perform the following tasks using the
Windows graphical user interface:




Windows OVA File Creation Using New Virtual Machine Images

TAsK STEPS

Disable Tamper Protection

Important

@ Tamper Protection must be disabled to ensure
normal operation and performance of Virtual
Analyzer.

a. Open the Windows Start menu, type Windows
Security into the search box and press ENTER.

b. In Windows Security, go to Virus & threat protection.

Windows Security - 0 X

Security at a glance

& ecurity and health of your device

o)

)

o (J s =

o . .

Virus & threat protection Account protection App & browser control

- No action needed No action needed Smartscreen for Microsoft Edge

52 N is off. Your device may be
vulnerable

&

o Turn on
Dismiss

FIGURE 2-27. Windows Security
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TAsK

STEPS

¢. Under Virus & threat protection, click Manage
settings.

Whraomrs Swcudiy

.
T} Virus & threat protection

@
[ o Currerit threats

& .

=]

=

= ek e

»

fan

“a Virus & threat protection settings

B £l

FIGURE 2-28. Virus & Threat Protection

. Turn Tamper Protection off.

Windows Security

Tamper Protection
Prevents others from tampering with important security features.

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

@Oﬂ

Learn more

g ®

(o

FIGURE 2-29. Tamper Protection
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TAsK STEPS

(Optional) Disable Windows a. Open the Windows Start menu, type msconfiginto
Defender Antivirus the search box and press ENTER.

b. In the System Configuration window, go to the Boot
tab.

c. Under Boot options, enable Safe boot and select
Minimal.

B System Configuration X

General Boot  Services Startup Tools

Adyanced cptians...

Boot options Timeout:
B5=febost (Do GUI baot 0 seconds
O Minimal [ Boot log
() Alternate shell () Base video
() Active Directory repair [0 05 boot information [[IMake all baot settings

-~ ermanent
O Network P

Carce ey e

FIGURE 2-30. System Configuration - Boot
d. Click OK.
Windows 11 prompts to restart now. Click Restart.

e. After the Windows 11 virtual machine restarts,
run Command Prompt (cmd.exe) with administrator
privileges and run the following commands.

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\Sense" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdBoot" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
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TAsK

STEPS

trolSet\Services\WdFilter" /v
Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisDrv" /v

Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisSvc" /v

Start /t REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WinDefend" /v
Start /t REG_DWORD /d 4 /f

. Open the Windows Start menu, type msconfiginto

the search box and press ENTER.

. In the System Configuration window, go to the Boot

tab.

. Under Boot options, disable Safe boot and click OK.

Windows 11 prompts to restart now. Click Restart.

i. After the Windows 11 virtual machine restarts, open

the Windows Start menu, type Task Scheduler into
the search box and press ENTER.

j. Inthe Task Scheduler window, go to Microsoft >

Windows > Windows Defender.
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5.

TASK STEPS
k. Disable all Windows Defender tasks.
(® Task Scheduler
File Action View Help
| zm
::EE::EO"MEW“”' Status Triggers Next R
1 usB [&] Windows Defender Cache Maintenance
1 User Profile Service indows Defender Cleanup
| WaaSMedic indows Defender Scheduled Scan
7 wem indows Defender Verification
| WDI
| Windows Activation Te
| Windows Defender
| Windows Error Reporti
| Windows Filtering Plat
| Windows Media Sharit
FIGURE 2-31. Task Scheduler
(Optional) Disable startup a. Open the Windows Start menu, type Task Manager
applications and press ENTER.

. In Task Manager, go to the Startup tab.
. Disable the following applications. To disable, right-

click the name of the application and select Disable.
« Cortana
« Java Update Scheduler
+ Microsoft Edge
« Windows Security notification icon

« Windows Terminal

(5 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Senvices

Last BIOS time: 3.3 seconds

Name Publisher Status Startup impact
M cortana Microsoft Corporation Disabled None
Java Update Scheduler Oracle Corporation Disabled Medium
© Microsoft Edge Microsoft Corporation Disabled None
@ Windows Security notificati...  Microsoft Corporation  Disabled None
B Windouws Terminal Microsoft Corporation Disabled None

FIGURE 2-32. Task Manager

Restart the virtual machine.
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Reducing the Size of VirtualBox Disk Images

Procedure

1.
2.

Uninstall unnecessary applications and optional Windows components.
Run Disk Cleanup to free up space on the hard disk.

The utility searches for files and data that you can safely delete,
including:

+ Temporary Windows and Internet files
« ActiveX controls, Java applets, and other downloaded program files
+ Files in the Recycle Bin

For details, see the Microsoft
Help: http://windows.microsoft.com/en-us/windows/delete-files-using-
disk-cleanup#delete-files-using-disk-cleanup=windows-7.

Use Deployment Image Servicing and Management (DISM) to free up
space on the hard disk.

DISM is a command-line utility that can be used to free up disk space by
managing the Windows Component Store (WinSxS directory).

For details, see the Microsoft Developer resource
website: https://msdn.microsoft.com/en-us/windows/hardware/

commercialize/manufacture/desktop/clean-up-the-winsxs-folder

a. Open a Command Prompt window.

ﬁ Note

Depending on the Windows version, not all of the following

commands may be supported.

b. Typedism /Online /Cleanup-Image /SPSuperseded.

c. Typedism /Online /Cleanup-Image /
StartComponentCleanup /ResetBase.



http://windows.microsoft.com/en-us/windows/delete-files-using-disk-cleanup#delete-files-using-disk-cleanup=windows-7
http://windows.microsoft.com/en-us/windows/delete-files-using-disk-cleanup#delete-files-using-disk-cleanup=windows-7
https://msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/clean-up-the-winsxs-folder
https://msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/clean-up-the-winsxs-folder
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4. Download SDelete and then zero out the free space on the hard disk.

SDelete is a free command-line utility that securely deletes existing files
and permanently erases file data in unallocated clusters of a disk. The
utility can also ensures that even encrypted files cannot be recovered by
overwriting all addressable locations with new and random characters.

a. Download sdelete.zip from the Windows Sysinternals website:
https://technet.microsoft.com/en-us/sysinternals/sdelete.aspx

b. Extract sdelete.exe.
Open a Command Prompt window.
d. Go to the folder that contains sdelete.exe.
e. Typesdelete -z [drive letter].
SDelete zeroes the free space on the hard disk.
5. Shut down the virtual machine.
6. Open a Command Prompt window on the host system.

7. Type"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe"
modifyhd [path\[vm_name.vdi] --compact.

The virtual hard disk drive size is reduced.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

Q Important
L/ Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.



https://technet.microsoft.com/en-us/sysinternals/sdelete.aspx
https://docs.trendmicro.com/en-us/home.aspx#Enterprise
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Procedure

1. On the VirtualBox Manager screen, power off the virtual machine.

a Note

Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and click Next.
The Appliance settings screen appears.

4. Configure the following:

* File: Accept the default name and path or click || to select a
different file.

« Format: Select OVF 1.0.

Q Important
.2’ Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

« MAC Address Policy: Select Include only NAT network adapter
MAC addresses.

5. Click Next.
The Virtual system settings screen appears.

6. Verify that the License field is empty and then click Export.

VirtualBox creates the OVA file.




) TREND:

Chapter 3

Windows OVA File Creation Using
Converted Virtual Hard Disk Drives

Learn how to prepare and import an Windows OVA file in the following
topics:

+ Modifying the Virtual Machine Environment on page 3-8
* Exporting Virtual Machine Images on page 3-26
* Converting VMware ESXi Virtual Hard Disk Drives on page 3-33

* Creating Virtual Machine Images Using Converted Virtual Hard Disk Drives
on page 3-40

* Configuring Virtual Machine Images on page 3-59

Exporting Virtual Machine Images to OVA Files on page 3-64
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Creating Windows OVA Files Using Converted
Virtual Hard Disk Drives

Procedure
1. Prepare Adobe Reader.
For details, see Preparing Adobe Reader on page 3-7
2. Modify the environment of the virtual machine image.
For details, see Modifying the Virtual Machine Environment on page 3-8.
3. Export the virtual machine image.
For details, see Exporting Virtual Machine Images on page 3-26.

4. Convert the virtual hard disk drive of the exported image to the
VirtualBox format.

For details, see Converting VMware ESXi Virtual Hard Disk Drives on page
3-33.

5. Create a new virtual machine image using the converted virtual hard
disk drive.

For details, see Creating Virtual Machine Images Using Converted Virtual
Hard Disk Drives on page 3-40.

6. Configure the new virtual machine image.
For details, see Configuring Virtual Machine Images on page 3-59.
7. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
3-64.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.
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ﬂ Note

Operating system, Office suite, and third-party software support may change
or end without prior notice from Trend Micro due to specification, license
model, and lifecycle changes.

TABLE 3-1. Required Applications

SOFTWARE DESCRIPTION

Operating system | Virtual Analyzer supports the following operating systems:

Windows XP, Windows 7, Windows 8/8.1, Windows 10 Version 22H2 and
before, Windows 11 Version 21H2 and 23H2, Windows Server 2003/2003
R2, Windows Server 2008/2008 R2, Windows Server 2012/2012 R2,

Windows Server 2016, Windows Server 2019, and Windows Server 2022.

O Important
N Package the installer as an ISO file.

Activate Windows with a valid product key after the tool

has validated and modified virtual machine settings. Do not
activate Windows before that.

Use a computer name that reflects your organizations'
naming scheme.

Disable automatic updates.

Trend Micro recommends using the English version of the
listed operating systems.

For Windows 7 and Windows Server 2008 R2, updates
KB4474419 and KB4490628 must be installed.

Virtual Analyzer does not support Windows 11 Version 22H2
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SOFTWARE

DESCRIPTION

Office suite

Virtual Analyzer supports the following office suites:

Office 2003 (32-bit), Office 2007 (32-bit), Office 2010 (32-bit and 64-bit),
Office 2013 (32-bit and 64-bit), Office 2016 (32-bit and 64-bit), Office 2019
(32-bit and 64-bit), and Office 2021 (32-bit and 64-bit)




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

SOFTWARE

DESCRIPTION

o

Important

« For Office 2007 and after, Microsoft Word, Microsoft Excel,
Microsoft PowerPoint, and Microsoft Publisher must be
installed.

« Activate Microsoft Office with a valid product key after the
tool has validated and modified virtual machine settings.
Do not activate Microsoft Office before that.

« After installation, open all Microsoft Office applications and
verify that the main editing screen is displayed. If any
confirmation dialog or welcome screen displays, make any
selection to close the screen and display the main editing

screen.
Welcome to Microsoft Office 2010 =
Help Protect and Improve Microsoft Office -a.0Officeé

Use Recommended Settings
Instal important and recommendsd updates for Office, Windaws and other Microsoft softuare. Offer me new optonal Office and

Microsaft software, check online for solutons to problems, dawnload fles to help Micrasoft diagnase system prablems, automaticaly
update Office content, 2nd help improve Office,

o Install Updates Only

Install mportant and recommended Updstes for Office, Windows and other Mirosoft software. Offer me new aptionsl Office and
Microsoft software.

e Don't make changes

Cheosing this option could expose your computer to seaurity threats,

Get on how to turn these settings on and off
Some information might be sent to Microsoft. This information is not used to identify or contact you.
Read our privacy statement.

FIGURE 3-1. Help Protect and Improve Microsoft Office

» Verify that your license allows you to virtualize the
applications. For details, see https://support.office.com.

+ Disable automatic updates.

« Enable macros. For details, see Enable or disable macros in
Office files



https://support.office.com
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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SOFTWARE

DESCRIPTION

Internet Browser

Virtual Analyzer supports the following internet browsers:

Microsoft Edge (Chromium-based version), Internet Explorer

= Important
-

« The default browser must be set to a supported internet browser.

« For Windows 8.1 and before, the tool will automatically configure
Internet Explorer as the default browser.

« For Windows 10 and after, the default browser must be configured
manually before the tool is used to validate the image.

« Virtual Analyzer does not support Microsoft Edge Legacy (EdgeHTML
version).

Adobe Reader

Install the version of Adobe Reader that is most widely used in your
organization. To download the most current version of Adobe Reader, go
to http://www.adobe.com/downloads/.

If you do not install Adobe Reader, Virtual Analyzer:

« Installs Adobe Reader 8, 9, and 11 on all Windows XP and Windows
Server 2003/2003 R2 images during importing.

« Installs Adobe Reader 9, 11, and DC on all Windows 7 and newer
images during import.

« Uses all versions during analysis.

WARNING!
A This consumes additional computing resources.

Configure Adobe Reader to manually check for and install updates.
For details, see https://helpx.adobe.com/acrobat/kb/reader-acrobat-
updater-settings.html.

.NET Framework

Install .NET Framework 3.5 or later if the operating system is Windows XP
or Windows Server 2003.



http://www.adobe.com/downloads/
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
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ﬂ Note

Trend Micro recommends installing the following software on the virtual
machine to improve detection results.

« .NET Framework 4.0 in addition to .NET Framework 3.5
 Java SE Runtime Environment 8

« LibreOffice 6.4.7 or later, with macro security level set to low

= Important
-

+ Do not install VMware tools to avoid triggering the anti-virtual machine

functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.

Preparing Adobe Reader

Perform the following steps if Adobe Reader is installed on the virtual
machine.

Procedure
1. Disable automatic updates.

For details, see https://helpx.adobe.com/enterprise/kb/disable-auto-
updates-application-manager.html.

2. Install the necessary Adobe Reader language packs so that Virtual
Analyzer can process files authored in languages other than those
supported in your native Adobe Reader.

For example, if you use the English version of Adobe Reader and you
expect to analyze files authored in East Asian languages, install the
Asian and Extended Language Pack.

3. Start Adobe Reader.



https://helpx.adobe.com/enterprise/kb/disable-auto-updates-application-manager.html
https://helpx.adobe.com/enterprise/kb/disable-auto-updates-application-manager.html
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Q Important
"’ Perform this step before exporting the virtual machine.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.

+ Modifying the Virtual Machine Environment (Windows XP and Windows
Server 2003) on page 3-8

« Modifying the Virtual Machine Environment (All Other Supported Windows
Versions) on page 3-11

« Uninstalling VMware Tools on page 3-24

Modifying the Virtual Machine Environment (Windows XP and
Windows Server 2003)

Procedure

1. OpenaCommand Prompt window (cmd . exe) using an account with
administrator privileges.

2. Perform the following tasks:

TASK STEPS

Set the "Administrator" Type net user "Administrator" 1111.
logon password to "1111".

Configure automatic logon a. Type the following commands:
from the “Administrator”
* REG ADD
account. .
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f
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TASK STEPS
Note « REG ADD
éi "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
The logon prompt t\Windows
is bypassed and NT\CurrentVersion\Winlogon" /v
the “Administrator” DefaultPassword /t REG_SZ /d 1111 /f
accountis « REG ADD
automatically used "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof

t\Windows
NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f

to log on to the
system every time
the virtual machine

starts. b. Restart the image.
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TAsK STEPS

ﬁ Note

No logon prompt is displayed and the

“Administrator” account is automatically used to
log on.

‘j’ Administrator

Internet ___) My Documents
Internet Explorer
(|| E-mail
Microsoft Office Qutlook,
\3 e
e windaws Media Player

‘,ﬂ ‘windaws Messenger

Eb My Recent Documents
_3 My Pictures

_-_'_'/ My Music

g! My Computer

E Control Panzl

@ Set Program Access and
Defaults

Microsoft Office Excel 2003

;_é Printers and Faxes

@ Tour Windaws XP @) Help and Support
b | Files and Settings Transfer ’.) Search
Wizard
=7 Run...

All Programs D

S ‘ ‘ Turn OFfF Computer

FIGURE 3-2. Windows XP Administrator
Account

View all user accounts.

Type net user.

Delete non-built-in user
accounts one at a time.

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters

with an active link

Typewmic nic where "netconnectionstatus=2"
get netconnectionid /value.
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3.

TAsK

STEPS

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all
installed network adapters

Type netsh interface ip show config

The configuration of all installed network adapters
displays. Verify that the value for DHCP enabled: is Yes.

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp.

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall.

Type netsh firewall set opmode mode=DISABLE.

ﬁ Note
Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

Uninstall VMware Tools.

For details, see Uninstalling VMware Tools on page 3-24.

Restart the virtual machine.

Modifying the Virtual Machine Environment (All Other Supported
Windows Versions)

Procedure

1.

2.

Open a Command Prompt window (cmd . exe) using an account with

administrator privileges.

Perform the following tasks:

TAsK

STEPS

Enable the “Administrator”

account.

Type net user “Administrator” /active:yes.
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TAsK

STEPS

Set the logon password
for the “Administrator”
accountto “1111”.

Type net user "Administrator" 1111.

Configure automatic logon
from the administrator
account.

4

Note

Each time the
image starts, the
logon prompt is
bypassed and

the “Administrator”
accountis
automatically used
to log on to the
system.

a. Type the following commands:

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultPassword /t REG_SZ /d 1111 /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f
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TAsK STEPS

ﬁ Note
In Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows
Server 2016, Windows Server 2019,
and Windows Server 2022, launch
the Local Security Policy snap-in
(secpol.msc) to disable the Password
must meet complexity requirements
Local Security Setting.

B LocalSecurity Pliy B |

FIGURE 3-3. Disable Password must

meet complexity requirements

» Restart the image.
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TAsK

STEPS

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

i 2

—

.II Getting Started

! Connect to a Projector
% Remote Desktop Connection
>

Sticky Motes

6& Snipping Toal
5

| Calculator

a ‘[ Paint

il XPSViewer

Pictures

Music

Panel
Devices and Printers

2§ Windows Fax and Scan
&5y Windows Fax Default Programs

T
Micrasoft Office Waord 2003 e

> AllPrograms

‘ Search programs and files pel

Eme . o

FIGURE 3-4. Windows 7 Administrator Account

View all user accounts.

Type net user.

Delete non-built-in user
accounts one at a time.

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters
with an active link

Typewmic nic where "netconnectionstatus=2"
get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all
installed network adapters

Type netsh interface ip show config.

The configuration of all installed network adapters
displays. Verify that the value for DHCP enabled: is Yes.
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TAsK

STEPS

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall.

Type netsh advfirewall set allprofiles state
off.

j Note

Windows Firewall slows down the installation of

Virtual Analyzer Sensors.

(Optional) Install Adobe
Flash in Windows Server
2016 and Windows Server
2019

For Windows Server 2016: Type C:\> dism /online /
add-package /
packagepath:”C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.14393.0.

”»

For Windows Server 2019: Type C:\> dism /online /
add-package /
packagepath:"C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.17763.1.
mum"

Perform the following tasks using the Windows graphical user interface:
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TAsK

STEPS

Configure AutoPlay

a. Open the Windows Start menu, type Control
Panel into the search box and press ENTER.

. In the Control Panel, go to Hardware and Sound >
AutoPlay.

Installor unprogam rom yourmeda

FIGURE 3-5. AutoPlay

c. For Software and games, select Install or run
program from your media.

d. Click Save.
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TAsK

STEPS

Configure default web
browser on Windows 10/11

The Virtual Analyzer supports both Microsoft Edge
(Chromium) and Internet Explorer. One of these browsers
must be manually set as the default web browser in
Windows 10/11 before running the Virtual Analyzer. To
configure the default web browser, perform the following:

ﬁ Note

The Virtual Analyzer does not support Microsoft
Edge Legacy. You can quickly check which version

of Microsoft Edge is installed by comparing the
icon:

+ Microsoft Edge (Chromium): c

« Microsoft Edge Legacy: e

a. Open the Windows Start menu, type Default apps
and press ENTER.

b. Under Web browser, select the current web browser.

Settings - o X
@ Home Default apps
Photo viewer

Photos
Apps
i=  Apps & features Video player

= Movies & TV
| = Defautt apps

ML Offline maps

Web browser

B Apps for websites Microsoft Edge

D Video playback

Reset to the Microsoft recommended defaults
= Startup

Reset

FIGURE 3-6. Default apps

c. Inthe Choose an app context menu, select Internet
Explorer or Microsoft Edge.
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TAsK

STEPS

d. If the Before you switch dialog appears, select
Switch anyway.

(Optional) Change the
display resolution

Trend Micro recommends settings the screen resolution to
atleast 1152 x 864 to avoid triggering the anti-virtual
machine functions of some malware.

a. Open the Windows Start menu, type Display
settings and press ENTER.

b. Under Resolution, select 1152 x 864 or any higher
resolution.

c. Inthe prompt that appears, click Keep changes.

Uninstall VMware Tools.

For details, see Uninstalling VMware Tools on page 3-24.

4. For Windows 11 21H2 and 23H2, perform the following tasks using the
Windows graphical user interface:
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TAsK STEPS

Disable Tamper Protection

Important

@ Tamper Protection must be disabled to ensure
normal operation and performance of Virtual
Analyzer.

a. Open the Windows Start menu, type Windows
Security into the search box and press ENTER.

b. In Windows Security, go to Virus & threat protection.

Windows Security - 0 X

Security at a glance

& ecurity and health of your device

o)

)

o (J s =

o . .

Virus & threat protection Account protection App & browser control

- No action needed No action needed Smartscreen for Microsoft Edge

52 N is off. Your device may be
vulnerable

&

o Turn on
Dismiss

FIGURE 3-7. Windows Security
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TAsK

STEPS

¢. Under Virus & threat protection, click Manage
settings.

Whraomrs Swcudiy

.
T} Virus & threat protection

@
[ o Currerit threats

& .

=]

=

= ek e

»

fan

“a Virus & threat protection settings

B £l

FIGURE 3-8. Virus & Threat Protection

. Turn Tamper Protection off.

Windows Security

Tamper Protection
Prevents others from tampering with important security features.

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

@Oﬂ

Learn more

g ®

(o

FIGURE 3-9. Tamper Protection
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TAsK STEPS

(Optional) Disable Windows a. Open the Windows Start menu, type msconfiginto
Defender Antivirus the search box and press ENTER.

b. In the System Configuration window, go to the Boot
tab.

c. Under Boot options, enable Safe boot and select
Minimal.

B System Configuration X

General Boot  Services Startup Tools

Adyanced cptians...

Boot options Timeout:
B5=febost (Do GUI baot 0 seconds
O Minimal [ Boot log
() Alternate shell () Base video
() Active Directory repair [0 05 boot information [[IMake all baot settings

-~ ermanent
O Network P

Carce ey e

FIGURE 3-10. System Configuration - Boot
d. Click OK.
Windows 11 prompts to restart now. Click Restart.

e. After the Windows 11 virtual machine restarts,
run Command Prompt (cmd.exe) with administrator
privileges and run the following commands.

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\Sense" /v Start /t
REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdBoot" /v Start /t
REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
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TAsK

STEPS

trolSet\Services\WdFilter" /v
Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisDrv" /v

Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisSvc" /v

Start /t REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WinDefend" /v
Start /t REG_DWORD /d 4 /f

. Open the Windows Start menu, type msconfiginto

the search box and press ENTER.

. In the System Configuration window, go to the Boot

tab.

. Under Boot options, disable Safe boot and click OK.

Windows 11 prompts to restart now. Click Restart.

i. After the Windows 11 virtual machine restarts, open

the Windows Start menu, type Task Scheduler into
the search box and press ENTER.

j. Inthe Task Scheduler window, go to Microsoft >

Windows > Windows Defender.
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5.

TASK STEPS
k. Disable all Windows Defender tasks.
(® Task Scheduler
File Action View Help
| zm
:: EE::EO"MEW“”' Status Triggers Next R
1 usB [&] Windows Defender Cache Maintenance
1 User Profile Service indows Defender Cleanup
| WaaSMedic indows Defender Scheduled Scan
7 wem indows Defender Verification
| WDI
| Windows Activation Te
| Windows Defender
| Windows Error Reporti
| Windows Filtering Plat
| Windows Media Sharit
FIGURE 3-11. Task Scheduler
(Optional) Disable startup a. Open the Windows Start menu, type Task Manager
applications and press ENTER.

. In Task Manager, go to the Startup tab.
. Disable the following applications. To disable, right-

click the name of the application and select Disable.
« Cortana
«+ Java Update Scheduler
+ Microsoft Edge
« Windows Security notification icon

« Windows Terminal

(5 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Senvices

Last BIOS time: 3.3 seconds

Name Publisher Status Startup impact
M cortana Microsoft Corporation Disabled None
Java Update Scheduler Oracle Corporation Disabled Medium
© Microsoft Edge Microsoft Corporation Disabled None
@ Windows Security notificati...  Microsoft Corporation  Disabled None
B Windouws Terminal Microsoft Corporation Disabled None

FIGURE 3-12. Task Manager

Restart the virtual machine.
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Uninstalling VMware Tools

VMware Tools will attempt to connect to a VMware ESXi host, which might
prevent VirtualBox from importing the virtual machine image.

Procedure
1. Go to Start > Control Panel.
The Control Panel screen appears.

2. Check the list of installed programs.

+ For Windows XP and Windows Server 2003, click Add or Remove
Programs.

« For other supported Windows and Windows Server versions, go to
Programs > Programs and Features .
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A list of installed programs appears.

® Add or Remove Programs E| @WZ'

—
Ei.f Currenty installed programs: O Show updates Sort by: | Name v
M; | 5 Micrascft NET Framewerk 2.0 Service Pack 1 Size  185.00MB
Prografns §5) Microsoft .NET Framework 3.0 Service Pack 1 Size  245.00M8
% 15! Microsoft NET Framework 3.5 Size  25.02MB
Add b 3 Microsoft Office Erterprise 2007 Size  608.00MB
Programs £13 Microsoft Office Professional Edtion 2003 Size  349.00MB
g §8) Microscit Visual C4-4 2008 Redistributable - x86 9.0.30729.4148 Size  10.19M8
P viware Tools

To change this progranm or ramove it From your computer, cick Changs of Remove,

@’ & Windows Irkerret Explorer 8 Sizé 4.36MB

FIGURE 3-13. Add or Remove Programs (Windows XP)
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[E=SEch ===
@ler; ¢ Ceontrel Panel » Programs » Programs and Features v | ¥y [ search ograms and Features F=)
Conitrol Panel Home . )
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B¢ Turn Windows features on er
Gl Organize v Uninstall = > B
Name : Publizher Inztalled On
8 17-Zip 4 65 9/16/2014
ficresoft ]MET Framewark 4 Client Profile Microsoft Corporation 971772014
ficrosoft NET Framework 4 Extended Micreseft Corporation 9/17/2014

l?} Micresoft Office Enterprise 2007 Microsoft Corporation
€3 Microsoft Office Professional Edition 2003 Microsoft Corporation
"7 Microsoft Visual C+ « 2008 Redistributable - 86 9.0.3...

[WMW!(Q Tools

‘ m »

Viware, Inc. Product version: 8.6.5.11214
Help link A AT n

FIGURE 3-14. Add or Remove Programs (Windows 7)

3. Select VMware Tools and then click Remove (Windows XP or Windows
Server 2003) or Uninstall (Other supported Windows and Windows
Server versions).

4. Click Yes to uninstall VMware Tools.

5. Click Yes to restart Windows.

VMware Tools is uninstalled.

Exporting Virtual Machine Images

You must verify and modify some settings before exporting a virtual
machine image from VMware ESXi or Workstation.

» Verifying Virtual Machine Settings on VMware Workstation on page 3-27

* Exporting Virtual Machine Images on VMware ESXi on page 3-29
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* Converting VMware ESXi Virtual Hard Disk Drives on page 3-33

Verifying Virtual Machine Settings on VMware Workstation

Procedure
1. Shut down the virtual machine.
2. Inthe left pane, right-click the virtual machine and then select Settings.

The Virtual Machine Settings screen appears.

Virtual Machine Setti

Hardware | Options
Device Summary e
- Memony 512 MB Connected
[ Processors: 1 | Connect at power on
) Hard Disk (IDE) 15G8
) CLyTV'D (IDE) Auto detect Connaction
= Floppy Auto detect )
M Network Adapter  NAT ¢ LF"_'_"” i g
S use Controller  Present | Auto detect -
) Sound Card Auto detect X "
2 P Use 150 image file:
& Display Auto detect v || Erowse...

FIGURE 3-15. Virtual Machine Settings
3. Onthe Hardware tab, verify the following:
« CD/DVD (IDE): Connection is Use physical drive.

« Floppy: Connection is Use physical drive.
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Virtual Machine Setti

5 Memory 512 MB Connected
[ Processors 1 « | Connect at power on

{2 Hard Disk (IDE) 15 GB

, COYIVD (IDE) Auto detect Connection

ClFoppy  Awodetea | physical arhe:

Fig Metwork Adapter  NAT bl (53

@B usBController  Present [Auto detect -
&) Sound Card Auto detect

S Privser Use floppy image file

S Display Auto detect
Create... Browse...

Read-only

FIGURE 3-16. Virtual Machine Settings - Hardware

4. Go to the Options tab and then click General.

5. Inthe right pane, under Working directory, locate the Virtual Machine
Disk (* . vmdK).
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Limoe

Solaris

VMware ESX

Other
Version:

Working directory

C:\sers\adminstrator\Documents\Virual Mod! [ rowse... |

1/ Suspend and snapshat files will be stored here,

Enhanced virtual keyboard
o
£, The VMware keyboard driver is not instalied on the host.

FIGURE 3-17. Working Directory

Exporting Virtual Machine Images on VMware ESXi

Procedure
1. Shut down the virtual machine.

2. Inthe left pane, right-click the virtual machine and then select Edit
Settings.
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[ £)172.22.1.30 - vSphere Client
File Edit View Inwventory Administration Plug-ins Help

g a f Home * & Inventory @ Inventory

Bl EEGDE @D P

5§ 172.22.1.30 Bl coxi 3en_offio =k

& ES)X_win7splen offices_noab ey r: Py
Power v

-
Guest Ve
& Snapshot " hre computer that, like a Virtual Machines o S,
@ Open Console operating system and - Y
E 5!{( ystem instalied on a virtual '.
@ _Edit ings... perating system
Upgrade Virtual Hardware <
— ine 5 an isolated computing i F
Add Permission.. Ctri+P rtual machines as deskiop or n g
Report Performance. s testing environments, or to = o
= pns.
Rename ts. The same nost can run
Openin Mew Window... Ctri+Alt+N 2
Remove from Imventory kl

Delete from Disk

BISICTIENS

| Power on the virtual machine

(» Edit virtual machine settings

Tasks root
L J

FIGURE 3-18. Edit Settings

The Virtual Machine Properties screen appears.
3. On the Hardware tab, verify the following settings:
« CD/DVD drive 1: Client Device

+ Floppy drive 1: Client Device
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~ - Virtual Machine Properties

Hardware | Ootions | Resources |

[ Show Al Devices ad.. | Remove |
Hardware Summary

o8 Memory 512 MB

@A orus 1

B video card Video card

= VMO device Restricted

= Hard disk 1 Wirtual Disk

5 C0/OVD drive 1 Client Device

B Metwork adapter 1 WM Metwork

& Floppy drive 1 Client Device

FIGURE 3-19. Virtual Machine Properties - Hardware

4. Inthe left pane, select the virtual machine and then go to File > Export >
Export OVF Template.
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&) 172.22.1.30 - vSphere Cli - =
File | Edit View Irnventory Administration Plug-ins Help
»
Hoew ¢ nventory
Deploy OVF Template...
Export L Export OVF Template...
Report L Export List..
Browse VA Marketplace... Export Maps...
Print Maps Export System Logs...
N ‘What is a Virtual Machine?
Exit -
A virtual maching is a soffware computer that, ke a Virtusl Machines
physical computer, runs an operating system and — (\-
applications. An operating system instalied on a virtual s k
machine is called a guest operating system
Because every virtual maching s an isolated computing <I\ =
environment, you can use virtual machines as desktop or = o
workstation environments, as testing environments, or 10 =
consolidate server applications
Virtual machines run on hosts. The same host can run
many virtual machines. k |
Basic Tasks
¢ Power on the virtual machine
G Edit virtual machine settings
-
Tasks root
2 4

FIGURE 3-20. OVF Template

The Export OVF Template screen appears.
5. Configure the following settings:

+ Name: Type a name for the virtual machine image.

ﬁ' Note

(Optional) Click the folder icon to change the path of the OVF
template files.

« Format: Select Folder of files (OVF).

; ; Important
Verify that Include image files attached to floppy and CD/DVD devices
in the OVF package is not selected.

6. Click OK.
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Converting VMware ESXi Virtual Hard Disk Drives

VirtualBox does not support the virtual hard disk drive format (x . vmdk) of
VMware ESXi images. Use one of the following tools to convert the disks:

» Using VMware vCenter Converter Standalone on page 3-33

 Using QEMU on page 3-39

Using VMware vCenter Converter Standalone

Procedure

1. Download VMware vCenter Converter
Standalone from https:/my.vmware.com/web/

vmware/info/slug/infrastructure_operations_management/

vmware_vcenter_converter_standalone/5_5#product_downloads.

ﬁ Note

VMware vCenter Converter Standalone 5.0 does not support vCenter

Server and ESXi versions later than 5.0. Download and install a version
later than 5.0.1.

2. Open VMware vCenter Converter Standalone and then click Convert
machine.



https://my.vmware.com/web/vmware/info/slug/infrastructure_operations_management/vmware_vcenter_converter_standalone/5_5#product_downloads
https://my.vmware.com/web/vmware/info/slug/infrastructure_operations_management/vmware_vcenter_converter_standalone/5_5#product_downloads
https://my.vmware.com/web/vmware/info/slug/infrastructure_operations_management/vmware_vcenter_converter_standalone/5_5#product_downloads

Virtual Analyzer Image Preparation Tool User's Guide

File View Task Administration Help
% Convert machine & Configure machine O

View by: ~ Tasks Show: = Running tasksin ~ Recenttasks

TaskID JobID  Source Destination Status Start time End time

Welcome to VMware vCenter Converter Standalone

VMware vCenter Comverter Standalone allows you to take one of a variety of machines and cornvert
it into a new VMware virtual machine. The machines you may corvert include:

Convert . ppysical machines
Maching  _ymware virtual machines (vm)
-VMware Consolidated Backup (.vmx)
- Microsoft VirtualPC's or Virtual Server virtual machines (vmc)
- Symantec LiveState Recovery Image (.sv2i)
- Acronis True Image Backup (.tib)
- StorageCraft ShadowsStor (spf)
- Parallels Virtualization Products (.pvs)
- Hyper¥ virtual machines

FIGURE 3-21. VMware vCenter Converter Standalone

The Conversion window opens.

3. On the Source System screen, configure the following:
a. Select source type: Select VMware Infrastructure virtual machine.
b. Server: Type the ESXi server IP address.

c. User name, Password: Type the credentials that provide
administrator access to the VMware server.

4. Click Next.
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5.

The Source Machine screen appears.

Source Machine
Select the virtual machine you want to convert
Source System Source: & 172.22.1.30 Destination: none
Source Machine
Destination System  Inventory for: 172.22.1.30 Search for name with: Clear
Options I =
Summary ‘fM narne_ i Power state
& ESXi_win7splen_offices_noab Powered off
|5 ESXi_xpsp3en_offices_noab | Powered off
Refresh View source details...
4 L14) 13
|_Help | Export diagnostic logs... | <Back | | Cancel |

FIGURE 3-22. Conversion > Source Machine

Select the virtual machine that you want to convert and then click Next.
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The Destination System section appears.

Destination System
Select a host for the new virtual machine

Source: & ESXi_xpsp3en_offices_noab on 172.22.1.30 Destination: none

Source System

Source Machine - 3
Destination Syste Select destination type: | VMware Workstation or other VMware virtual machine -
Options Creates a new virtual machine for use on YMware Workstation, Viware
Summary Player, VMware Fusion or other VMware product.
Select VMware product: VMware Workstation 6.5 -
Virtual machine details
Name: ESXi_xpsp3en_offices_noab
Select a location for the virtual machine: ) )
¥:\for_USBox3.61\for_virtualbox\ESXi ~ [Browse...
4 LU ]
|_Help | Export diagnostic logs... | <Back | | Cancel |

FIGURE 3-23. Conversion > Destination System
6. Configure the following and then click Next.

a. Select destination type: Select VMware Workstation or other
VMware virtual machine.

b. Select VMware product: Select VMware Workstation 6.5.x.

c. Virtual machine details: Accept the default name and location or
click Browse to select a different file.
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The Options screen appears.

Options
Set up the parameters for the conversion task

Source System Source: @& ESXi_xpsp3en_offic-- Destination: % Y:\for_U---\ESXi (VMware Workstation 6.0.x)

Source Machine Click on an option below to edit it.
Current settings:
Options - Data to copy Edit
Summary Copy type: Disk-based
VirtualDisk1: 15 GB
= Devices Edit

vCPUs: 1 (1 sockets * 1 cores)
Disk controller: Auto select

Memory: 512MB

= Networks Edit
NIC1: Bridged

~ Services Edit
Total: 93 service(s)

- LAdvanced options Edit

Install VMware Tools: No
Ay Customize Guest O5: NfA
Remove Restore Checkpoints: Yes
Reconfigure: Yes
= Throttling Edit
CPU: None
Network bandwidth: None

] 1l ¥

|_Help | Export diagnostic logs... | <Back J Next > ] | Cancel |

FIGURE 3-24. Conversion > Options

7. Verify the settings and then click Next.

Important
; Verify that Install VMware Tools is set to No.

The Summary screen appears.
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Summary
Review the conversion parameters
Source: & ESXi_xpsp3en_offic--- Destination: & Y:\for_U---\ESXi (VMware Workstation 6.0.x)
Destination System Source system information
Options Source type: VMware Infrastructure virtual machine
Summary Source VM: ESXi_»psp3en_offices_noab
Host/'Server: 172.22.1.30
Connected as: root
CPU throttiing: MNone =
Metwork throtting: Mone
Destination system information
Virtual machine name: ESXi_xpspden_offices_noab_convert v
Destination product Wiviware Workstation 6.0.x
Destination directory: Yi\for_USBod.61\or_virtualboX\ESXi
Number of vCPUs: 1 (1 sockets * 1 cores)
Physical memory: s512mB
Network: Preserve NIC count
MNIC1 Connected
Bridged connection
Disk controller type: Auto select i
Storana: . Nigk-hazad clonina
5 = R o« Hi »
Help | Export diagnostic logs... [ < Back | Finish Cancel

FIGURE 3-25. Conversion > Summary

8. Verify the information and then click Finish.
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VMware vCenter Converter Standalone converts the Virtual Machine Disk
(* . vmdk).

) VMware vCenter Converter Standalol

File View Task Administration Help
% Convert machine & Configure machine O

Viewby: = Tasks Show: ~ All tasksin ~ Recent tasks

TaskiD  JobID  Source Destination Status Starttime  End time
3 3 172.22.1.30/ESKI_xpsp3en_--- \ESXi_xpsp3en_offices n- [ ] 2%  2014/12/5-- Estimated time remaining: 1 hours--

Welcome to VMware vCenter Converter Standalone

WMware vCenter Converter Standalone allows you to take one of a variety of machines and comvert
it into a new YMware virtual machine. The machines you may carvert include:

Corvert . physical machines
Machine . yiMware virtual machines (vmx)
-VMware Consolidated Backup (.vmx)
- Microsoft VirtualPC's or Virtwal Server virtual machines (vmc)
- Symantec LiveState Recovery Image (sv2i)
- Acronis True Image Backup (.tib)
- StorageCraft ShadowStor (spf)
- Parallels Virtualization Products (.pvs)
- HyperV virtual machines

FIGURE 3-26. Image Conversion Progress

Using QEMU
For details on QEMU, see http://wiki.gemu.org/Main_Page.

Procedure

1. Download the latest version of QEMU from http://
gemu.weilnetz.de/w64/.

2. Install QEMU with the default settings.

3. Open a Command Prompt window (cmd . exe) using an account with
administrator privileges.

4. Convert the Virtual Machine Disk (. vmdk) by typing the following
command:



http://wiki.qemu.org/Main_Page
http://qemu.weilnetz.de/w64/
http://qemu.weilnetz.de/w64/
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gemu-img.exe convert [-f fmt] [-O0 output_fmt] filename
output_filename.

For example:

"C:\Program Files\gemu\gemu-img.exe" convert -f vmdk -0 vmdk
C:\ESX_xpsp3en_offices_noab.vmdk C:\ESX_xpsp3en_offices_noab_converted.vmdk

The . vmdk file can be used to create an OVA file using VirtualBox.

Creating Virtual Machine Images Using Converted Virtual Hard
Disk Drives

Use VirtualBox to create a new virtual machine image.
« Downloading and Installing VirtualBox on page 2-7

* Creating Virtual Machine Images Using VirtualBox on page 3-41

Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

a Note

The VirtualBox Open Source Edition is licensed under the GPL V2. The
full text of the license is available at http://www.gnu.org/licenses/old-

licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.0 and later.

Q Important
" VirtualBox version 7.0 and later is required for Windows 11 virtual

machines.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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2. Configure the language settings using one of the following methods:

« Install VirtualBox with English as the default language.

- After installation, go to File > Preferences > Language and then
select English.

(55 WirtualBox - Preferences

General
Input
Update
Language
Display
Proxy

Interface

ClEEm® &< W

Language

Interface Languages

English (built-in)
Bahasa Indonesia
Catala

Cestina

Dansk

Deutsch (Deutschland)
Espariol

Euskara

Francais

Hrvatski (Hrvatska)
Italiano (Italia)
Lietuviy (Lietuvia)

Manwar

Language: English (built-in)
Author(s): Orade Corporation

o ][ conce

Help

FIGURE 3-27. Language Settings

Creating Virtual Machine Images Using VirtualBox

Procedure

1. Open VirtualBox.
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The VirtualBox Manager window opens.

¥ Oracle VM VirtualBox Manager - [m} X

File Machine Help

0 e 7| o AR Qo

Preferences  Import Export  New  Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual machines
and virtual machine groups on your computer, You can import, add and create new
VMs using corresponding toolbar buttons. You can popup a tools of currently selected
element using corresponding element button.

You can press the Flkey to get instant help, or visit waw. virtualbox.org for more
information and latest news.

FIGURE 3-28. VirtualBox Manager
2. Click New.

The Create Virtual Machine window opens.

3. Click Expert Mode.
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The Create Virtual Machine wizard enters Expert Mode.

¥# Create Virtual Machine ? X
Mame: |\ | @
Folder: | C:\sers\Administrator \WirtualBox VMs d |
150 Image: | <not selected > > |
Edition:
0 i m'

Type: Microsoft Windows i .;:IT.'

Version: |Windows 10 (64-bit) e

Skip Unattended Installation

Help Guided Mode Back Finish Cancel

FIGURE 3-29. Create Virtual Machine - Expert Mode
4. Configure the Name and Operating System settings.
+ Type a permanent and unique Name for the virtual machine.
« Specify the Folder to store the completed virtual machine.
« For the Type, select Microsoft Windows.

« For the Version, select the version of Windows you want to use for
the virtual machine.

For a list of supported Windows OS versions, see Required Software
on page 2-2.
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5. Open the Hardware section.

*

¥ Create Virtual Machine ?

Base Memory: ' 024ME 3
PT U e
4MB 327658 MB
Processors: ' 15
I , , \ . . ! |
1CPU B8 CPUs

[] Enable EFI (spedial O5es anly)

Help Guided Mode Back Cancel

FIGURE 3-30. Hardware

6. Specify the recommended memory size for your operating system.
+ For Windows XP and Windows Server 2003, specify at least 512 MB
+ For Windows 11, specify at least 2048 MB

+ For all other supported versions of Windows and Windows Server,
specify at least 1024 MB.

7. For Windows 11, select Enable EFI (special OSes only).

8. Open the Hard Disk section.
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¥# Create Virtual Machine ? X

() Create a Virtual Hard Disk Now

Hard Disk File Location and Size
C:\Users‘Administrator WirtualBox VMs\windows\windows. vdi Ly
50.00 GB
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 I 1

4.00 MB 2.00TB

Hard Disk File Type and Variant
D AT T DR T Pre-allocate Full Size

Splitinto 2GB parts
(0) Use an Existing Virtual Hard Disk File

Empty
(® Do Not Add a Virtual Hard Disk

Help Guided Mode Badk Cancel

FIGURE 3-31. Hard Disk

9. Select Do Not Add a Virtual Hard Disk.

10. Click Finish.
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VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane.

¥ Oracle VM VirtualBox Manager - [m} X
File Machine Help

0B o Gidp & O D

New  Add Settings Discard  Start
[BLf ] windows —_
(&) Powered Off a_

[ General [ Preview
iame: windows

Operating System:  Windows 10 (64-bit)

System

Base Memory: 1024 MB

Boot Order:  Floppy, Optical, Hard Disk
Acceleraton:  Nested Paging, Hyper-V Paravirtualization

9] Display

Video Memory: 128MB
Graphics Controler: VBoXSVGA
Remate Desktop Server: Disabled
Recording: Disabled

Storage

Controller: SATA
SATAPort 1:  [Optical Drive] Empty

o Audio

Host Driver: Default
Controller:  Intel HD Audio

=7 Hetwork
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)

(¥ uss

USB Controller: - xHCT
Device Filters: 0 (0 active)

FIGURE 3-32. Newly-created Virtual Machine

11. Click Settings.
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The Settings window opens.

Shared Folders

& Windows - Settings - O *
E General General
System Basic Advanced Description Disk Encryption
|§| Display MName: |Windows |
Storage Type: |Microsoft Windows
Version: |Windows 11 (64-bit) ~
(‘D] Audio
@ MNetwork
@ Serial Ports
ﬁ LUSE
=
=

User Interface

cancel | [ e

FIGURE 3-33. VirtualBox Settings

12. Go to System.
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£ Windows - Settings - O x
E General System
System Motherboard Processor Acceleration
IE Display Base Memary: ' 048 ME 5
Storage 4MB 32768 MB
(tD:l s Boot Order: Floppy
@ Optical
@ Metwark Hard Disk
[ @P Metwork

@ Serial Ports
Chipset: |ICH3

ﬁ use TM: [v2o v

Ij Shared Folders Pointing Device: |USE Tablet ~
v

Ifl User Interface Extended Features Enable I/0 APIC

[] Enable Hardware Clodk in UTC Time

Enable EFI {special OSes only)

Enable Secure Boot

@ Reset Keys to Default

Cancel Help

FIGURE 3-34. System Screen
13. Configure the settings on the Motherboard tab.
« For Chipset, select ICH9.
« For TPM, select v2.0.

Q Important
&/ TPM v2.0 is required for Windows 11. The setting is optional for all
other supported Windows versions.

+ For Pointing Device, select USB Tablet

« Select the following Extended Features:

« Enable I/O APIC
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 Enable EFI (special OSes only)

- Enable Secure Boot

Important
@ For Windows 11 virtual machines, Enable EFI (special OSes only) and
Enable Secure Boot are required settings. The settings are optional for
all other versions of Windows.

Use Enable EFI (special OSes only) if you want to create EFI-compatible
images. EFI-compatible images are only supported by the following
Trend Micro products:

+ Deep Discovery Inspector 5.6 and later

+ Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

+ Deep Discovery Web Inspector 2.5 and later

14. On the Processor tab, select Enable PAE/NX.
15. On the Acceleration tab, select Enable Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

+ The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.
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16. Go to Storage.

@ test - Settings

E General
System

|§| Display
Storage

(‘D] Audio

@ MNetwork
@ Serial Ports
ﬁ LUSE

I___I Shared Folders
Ifl User Interface

Storage

Storage Devices

@ Controller: SATA @ @;
@ Empty
&

Attributes

Name: [SATA

Type: | AHCI

Port Count: | 2

[ use Host Ij0 Cache

Cancel

FIGURE 3-35. Storage Screen

17. If Controller: SATA appears under Storage Devices, select the controller

and click ¢% to remove the SATA controller.

18. Add an IDE controller.

a. Click ¢ and select PIIX4 (Default IDE).
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{2} Windows - Settings - O X
E General Storage
System Storage Devices Information
The Storage Tree can contain several controllers of
|§| Display different types. This machine currently has no
controllers.
Storage
(‘D:l Audio
@ Network £ aHCT (3ATA)
PIIX4 (Default

@ Serial Ports @ e o)

& PIIG (IDE)
& UsB @ 1cHs (IDE)

LsiL fault SCSI,

D Shared Folders @ S IR )

& Buslogic (5C51)
EI User Interface @ 182073 (Floppy)

@ Lsilogic 5AS (5AS)

@& uss

£ e o)

Q,& virtio-scsi

Cancel Help

FIGURE 3-36. Add Storage Controller

Controller: PIIX4 appears on the Storage Devices list.

b. Click the controller and change the Name attribute to IDE.
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E General Storage

System Storage Devices Attributes

@ Windows - Settings _

Name: |IDE

Display
Type: |PIIX4

() Storage Use Host IO Cache

Audio

MNetwork

Serial Ports
UsB

Shared Folders

User Interface

OO EeYENE

e @

Cancel

Help

FIGURE 3-37. Controller IDE

c. Select Use Host I/O Cache.

d. Click Controller: PIIX4 and then click [zL.
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The Hard Disk Selector window appears.

windows - Hard Disk Selector — O *
Medium Selector
Add Create  Refresh
Name Virtual Size Actual Size
¥ MNot Attached
windows_1.vmdk 35.00 GB 4,44 MB
Search By Name |m @

FIGURE 3-38. Hard Disk Selector
Select the converted VMDK file you want to use and click Choose.

Click Controller: IDE and then click (g to create an optical drive.

In the Optical Disk Selector window, click Leave Empty.
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Windows - Optical Disk Selector - [m] X

Medium Selector

@0 @

Add Create = Refresh

MName Virtual Size

Attached
Not Attached

< >

Search By Name |Q @

Choose Leave Empty Cancel

FIGURE 3-39. Optical Disk Selector

h. Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.
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3 windows - Settings

E General

System

Display
Storage

Audio

MNetwork

Serial Ports
UsB

Shared Folders

User Interface

OO EeYENE

— *
Storage
Storage Devices Attributes
e Controller: IDE I Optical Drive: |IDE Secondary Device 0 ~ @I
—
windows_1.vmdk [ Live co/ovD
() Empty Information
Type: —
Sizge: —
Location: —
Attached to: -
@
Cancel Help

FIGURE 3-40. IDE Secondary Device 0

You should only have one Controller: IDE listed under Storage Devices.
If there are any other controllers listed, remove the extra controllers.

19. (Optional) Go to Audio and verify that Enable Audio is selected.
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{2 test - Settings = O x

General Audio
System Enable Audio

) Host Audio Driver: |Default v
Display

Audio Controller: |Intel HD Audio  ~
Storage

Extended Features: Enable Audio Cutput
Audio [ Enable Audio Input
MNetwork
Serial Ports
UsB

Shared Folders

User Interface

AOD2PaYEmE N

Cancel Help

FIGURE 3-41. Audio Options Settings

20. Go to USB.
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{2} Windows - Settings = O x
E General usB
System Enable USE Controller

(®) USB 1.1 (OHCI) Contraller

() USB 2.0 (OHCI + EHCI) Controller
Storage (O USB 3.0 (xHCT) Controller

USE Device Filters

Display

Audio

MNetwork

BB

Serial Ports

USE

Shared Folders

User Interface

WAL R Ol |

FIGURE 3-42. USB Settings
21. Select Enable USB Controller.
22. Select USB 1.1 (OHCI) Controller.

23. Go to Shared Folders and verify that no folders are shared.
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{2} Windows - Settings = O x

E General Shared Folders

System Shared Folders

MName  Path Access  Auto Mount At IE
Machine Folders

Display
Storage
Audio
MNetwork
Serial Ports
UsB

Shared Folders

B} TSR R Ol |

User Interface

FIGURE 3-43. Shared Folders Settings

24. Click OK.

25. On the VirtualBox Manager screen, click ;ﬁ to power on the image.




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

¥ Oracle VM VirtualBox Manager - O X

File Machine Help

—
|
R <oote fene & 2 -
New  Add Settings  Discard | Start

T wind - | General =) preview
v @ Powered Off _— Mame: windows
Operating System:  Windows 11 (64-bit)

E‘ System

Base Memory: 20438 MB

Boot Order: Floppy, Optical, Hard Disk

TPM Type: v2.0

EFT: Enabled

Acceleration:  Mested Paging, Hyper-V
Paravirtualization

[H pisplay

Video Memory: 128 MB
Graphics Controller: VBoXSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage

Controller: AHCT
SATA Port 0: windwos. vdi (Normal, 35.00 GB)
SATA Port 1: [Optical Drive] Empty

o Audio

Host Driver: Default
Controller:  Intel HD Audio

= Hetwork
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

£ usB

FIGURE 3-44. VirtualBox Manager

The installation process starts.

26. Install Microsoft Office and other required software to achieve
satisfactory detection results.

Q Important
.’/ Verify there is at least 3072 MB free virtual disk space on the virtual
machine to ensure normal operation of Virtual Analyzer.

Configuring Virtual Machine Images

Configure virtual machine images that were created using converted virtual
hard disk drives to avoid importing issues.
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* Configuring Virtual Machine Images (Windows XP and Windows Server
2003) on page 3-60

« Configuring Virtual Machine Images (All Other Supported Windows Versions)
on page 3-63

Configuring Virtual Machine Images (Windows XP and Windows
Server 2003)

Procedure

1. On the guest operating system, click Start, right-click My Computer, and
then click Manage.

The Computer Management screen appears.

(=] Computer Management E‘ @wg

=) Fie  Action  View ‘Window Help NI
W f B @

= Computer Management (Local) Hame
= [y System Tools ESy‘ﬂtm Taols
| L] Event Viewer S siorage

e Shared Folders -
Ser and Applications

+ Local Lisers and Groups: & s

¥

Performance Logs and Alert:
B Device Manager
= g Skorage
# gl Remowable Storage
Dk, Defragmenter
Dk Management
# (1 Services and Applcations

FIGURE 3-45. Computer Management

2. Inthe left pane, click Device Manager.
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A list of devices appears.

= Computer Management

=] Ble  Action  View Window Help
&= W& 2m a8
=) Computer Management (Local) -

~la)]

= E System Tools + Batheries
® | [ Event Viewer + i Computer
) e Dish drives

# jpg) Shared Folders
# ¥ Local Users and Grovps # @ Display adaphers
4L DVDJCD-ROM drives

Parformarce Logs and Alert:

2 Device Manager + g Human Interface Devices
= & Storage + () IDE ATAJATAPT controbers
+ Remavable Storage + i K
Disk Defrageenter 4 T") Mice and other pointing devices

Digk. Management
# s Services and Applcations

= HE Network adapters
BB AMD PCNET Famiy PCI Ethernet Adaper #2
= @} Other devices
ﬁ- Base Sysbem Device
T1 Wideo Controller (VGA Compatible)
4 o Ports (COM & LPT)
+ @ Processors
+ @), Sound, video and game controllers
+ by Swstem devices
+ Universal Serial Bus controllers

FIGURE 3-46. Device Management - Network Adapter Window

In the right pane, click Network adapters and then verify that the
network adapter driver is ready.

Open a Command Prompt window (cmd . exe) using an account with
administrator privileges.

Disable the Found New Hardware Wizard by typing the following
commands:

« Windows XP 32-bit:

reg add
"HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\
DevicelInstall\Settings" /v SuppressNewHWUI /t

REG_DWORD /d 1 /f
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« Windows XP 64-bit or Windows Server 2003:

reg add
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Pl
ugPlay\Parameters" /v SuppressUI /t REG_DWORD /d 1 /f

Found Hew Hardware Wizard

Welcome to the Found New
Hardware Wizard

‘windows vall zeanch fon cument and updated softveare by
Ieoking on your computer, on the hasdeare installation CD, o on
ther Windiows Update Wb site [with pour penmission]

Fead our pervacy pobcy

Can Windows connect 1o Windows Update to search fior
sofbaare?

() 'es., this time oy
() et now and gveny time | connect & devics
(2 Mo, not thes time

Chck Mesdt bo continue.

FIGURE 3-47. Found New Hardware Wizard

6. Restart the image and then verify that the Found New Hardware Wizard
does not appear.

7. Power off the image.
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Configuring Virtual Machine Images (All Other Supported
Windows Versions)

Procedure

1. Onthe guest operating system, click Start, right-click Computer, and
then click Manage.

The Computer Management screen appears.

A Computer Management Ei
File Action View Help

=0 = H

| A Ccmpu‘ter Management [Lccalﬂ MName . Actions
4 g System Tocl I} System Tocls Computer Management (L. &

(D Task Scheduler
8] Event Viewer
gil Shared Folders
& Local Users and Groups
(N Performance
= Device Manager
4 192 Storage

= Dizk Management

f', Services and Applications

fois o, e
— Horage More Actions 4
oo Services and Applications

FIGURE 3-48. Computer Management

2. Inthe left pane, click Device Manager.
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A list of devices appears.

-

A Computer Management o] @ ==
File Actien View Help
| >@E EED &
_&- Computer Management (Local|| 52 tmuskbx-PC Actions
a [ System Teels 3 Batteries Device Manager s
(®) Task Scheduler /8 Computer
More Actions b

[2] Event Viewer

] Shared Folders

& Local Users and Groups
() Performance

= Device Monager

Ca Disk drives

B Display adapters

o DVD/CD-ROM drives

ﬂ‘_;] Hurnan Interface Devices
g IDE ATA/ATAP] controllers

4 B3 Storage = Keyboards
=F Disk Management F§ Mice and cther pointing devices
By Services and Applications K Monitors

=

&¥ Metwork adapters
&¥ Intel{R) PRO/1000 MT Desktop Adapter
@5 Other devices

U Base System Device
¥ Ports (COM &LPT)
B Frocessors
'k S:;t!m devices
W Universal Serial Bus controllers

FIGURE 3-49. Device Management - Network Adapter

3. Inthe right pane, click Network adapters and then verify that the
network adapter driver is ready.

4. Power off the image.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

P

Important

Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.



https://docs.trendmicro.com/en-us/home.aspx#Enterprise
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Procedure

1. Onthe VirtualBox Manager screen, power off the virtual machine.

a Note

Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and click Next.
The Appliance settings screen appears.

4. Configure the following:

* File: Accept the default name and path or click |3 | to select a
different file.

« Format: Select OVF 1.0.

Q Important
.2’ Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

« MAC Address Policy: Select Include only NAT network adapter
MAC addresses.

5. Click Next.
The Virtual system settings screen appears.

6. Verify that the License field is empty and then click Export.

VirtualBox creates the OVA file.







) TREND:

Chapter 4

Linux OVA File Preparation

There are two methods to prepare a Virtual Analyzer-supported Linux OVA
file.

+ Use the Predefined Linux Virtual Analyzer Image from Trend Micro.

Trend Micro provides pre-configured images with all required packages
installed and optimized system settings for the following operating
systems:

* CentOS 7.8
« Ubuntu 20.04.6

Download the Predefined Linux Virtual Analyzer Image from the Trend
Micro Download Center, or obtain a copy from your support provider.

After customization, use the tool to validate the image.

ﬁ Note

The Predefined Linux Virtual Analyzer Image is not available for RHEL
7.9 or RHEL 8.3.

« Create your own Virtual Analyzer-supported Linux OVA file from
scratch.
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* Required Software on page 4-3

« Downloading and Installing VirtualBox on page 4-12

* Creating Linux Virtual Machine Images on page 4-13
 Modifying the Virtual Machine Environment on page 4-44
* Reducing the Size of VirtualBox Disk Images on page 2-44

« Exporting Virtual Machine Images to OVA Files on page 4-45
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Creating Linux OVA Files From Scratch

Procedure
1. Prepare the operating system and required applications.
For details, see Required Software on page 4-3.
2. Download and install VirtualBox.
For details, see Downloading and Installing VirtualBox on page 4-12.
3. Create a virtual machine image.
For details, see Creating Linux Virtual Machine Images on page 4-13.
4. Modify the environment of the virtual machine image.
For details, see Modifying the Virtual Machine Environment on page 4-44.
5. Reduce the size of the VirtualBox Disk Image.
For details, see Reducing the Size of VirtualBox Disk Images on page 2-44.
6. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
4-45.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.

ﬁ Note

Operating system, Office suite, and third-party software support may change

or end without prior notice from Trend Micro due to specification, license
model, and lifecycle changes.
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TABLE 4-1. Required Software

OPERATING SYSTEM

KERNEL VERSION

NOTES

Cent0S 7.8 3.10.0-1127.el7.x86_6
4

RHEL 7.9 3.10.0-1160.el7.x86_6
4

RHEL 8.3 4.18.0-240.el8.x86_64

Ubuntu 20.04.6

5.15.0-76-generic

4

Note

Image validation requires the
installation ISO to enable automatic
installation of missing Linux
packages.

For CentQS, the Cent0S 7.8.2003
Installation ISO Cent0S-7-x86_64-
Everything-2003.1sois required.

For RHEL 7.9, the RHEL 7.9
Installation ISO rhel-server-7.9-
x86_64-dvd. isoisrequired.

For RHEL 8.3, the RHEL 8.3
Installation ISO rhel-8.3-x86_64-
dvd.isoisrequired.

P

Important

« Use a host name that reflects
your organizations' naming
scheme.

Trend Micro recommends using
the English version of the
operating system.

The Virtual Analyzer Image
Preparation Tool only supports
the specific kernel versions
listed. Make sure you are

using the exact kernel version
specified in this table.
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The following packages must be installed on the virtual machine to achieve
satisfactory detection results.

P

Important

« Do not install newer or older versions of the packages.

+ Do not install any VMware and VirtualBox tools to avoid triggering the

anti-virtual machine functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure

normal operation of Virtual Analyzer.

TABLE 4-2. Required Packages for CentOS and RHEL

REPOSITORY

CENTOS 7.8

RHEL 7.9

RHEL 8.3

yum

bash-4.2.46-34.el7.
x86_64

binutils-2.27-43.ba
se.el7

dos2unix-6.0.3-7.el
7

file-5.11-36.el7
gce-4.8.5-39.el7

gee-ct
+-4.8.5-39.el7

glibc-2.17-307.el7.
1

glibc-2.17-307.el7.
1.i686

glibc-
common-2.17-307.
el7.1

glibc-
devel-2.17-307.el7.
1

at-3.1.13-24.el7

bash-4.2.46-34.el7.
x86_64

bind-
utils-9.11.4-26.P2.e
17_9.2

binutils-2.27-43.ba
se.el7

dos2unix-6.0.3-7.el
7

epel-release
file-5.11-36.el7
gcc-4.8.5-44.el7

gee-c+
+-4.8.5-44.el7

glibc-2.17-326.el7_
9

elfutils-devel

gcc-8.5.0-15.e18.x8
6_64

gee-c+
+-8.5.0-15.el8.x86_
64

gettext

git
glibc-2.28-211.el8.
x86_64

glibc-
devel-2.28-211.el8.
x86_64

glog

kernel-
devel-4.18.0-240.el
8.x86_64

libcurl-7.61.1-14.el
8.x86_64
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REPOSITORY

CENTOS 7.8

RHEL 7.9

RHEL 8.3

yum

glibc-
devel-2.17-307.el7.
1.i686

kernel-
devel-3.10.0-1127.
el7.x86_64

libcurl-7.29.0-57.el
7

libcurl-
devel-7.29.0-57.el7

libgcc-4.8.5-39.el7

libpcap-1.5.3-12.el
7

libpcap-
devel-1.5.3-12.el7

libstdc+
+-4.8.5-39.el7

libstdc+
+-4.8.5-39.el7.i686

libstdc++-
devel-4.8.5-39.el7

libstdc++-
devel-4.8.5-39.el7.i
686

net-
tools-2.0-0.25.2013
1004git.el7

openssl-1.0.2k-19.
el7

python-devel

samba-4.10.4-10.el
7

glibc-
common-2.17-326.
el7_9

glibc-
devel-2.17-326.el7
9

glog
glog-devel

kernel-
devel-3.10.0-1160.
el7.x86_64

libcurl-7.29.0-59.el
-

libcurl-
devel-7.29.0-59.el7

libgcc-4.8.5-44.el7

libpcap-1.5.3-12.el
-

libpcap-
devel-1.5.3-12.el7

libstdc+
+-4.8.5-44.el7

libstdc++-
devel-4.8.5-44.el7

net-
tools-2.0-0.25.2013
1004git.el

nmap-6.40-19.el7

nmap-
ncat-6.40-19.el7

libgcc-8.5.0-15.el8.
x86_64

libpcap-1.9.1-5.el8.
x86_64

libpcap-
devel-1.9.1-5.el8.x
86_64

libstdc+
+-8.5.0-15.e18.x86_
64

openssl-1.1.1g-11.
el8.x86_64

procps-
ng-3.3.15-9.el8.x86
_64

python2
python2-devel

rkhunter

samba-4.16.4-2.el8
.x86_64

samba-
client-4.16.4-2.el8.
x86_64

samba-
common-4.16.4-2.
el8.noarch

systemtap-4.7-1.el
8.x86_64

systemtap-
devel-4.7-1.el8.x86
_64

systemtap-
runtime-4.7-1.el8.x

86_64
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REPOSITORY CENTOS 7.8 RHEL 7.9 RHEL 8.3
yum + samba- + openssl-1.0.2k-19. « tcsh
client-4.10.4-10.el7 el7 .
« yum-utils

samba-
common-4.10.4-10
el7

systemtap-4.0-11.e
7

systemtap-
devel-4.0-11.el7

systemtap-
runtime-4.0-11.el7

sysvinit-
tools-2.88-14.dsf.el
7

tcsh-6.18.01-16.el7
unzip-6.0-21.el7
zip-3.0-11.el7
zlib-1.2.7-18.el7

python-devel
rsync-3.1.2-10.el7

samba-4.10.16-15.
el7_9

samba-
client-4.10.16-15.el
79

samba-
common-4.10.16-1
5.el7_9

systemtap-4.0-13.e
17

systemtap-
devel-4.0-13.el7

systemtap-
runtime-4.0-13.el7

sysvinit-
tools-2.88-14.dsf.el
7

tcsh-6.18.01
unzip-6.0-21.el7
zip-3.0-11.el7

zlib-1.2.7-18.el7.x8
6_64

» zlib-1.2.11-16.el8_
2.x86_64
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REPOSITORY CENTOS 7.8 RHEL 7.9 RHEL 8.3
debuginfo + glibc-devel + bash « bash
+ kernel-3.10.0-1127. » glibc « glibc
el7.x86_64 « kernel-3.10.0-1160. « kernel-
« libcurl el7.x86_64 debuginfo-4.18.0-2
+ libgec + libeurl 40.¢18.x86_64
o libstdc++ « libgec » kernel-debuginfo-
common-
. openss[ o libstdc++ x86_64-4.18.0-240.
. el8.x86_64
. zlib + openssl
. « libcurl
« zlib
« libgcc
» libstdct++
« openssl

zlib
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TABLE 4-3. Required Packages for Ubuntu

REPOSITORY

UBUNTU 20.04.6

apt

bash-builtins=5.0-6ubuntul.2
bind9-utils

curl=7.68.0-1ubuntu2
gcc=4:9.3.0-1ubuntu2
g++=4:9.3.0-1ubuntu2

ipcalc
kernel-package=13.018+nmu2
libc6=2.31-0ubuntu9.14
libc6-dev=2.31-0ubuntu9.14
libcurl4=7.68.0-1ubuntu2
libcurl4-openssl-dev=7.68.0-1ubuntu2
libdw1=0.176-1.1build1
libdw-dev=0.176-1.1build1
libelf1=0.176-1.1build1
libelf-dev=0.176-1.1build1
libgcc1=1:10.5.0-1ubuntul~20.04
libgoogle-glog-dev=0.4.0-1build1
libpcap0.8=1.9.1-3
libpcap0.8-dev=1.9.1-3
libprocps-dev=2:3.3.16-1ubuntu2.3
libstdc++6=10.5.0-1ubuntu1~20.04
libstdc++-9-dev=9.4.0-1ubuntul~20.04.1
linux-headers-5.15.0-76-generic
net-tools

network-manager

openssl=1.1.1f-1ubuntu2.20
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REPOSITORY UBUNTU 20.04.6

apt python-dev-is-python2=2.7.17-4

python2=2.7.17-2ubuntu4

python2-dev=2.7.17-2ubuntu4

rsync

samba

samba-common

« tcsh

zliblg=1:1.2.11.dfsg-2ubuntul.5

libucll_1.03+repack-5_amd64.deb

node-v8.15.0-linux-x64.tar.xz

upx-ucl_3.95-2build1_amd64.deb

Python library configobj-5.0.8.tar.gz

dpkt-1.9.3.tar.gz

psutil-5.7.2.tar.gz

pypcap-1.2.2.tar.gz

setuptools-44.1.1.zip

yara-python-4.0.2.tar.gz
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REPOSITORY UBUNTU 20.04.6

bash-builtins-
dbgsym_5.0-6ubuntul.2_amd64.ddeb

debuginfo

bash-dbgsym_5.0-6ubuntul.2_amd64.ddeb

coreutils-dbgsym_8.30-3ubuntu2_amd64.ddeb
libc6-dbg_2.31-0ubuntu9.14_amdé64.deb

libcurl3-gnutls-
dbgsym_7.68.0-1ubuntu2.16_amd64.ddeb

libcurl4-dbgsym_7.68.0-1ubuntu2_amd64.ddeb

libgcc-s1-
dbgsym_10.5.0-1ubuntu1l~20.04_amdé4.ddeb

libpcap0.8-dbg_1.9.1-3_amdé64.deb

libstdc++6-9-
dbg_9.4.0-1ubuntu1~20.04.2_amd64.deb

linux-image-5.15.0-76-generic-dbgsym

openssl-dbgsym_1.1.1f-1ubuntu2.20_amdé64.ddeb

zliblg-
dbgsym_1.2.11.dfsg-2ubuntul.5_amd64.ddeb

Important
o . .
+ Do not install newer or older versions of the packages.

+ Do not install any VMware and VirtualBox tools to avoid triggering the
anti-virtual machine functions of some malware.

« Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.
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Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

Note
The VirtualBox Open Source Edition is licensed under the GPL V2. The

full text of the license is available at http://www.gnu.org/licenses/old-

licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.0 and later. The
procedures outlined in this user guide have been tested with Virtual Box

version 7.0.14.

2. Configure the language settings using one of the following methods:

« Install VirtualBox with English as the default language.

« After installation, go to File > Preferences > Language and then
select English.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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P VirtualBox - Preferences — | >
E General Language
@ Input Interface Languages
English (built-in) A
@ Update Bahasa Indonesia
Catala
@ Language | |Cestina
Dansk
|§| Display Deutsch (Deutschland)
Espariol
E Proxy Euskar.a
Francais
Hrvatski (Hrvatska)
Interfa
EI PSS ralizn (rtaliz)
Lietuviy (Lietuvig)
W
Manwar

Language: English (built-in)
Author(s): Orade Corporation

Cancel Help

FIGURE 4-1. Language Settings

Creating Linux Virtual Machine Images

Procedure

1. Open VirtualBox.
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The VirtualBox Manager window opens.

¥ Oracle VM VirtualBox Manager - [m} X

File Machine Help

0 e 7| o AR Qo

Preferences  Import Export  New  Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual machines
and virtual machine groups on your computer, You can import, add and create new
VMs using corresponding toolbar buttons. You can popup a tools of currently selected
element using corresponding element button.

You can press the Flkey to get instant help, or visit waw. virtualbox.org for more
information and latest news.

FIGURE 4-2. VirtualBox Manager
2. Click New.

The Create Virtual Machine window opens.

3. Click Expert Mode.
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The Create Virtual Machine wizard enters Expert Mode.

¥ Create Virtual Machine ? X

|

Name: [centos78 | @

Folder: | E:\Vbox ¥Ms > ‘

150 Image: | ] E:Yiso'\Centos-7-x85_64-Everything-2003.iso "‘

Edition:

Type: |Linux ~

Version: |Red Hat (64-bit) h
Skip Unattended Installation

Help Guided Mode Back Cancel

FIGURE 4-3. Create Virtual Machine - Expert Mode
4. Configure the Name and Operating System settings.
+ Type a permanent and unique Name for the virtual machine.
« Specify the Folder to store the completed virtual machine.
« Specify the ISO Image for the virtual machine.
+ For the Type, select Linux.
« Select the Version based on your Linux OS:

 For CentOS 7.8, RHEL 7.9, and RHEL 8.3, select Red Hat (64-
bit)

« For Ubuntu 20.04.6, select Ubuntu (64-bit)

+ Select Skip Unattended Installation.
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5. Open the Hardware section.

x

¥ Create Virtual Machine ?

Base Memory: 1024ME |5
4MB 32768 MB

Processors: 13
v S
1CPU 8 CPUs

[ Enable EFI (special OSes only)

|

Help Guided Mode Back Cancel

FIGURE 4-4. Hardware
6. Specify the recommended memory size for your operating system.
+ CentOS 7.8: 1024 MB
+ RHEL 7.9: 1024 MB
+ RHEL 8.3: 1024 MB
+ Ubuntu 20.04.6: 2048 MB

7. Open the Hard Disk section.
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V¥ Create Virtual Machine ?

X

(® Create a Virtual Hard Disk Now
Hard Disk File Location and Size
|E:,Nhnx WMs fcentos 78/centos78. vmdk | |E
[ ] 15068
T T T T
4.00 MB 2.00TB

Hard Disk File Type and Variant
VMOK (Vi tual Machine Disk) ! [ pre-allocate Full Size

[ spiitints 2GB parts

() Use an Existing Virtual Hard Disk File

1 rheld3_minimal_with_sc_dep-disk001. vmdk (Normal, Inaccessible)

() Do Mot Add a Virtual Hard Disk

Help Guided Mode Back Cancel

FIGURE 4-5. Hard Disk

8. Select Create a Virtual Hard Disk Now.
9. Specify the hard disk settings.
+ Specify the location of the virtual hard disk on the host machine.

« Specify the size of the virtual hard disk according to your chosen
operating system:

« For CentOS 7.8, RHEL 7.9, and RHEL 8.3, specify at least 15 GB.
« For Ubuntu 20.04.6, specify at least 25 GB.

« For the Hard Disk File Type and Variant, select VDI (VirtualBox
Disk Image) or VMDK (Virtual Machine Disk)
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ﬁ Note

Specify additional virtual hard drive space if you plan to install additional
software.

For best results, Trend Micro recommends selecting VDI (VirtualBox
Disk Image).

Q Important
“:2” Do not select "Pre-allocate Full Size" or "Split into 2GB parts." The options
may cause the tool to fail.

10. Click Create.

VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane of the VirtualBox Manager screen.

¥ Oracle VM VirtualBox Manager - [m} X

Fle Machine Help

U o @ @ O D,

New Add  Settings Discard Start

= — = General [ Preview
(@) Powered OFf = iame: centos78
Cperating System: Red Hat (64-bit)
System
Base Memory:  1024MB
BootOrder:  Flappy, Optical, Hard Disk centos78
Acceleration:  Nested Paging, PAE/NX, KM Paravirtualization
[9 pisplay
Video Memory: 16MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled
Storage
Controller: IDE

IDE Secondary Device 0:  [Optical Drive] CentOS-7-x85_64-Everything-2003.iso (3,57 G3)
Controller: SATA

SATA Port 0: centos78.vdi (Normal, 15.00 GB)
{n Audio

HostDriver: Default
Contraller:  ICH ACS7

B Network
Adapter 1: - Intel PRO/1000 MT Desktop (NAT)

[ usB

FIGURE 4-6. Newly-created Virtual Machine

Ensure that the virtual machine is not in any group.

11. Click Settings.
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The Settings window opens.

€23 CentD578_sandbox - Settings ? x®
E General General

lg‘ System Basic Advanced Description Disk Encryption

|§| Display Mame: |CentOS?B_sandbox |
Storage Type: | Linux < E"'
(‘DII Audio Version: |Red Hat (64-bit) <

@ Metwork

@ Serial Ports

& USB

lj Shared Folders

EI User Interface

Cancel

FIGURE 4-7. VirtualBox Settings

12. Go to System.
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23 Cent0578_sandbox - Settings ? *
E General System
E System Motherboard ~ Processor  Acceleration

|§| Display Base Memory: ' 1024MB |5
Storage 4MB 16384 MB

Boot Order: El Flo
(‘D:l Audic M Fp)‘
® Optical
@ Network Hard Disk
[ & Network
@ Serial Ports Chipset: |PIIK3 =
ﬁ USB Pointing Device: |USE Tablet A

Extended Features: |« Enable 1O APIC
l__-l Shared Folders HiEnded Featres nable 1/
[ Enable EFI (special OSes only)
lfl User Interface Hardware Clock in UTC Time

Cancel

FIGURE 4-8. System Screen
13. Configure the settings on the Motherboard tab.
+ For Chipset, select PIIX3.
« For Pointing Device, select USB Tablet

« Select the following Extended Features:
« Enable I/O APIC
- Enable EFI (special OSes only) (Optional)
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ﬁ Note

Use Enable EFI (special OSes only) if you want to create EFI-compatible
images. EFI-compatible images are only supported by the following
Trend Micro products:

+ Deep Discovery Inspector 5.6 and later
 Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

 Deep Discovery Web Inspector 2.5 and later

14. On the Processor tab, select Enable PAE/NX.
15. On the Acceleration tab, select Enable Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

 The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.

16. Go to Storage.
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23 Cent0578_sandbox - Settings ? *
E General Storage
li‘ Systemn Storage Devices Attributes
. &. Controller: IDE ¢ Name: |IDE

|§| Display

@ Empty Type: PIIX4 -
S & Controller: SATA Use Host Ij0 Cache
(‘D:l Audic Cent0578_sandbox.vmdk
@ Metwork
@ Serial Ports
ﬁ UsB
l__-l Shared Folders
lfl User Interface

&
Cancel

FIGURE 4-9. Storage Screen

17. If Controller: SATA appears under Storage Devices, select the controller
and click ¢% to remove the SATA controller.

18. Add an IDE controller.
a. Click ¢h and then select PIIX4 (Default IDE).
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{23 Cent0S78_sandbox - Settings — O *
g

E General
System

Display

2 Storage
Audio
MNetwork
Serial Ports
USB

Shared Folders

User Interface

H N NRSRVA Reg ol |

Storage

Storage Devices Information

The Storage Tree can contain several controllers of
different types. This machine currently has no
controllers.

a AECIoaTa)

™ PIIX4 (Default IDE)
T PG ()
ICHS (IDE)
LsiLogic (Default SCSI)
BusLogic (SCSI)

182078 (Floppy)
LsiLogic SAS (SAS)
USB

NVMe (PCle)

virtio-scsi

POEOHOOOH

&

Cancel Help

FIGURE 4-10. Add Storage Controller

b. Click the controller and change the Name attribute to IDE.
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E General

System

Display

Q Storage

Audio

MNetwork

Serial Ports
UsB

Shared Folders

User Interface

OO EeYENE

@ Cent0579_sandbox - Settings

Storage

Storage Devices

e @

Attributes

Name: |IDE

Type: |PIIX4

Use Host IO Cache

Cancel

Help

FIGURE 4-11. Controller IDE

c. Select Use Host I/O Cache.

d. Nextto Controller: PIIX4, click [ to create a virtual hard disk.
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The Hard Disk Selector window appears.

Cent0579_sandbox - Hard Disk Selector - O X
Medium Selector
Add Create Refresh
MName Virtual Size Actual Size
v Attached
Cent0579_sandbox.vdi 15.00 GB 2.00 MB
Search By Name |Q @
Choose Cancel

FIGURE 4-12. Hard Disk Selector

Select the virtual hard disk file that you previously created and then
click Choose.

Click the hard drive you created and verify the Hard Disk attribute
is set to IDE Primary Device 0.
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E General
System

@ Display
Storage
(‘D:l Audio

@ Network
@ Serial Ports
ﬁ UsE

lj Shared Folders
E User Interface

{2} CentOS78 _sandbox - Settings

Storage

Storage Devices

@ Controller: PITX4

B CentD578_sandbox.vdi

@

Attributes

Hard Disk:

IDE Primary Device 0

vgl

Information

Type (Format):
virtual size:

Actual Size:

Details:

Location:

Attached to:
Encrypted with key:

—
[ solid-state Drive

Mormal (VDI)}

15.00 GB

2.00 MB

Dynamically allocated storage

E:\Wbox VMs\CentOS578_sandbox\Cent...

cance

Help

FIGURE 4-13. IDE Primary Device 0

g. Click Controller: PIIX4 and then click {gi to create an optical drive.

h.

In the Optical Disk Selector window, click Leave Empty.
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CentOS78_sandbox - Optical Disk Selector
Medium Selector

@0 @

Add Create  Refresh

Name Virtual Size Actual Size
Attached
Mot Attached

Search By Name

|&K P

Choose Leave Empty Cancel

FIGURE 4-14. Optical Disk Selector

i.

Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.
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{2} CentOS78 _sandbox - Settings - m] =
E General Storage
System Storage Devices Attributes
@ Controller: PITX4 IODtical Drive: | IDE Secondary Device 0 e q
@ Display
Cent0578_sandbox. vdi [ Live cD/DVD
Storage &) Empty Information
Type: —
(‘D:l Audio
Size: —
@ Metwork Location: —
Attached to: -
@ Serial Ports
ﬁ UsB
lj Shared Folders
E User Interface
@
Cancel Help

FIGURE 4-15. IDE Secondary Device 0

Click (=) and select Choose/Create a Virtual Optical Disk...

e

k. Select the ISO file containing the operating system installer.
The ISO file appears as an available device.

You should only have one Controller: PIIX4 listed under Storage
Devices. If there are any other controllers listed, remove the extra
controllers.

19. (Optional) Go to Audio and verify that Enable Audio is selected.
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Shared Folders

23 Cent0578_sandbox - Settings ? *
E General Audio
@ Systemn Enable Audio
|§| . Host Audio Driver: | Windows DirectSound +
Display
Audio Controller: | ICH AC37 =
Storage
Extended Features: Enable Audio Output
(‘D:I Audio [ Enable Audio Input
@ MNetwork
@ Serial Ports
ﬁ Use

User Interface

Cancel

FIGURE 4-16. Audio Options Settings

20. Go to Network and click the Adapter 1 tab.
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{23 Cent0S78_sandbox - Settings 7 >
General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
Display Enable Network Adapter
Attached to: |NAT =~
D Storage
Name:

Audi

Helte B Advanced

Metwork

Serial Ports

UsB

Shared Folders

User Interface

ERNRSRA R=d of WLINI

cancel

FIGURE 4-17. Network Settings

a. Verify Enable Network Adapter is selected.
b. For Attached to, select NAT or Bridged Adapter.

21. Goto USB.
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23 Cent0578_sandbox - Settings 7 *
E General UsB

li‘ System Enable USE Controller

) (®) USB 1.1 (OHCI) Controller
|§| Display
USB Device Filters

Storage o)
(DJ Audic &
@ Metwork

@ Serial Ports

ﬁ Use

l__-l Shared Folders

lfl User Interface

Cancl

FIGURE 4-18. Enable USB Controller
22. Select Enable USB Controller.
23. Select USB 1.1 (OHCI) Controller.

24. Go to Shared Folders and verify that no folders are shared.
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Shared Folders

3 Cent0578_sandbox - Settings ? =
E General Shared Folders

li‘ System Shared Folders

X Mame Path Access Auto Mount At @
|§| Display .
Machine Folders

Storage

(Dl Audio

ﬂ MNetwork

@ Serial Ports

& USB

User Interface

Cancel

FIGURE 4-19. Shared Folders Settings

25. Click OK.

26. On the VirtualBox Manager screen, click ;ﬁ to power on the image.
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¥ Oracle VM VirtualBox Manager - [m} Ed

Fle Machine Help

- W @ O

Mew Add | Settings Discard | Start

g = = General [ Preview
[ @ Ponered off —  Name: centos78

Operating System:  Red Hat (64-bit)

[=] system

Base Memory: 1024 MB

BootOrder:  Floppy, Optical, Hard Disk centos78

Acceleration:  Nested Paging, PAE/NX, KVM Paravirtualization

[ pisplay

Video Memory: 16 M8

Graphics Controler: VMSVGA

Remote Desktop Server:  Disabled

Recording: Disabled

Storage

Contraller: IDE

IDE Secondary Device 0:  [Optical Drive] CentOS-7-x86_64-Everything-2003.iso (9.57 GE)
Controller: SATA

SATA Port 0: centos73.vdi (Normal, 15.00 G3)
p Audio

Host Driver: Default
Controller:  ICH ACS7

=P Network
Adapter 1:  Intel PROJ1000 MT Desktop (NAT)
[ use

FIGURE 4-20. VirtualBox Manager

The installation process starts.

To install CentOS and RHEL, see CentOS and RHEL Installation on page
4-33.

To install Ubuntu, see Ubuntu Installation on page 4-38.

CentOS and RHEL Installation

j Note

The screenshots in this section use CentOS as the example. However, the steps

and settings also apply to RHEL.

Procedure

1. Follow the on-screen instructions to install the guest operating system.
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ﬂ Cent0578_sandbox [Running] - Oracle VM VirtualBox

File

Machine

View

Input

Devices Help

WELCOME TO CENTOS 7.

CENTOS 7 INSTALLATION

Eus Help!

What language would you like to use during the installation process?

English Eng!isﬁ

Afrikaans Afrikaans
Ay Ambharic
apall Arabic
ST Assamese
Asturianu Asturian
EBenapyckas Belarusiar
Bunrapcki Bulgarian
qteett Bengali
| a

English (United States)

English (United Kingdom)
English (India)

English (Australia)

English (Canada)

English (Denmark)

English (Ireland)

English (New Zealand)

English (Nigeria)

English (Hong Kong SAR China)

P TR T, Y B0 T T Y

Quit

Continue

QEFo |BEH EErontc

FIGURE 4-21. Operating System Installation Process

2.

Select English and click Continue.
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ﬂ Cent0578_sandbox [Running] - Oracle VIM VirtualBox — [m] *

File Machine View Input Devices Help

INSTALLATION SUMMARY CENTOS 7 INSTALLATION

A us Help!

PN Pl LOCALIZATION
DATE & TIME KEYBOARD
Americas/New York timezone English (US)
LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Automatic partitioning selected . Kdump is enabled
Quit Begin Installatior

We woen't touc

Bou@s BlE] - Brotat

FIGURE 4-22. Installation Summary

3. Configure kdump settings.
a. On the Installation Summary screen, click KDUMP
b. Disable Enable kdump.

¢. Click Done.
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ﬂ Cent0578_sandbox [Running] - Oracle VM VirtualBox - [m] X

File Machine View Input Devices Help

CENTOS 7 INSTA

Kdump is a kernel crash dumping mechanism. In the event of a system crash, kdump will capture information from your system that
can be invaluable in determining the cause of the crash. Note that kdump does require reserving a portion of system memary that
will be unavailable for other uses.

[_] Enable kdump
Kdump Memory Reservation:  (#) Automatic

Qg & B g ® B rhtcr

FIGURE 4-23. Installation Summary kdump

4. Configure network settings.

a.

On the Installation Summary screen, click NETWORK & HOST
NAME.

Enable/turn on the network interface.
Configure the network settings.

Verify that the network interface is able to get an IP address and
connect to the network.

Click Done.
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EH Cent0578 VAsandbox [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help

NETWORK & HOST NAME CENTOS 7 INSTALLATION

Ethernet (enp0s3) 1 -
Intel Corporation B2540EM Gigabit Ethernet Controller [ ? | Ethernet (enp0s3) E

5 Connected

Hardware Address 08:00:27:42:6C:65
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2
DNS 172.22.0.102 8.8.8.8

Configure...

Host name: | localhest.localdomain Apply Current host name:  localhost.localdomain

@& @ | E R G@ @ rihtcol

FIGURE 4-24. Installation Summary Network & Host Name

5. After the Begin Installation screen, on the CONFIGURATION screen, set
the ROOT PASSWORD to 1111.
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E Cent0578_sandbox [Running] - Oracle VM VirtualBox — =] *

File Machine View Input Devices Help

CONFIGURATION CENTOS 7 INSTALLATION
Eus Help!

SCUO R SER SETTINGS

ROOT PASSWORD USER CREATION
Root password is set No user will be created

) Installing python-linux-procfs (147/301)

ent0S Artwork SIG \
wproving the user experience with high quality a"rtwo"r'--' 0
«i.centos.org/SpeciallnterestGroup

Bl e EHiRE] G Erntcr

FIGURE 4-25. Password Configuration

Important
; The Linux Operating System root password must be setto 1111.

Ubuntu Installation

Procedure

1. Follow the on-screen instructions to install the guest operating system.
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Ubuntu_20_04_6_Desktop_25G (20.04.6) [Running] - Oracle VM VirtualBox - (m] *
File Machine View Input Devices Help
Jul 22 03:49

Install

Welcome

[English |
Espaniol

Esperanto

Euskara

Frangais

Gaeilge

Galego

Hrvatski ———

islenska

Italiano Try Ubuntu Install Ubuntu
Kurdi

Latviski
You can try Ubuntu without making any changes to your computer, directly from
Lietuvizkai 4 Y RGeS £ v
this CD.
Magyar
Or if you're ready, you can install Ubuntu alongside (or instead of) your current
Nederlands . . :
operating system. This shouldn't take too long.
No localization (UTF-8)
Norsk bokmal
Marck sunarcl You may wish to read the release notes.

Q@ o & l® @ rihtat
FIGURE 4-26. Ubuntu Installation Process

2. Select English and click Install Ubuntu.

The Keyboard layout screen appears.

3. Select English (US) in both columns and click Continue.
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Ubuntu_20_04_6_Desktop_25G (20.04.6) [Running] - Oracle VIM VirtualBox - m] *

File Machine View Input Devices Help

Jul 22 03:50

Install

Keyboard layout

Choose your keyboard layout:

wroTgR

English (Australian)
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK)
Esperanto
Estonian

Faroese

Filipino

Finnish

French

Type here to test your keyboard

Detect Keyboard Layout

FIGURE 4-27. Keyboard Layout

4.

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Dvorak)

English (Us) - English (Dvorak, alt. intl.)
English (US) - English (Dvorak, intl., with dead keys)
English (US) - English (Dvorak, left-handed)
English (US) - English (Dvorak, right-handed)
English (US) - English (Macintosh)

English (US) - English (Norman)

English (US) - English {US, alkt. intL)

English (US) - English (US, euro on 5)

English (US) - English (US, intl., with dead keys)

Eanliah 2116)  Faalick fiaia

Continne

Il ark
‘BONSS . BRUGE A

™

Configure the Updates and other software settings to prevent updating
required packages.
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Ubuntu_20_04_6_Desktop_25G (20.04.6) [Running] - Oracle VM VirtualBox - (] x

File Machine View Input Devices Help
Jul22 03:50

Install

Updates and other software

What apps would you like to install to start with?

© Normal installation
Web browser, utilities, office software, games, and media players.
Minimal installation
Web browser and basic utilities.

Other options

Download updates while installing Ubuntu

This saves time after installation.

Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Some is proprietary.

Cantinne

Q@S B RUGB A

ik

FIGURE 4-28. Updates and Other Software

a. Select Normal installation.

b. Under Other options, clear all selections.
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Q Important
"’ Download updates while installing Ubuntu must be disabled to prevent
updating packages to versions not supported by the Virtual Analyzer.

Trend Micro recommends turning off network connections to prevent
auto-upgrade during installation.

Ubuntu_20_04 6_Desktop_25G (20.04.6) [Running] - Oracle VM VirtualBox - O X

Fle Machine Vew Input Devices Help

Jul 22

Install

o)

Updates and other software

&% Wired Connected -
Turn OFf
What apps would you like to install to start with?
Normalinstallation
° () Power Off / Log Out »

Web browser, utilities, office software, games, and media players.
Minimal installation
Web browser and basic utilities.
Other options
Download updates while installing Ubuntu
This saves time after installation.
Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Some is proprietary.

Ok Rark Cantinue

Bobd o 1BE b e At

FIGURE 4-29. Turn off Network

5. Click Continue.

6. On the Installation type screen, select Erase disk and install Ubuntu.
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Ubuntu_20_04_6_Desktop_25G (20.04.6) [Running] - Oracle VM VirtualBox - O x

File Machine View Input Devices Help

Jul 22 04:05

Install

Installation type

This computer currently has no detected operating systems. What would you like to deo?

© Erase disk and install Ubuntu
Warning: This will delete all your programs, decuments, photos, music, and any other files in all operating systems.

Advanced features... = None selected

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Ok Rark Install New

Bohds 1Bl @ @t at
FIGURE 4-30. Installation Type

7. Click Install Now.

Note

The root password for Ubuntu is set in a later step.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.
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* Modifying the Virtual Machine Environment on page 4-44

Modifying the Virtual Machine Environment

Procedure

1. Open a Terminal window and perform the following tasks:

TASK

STEPS

Verify that the network
interface is able to get an IP
address and connect to the
network

» For CentOS and RHEL, type nmcl1 to check the
network interface status.

« For Ubunut, type ip addr to check if the network
interface is able to get an IP address.

Note

ﬁ If the network interface is disconnected, type

ifup "<network interface name>" to
connect the network interface.

Verify that the network
interface is enabled on boot

For CentOS, edit the network interface configuration

file /etc/sysconf dig/network-scripts/ifcfg-
<network interface name>,and modify the following
line:

ONBOOT=yes

Verfiy that the sshd is
installed and running with
configured settings

Type the following commands:

a. For Ubuntu 20.04.6, type sudo apt {install -y
openssh-server to install OpenSSH.

b. Enable the SSH: systemctl enable sshd
c. Startthe SSH: systemctl start sshd
d. Verify the SSH status: systemctl status sshd

e. Open the SSH config file: sudo vi /etc/ssh/
shhd_config

f. Set PermitRootLogin toyes.




Linux OVA File Preparation

TAsK STEPS

g. Verify Port is configured to 22.

h. Save changes and restart SSH with the command:
systemctl restart sshd

Verify that the ssh statusis active (running)

Disable SELinux on CentOS | Edit the SELinux configuration file /etc/selinux/
and RHEL config, and modify the following line:

SELINUX=disabled

Verify that all required Use Virtual Analyzer Image Preparation Tool to
packages are installed automatically install missing packages or manually install
them.

For details, see Required Software on page 4-3.

For RHEL 7.9 and RHEL 8.3, | Registration is required to enable automatic installation
register system of missing packages. Refer to documentation provided by
Red Hat to complete registration.

For Unbuntu 20.04.6, set Use the following commands to set the root password:

the root account password
a. Type sudo passwd root.

b. Type 1111 to set the root passwordto 1111.

c. Type the password again if prompted.

2. Restart the virtual machine.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

Q Important
"2’ Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.
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Procedure

1. On the VirtualBox Manager screen, power off the virtual machine.

a Note

Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and click Next.
The Appliance settings screen appears.

4. Configure the following:

* File: Accept the default name and path or click || to select a
different file.

« Format: Select OVF 1.0.

Q Important
.2’ Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

+ MAC Address Policy: Select Include all network adapter MAC
addresses.

5. Click Next.
The Virtual system settings screen appears.

6. Verify that the License field is empty and then click Export.

VirtualBox creates the OVA file.
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Chapter 5

Virtual Analyzer Image Preparation Tool

Learn how to use the Virtual Analyzer Image Preparation Tool in the
following topics:

 Overview on page 5-2
« Image Validation and Configuration on page 5-4
« System Requirements on page 5-3

« Using the Tool on page 5-6

* Troubleshooting Common Issues on page 5-25




Virtual Analyzer Image Preparation Tool User's Guide

Overview

The Virtual Analyzer Image Preparation Tool facilitates the creation of
custom sandbox images.

TABLE 5-1. Features

FEATURE

DESCRIPTION

Image creation

Create custom sandbox images for the following products:

Deep Discovery Inspector 3.8 and later

Deep Discovery Email Inspector 2.1 and later

Deep D