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Preface

Welcome to the Trend Micro™ Mobile Security for Enterprise version 9.8 SP5
Critical Patch Administrator’s Guide. This guide provides detailed
information about all Mobile Security configuration options. Topics include
how to update your software to keep protection current against the latest
security risks, how to configure and use policies to support your security
objectives, configuring scanning, synchronizing policies on mobile devices,
and using logs and reports.

This preface discusses the following topics:
Audience on page viii

Mobile Security Documentation on page viii

Document Conventions on page ix
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Audience

The Mobile Security documentation is intended for both administrators—
who are responsible for administering and managing Mobile Device Agents
in enterprise environments—and mobile device users.

Administrators should have an intermediate to advanced knowledge of
Windows system administration and mobile device policies, including:

Installing and configuring Windows servers
Installing software on Windows servers
Configuring and managing mobile devices

Network concepts (such as IP address, netmask, topology, and LAN
settings)

Various network topologies
Network devices and their administration

Network configurations (such as the use of VLAN, HTTP, and HTTPS)

Mobile Security Documentation

The Mobile Security documentation consists of the following:

Installation and Deployment Guide—this guide helps you get “up and
running” by introducing Mobile Security, and assisting with network
planning and installation.

Administrator’s Guide—this guide provides detailed Mobile Security
configuration policies and technologies.

Online help—the purpose of online help is to provide “how to’s” for the
main product tasks, usage advice, and field-specific information such as
valid parameter ranges and optimal values.

Readme—the Readme contains late-breaking product information that is
not found in the online or printed documentation. Topics include a
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description of new features, installation tips, known issues, and release
history.

+  Knowledge Base— the Knowledge Base is an online database of problem-
solving and troubleshooting information. It provides the latest
information about known product issues. To access the Knowledge Base,
open:

http://esupport.trendmicro.com/

Q Tip
Trend Micro recommends checking the corresponding link from the Download

Center (http:/www.trendmicro.com/download) for updates to the product
documentation.

Document Conventions

The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface



http://esupport.trendmicro.com/
http://www.trendmicro.com/download
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CONVENTION

DESCRIPTION

ﬁ’ Note

Configuration notes

Q Tip

Recommendations or suggestions

Cf'D Important

Information regarding required or default configuration
settings and product limitations

ﬁ WARNING!

Critical actions and configuration options
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Chapter1

Introduction

Trend Micro™ Mobile Security for Enterprise 9.8 SP5 Critical Patch is an
integrated security solution for your mobile devices. Read this chapter to
understand Mobile Security components, features and how they protect your
mobile devices.

This chapter includes the following sections:
Understanding Mobile Threats on page 1-2
About Trend Micro Mobile Security on page 1-2
Architecture of Mobile Security System on page 1-3
Components of Mobile Security System on page 1-3
What's New in Release 9.8 SP2 Patch 1 on page 1-8

Main Mobile Device Agent Features on page 1-15

Supported Mobile Device OS Features on page 1-16
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Understanding Mobile Threats

With the standardization of platforms and their increasing connectivity,
mobile devices are susceptible to an increasing number of threats. The
number of malware programs that run on mobile platforms is growing and
more spam messages are sent through SMS. New sources of content, such as
WAP and WAP Push are also used to deliver unwanted material.

Additionally, the theft of mobile devices may lead to the compromise of
personal or sensitive data.

About Trend Micro Mobile Security

Trend Micro™ Mobile Security for Enterprise is a comprehensive security
solution for your mobile devices. Mobile Security incorporates the Trend
Micro anti-malware technologies to effectively defend against the latest
threats to mobile devices.

The integrated filtering functions enable Mobile Security to block unwanted
network communication to mobile devices.

This version of Mobile Security is independent of OfficeScan™ and can be
installed separately as a standalone application on a Windows computer.

ﬂ WARNING!

Trend Micro cannot guarantee compatibility between Mobile Security and file
system encryption software. Software products that offer similar features like
anti-malware scanning, are may be incompatible with Mobile Security.

About Machine Learning in Trend Micro Mobile Security

Trend Micro Predictive Machine Learning uses advanced machine learning
technology to correlate threat information and perform in-depth file analysis
to detect emerging unknown security risks through digital DNA
fingerprinting, API mapping, and other file features. Predictive Machine
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Learning is a powerful tool that helps protect your environment from
unidentified threats and zero-day attacks.

After detecting an unknown or low-prevalence file, Mobile Security scans the
file using the next generation mobile engine to extract file features and sends
the report to the Predictive Machine Learning engine, hosted on the Trend
Micro Smart Protection Network. Through use of malware modeling,
Predictive Machine Learning compares the sample to the malware model,
assigns a probability score, and determines whether the file is malicious or
not. Mobile Security can prevent the affected file from installation and
remind user to uninstall or remove it.

Architecture of Mobile Security System

Depending on your company needs, you can implement Mobile Security with
different client-server communication methods. You can also choose to set
up one or any combination of client-server communication methods in your
network.

Trend Micro Mobile Security supports three different models of deployment:

Enhanced Security Model (Dual Server Installation) with Cloud
Communication Server

Enhanced Security Model (Dual Server Installation) with Local
Communication Server

Basic Security Model (Single Server Installation)

Refer to the Installation and Deployment Guide for the details.

Components of Mobile Security System

The following table provides the descriptions of the Mobile Security
components.
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TABLE 1-1. Components of Mobile Security System

COMPONENT

DESCRIPTION

REQUIRED OR
OPTIONAL

Management
Server

The Management Server enables you to manage
Mobile Device Agents from the administration web
console. Once mobile devices are enrolled to the
server, you can configure Mobile Device Agent policies
and perform updates.

Required

Communication
Server

The Communication Server handles communications
between the Management Server and Mobile Device
Agents.

Trend Micro Mobile Security provides two types of
Communication Server:

. Local Communication Server (LCS)—this is a
Communication Server deployed locally in your
network.

. Cloud Communication Server (CCS)—this is a
Communication Server deployed in the cloud
and you will not need to install this server. Trend
Micro manages the Cloud Communication Server
and you only need to connect to it from the
Management Server.

See Comparison Between Local and Cloud
Communication Servers on page 1-6.

Required

Mobile Device
Agent (MDA)

The Mobile Device Agent is installed on the managed
Android and iOS mobile devices. The agent
communicates with the Mobile Security
Communication Server and executes the commands
and policy settings on the mobile device.

Required

Microsoft SQL
Server

The Microsoft SQL Server hosts the databases for
Mobile Security Management Server.

Required

Active Directory

The Mobile Security Management Server imports
users and groups from the Active Directory.

Optional
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COMPONENT

DESCRIPTION

REQUIRED OR
OPTIONAL

Certificate
Authority

The Certificate Authority manages security
credentials and public and private keys for secure
communication.

Optional

SCEP

The Simple Certificate Enrollment Protocol (SCEP) is a
communication protocol that provides a networked
front end to a private certificate authority.

In some environments, it is important to make sure
that corporate settings and policies are protected
from prying eyes. To provide this protection, i0OS
allows you to encrypt profiles so that they can be read
only by a single device. An encrypted profile is just
like a normal configuration profile except that the
configuration profile payload is encrypted with the
public key associated with the device’s X.509 identity.

The SCEP works with the Certificate Authority to issue
certificates in large enterprises. It handles the issuing
and revocation of digital certificates. The SCEP and
Certificate Authority can be installed on the same
server.

Optional

SSL certificate

(Full Version deployment mode, and Security Scan
deployment mode with unlisted MDM vendor only.)

Trend Micro Mobile Security requires an SSL server
certificate issued from a recognized Public Certificate
Authority for the secure communication between
mobile devices and Communication Server using
HTTPS.

Required, if you
want to manage
iOS mobile devices

SMTP Server

Connect SMTP server to make sure administrators can
get reports from Mobile Security Management Server,
and send invitations to users.

Optional
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Comparison Between Local and Cloud
Communication Servers

The following table provides the comparison between the Local
Communication Server (LCS) and the Cloud Communication Server (CCS).

TABLE 1-2. Comparison between Local and Cloud Communication Servers

FEATURES

CLoub COMMUNICATION
SERVER

LocAL COMMUNICATION
SERVER

Installation required

No

Yes

User authentication
method supported

Enrollment Key

Active Directory or Enrollment
Key

Agent Customization for
Android

Supported

Supported

What's New in Release 9.8 SP5 Critical Patch

The following new features are available in Trend Micro Mobile Security 9.8

SP5 Critical Patch:

FEATURE

DESCRIPTION

Legacy Binary Protocol
Replacement

This version of Mobile Security replaces the legacy binary
protocol, which will not be supported by Apple from March 31,
2021, with HTTP/2-based Apple Push Notification service (APNs).

Bug Fixes

This version of Mobile Security fixes some known bugs for

Android.

What's New in Release 9.8 SP5

The following new features are available in Trend Micro Mobile Security 9.8
SP5 Critical Patch:
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FEATURE

DESCRIPTION

MARS Pattern Update from
Apex Central

This version of Mobile Security supports MARS pattern update
from Trend Micro Apex Central.

PHP Version Upgrade

This version of Mobile Security upgrades the built-in PHP version
from 7.0.33 to 7.4.12.

Support for the Latest
Microsoft Exchange Server
Version

This version of Mobile Security supports Microsoft Exchange
Server 2016/2019.

Support for More Agent
Versions

This version of Mobile Security adds support for Android with
Server 11.0 and iPadOS 14.

What's New in Release 9.8 SP4

The following new features are available in Trend Micro Mobile Security 9.8

SP5 Critical Patch:

ﬁ Note

Trend Micro Mobile Security certificate is upgraded to help strengthen security.
Some services may be affected by the certificate upgrade. You are strongly
recommended to upgrade the Trend Micro Mobile Security server to 9.8 SP5
Critical Patch to mitigate the impact of certificate upgrade.

FEATURE

DESCRIPTION

Integration with Apex
Central

This version of Mobile Security updates the policy page in Trend
Micro Apex Central.

Support for the Latest i0OS
Version

This version of Mobile Security adds iOS 14 support.
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What's New in Release 9.8 SP3

The following new features are available in Trend Micro Mobile Security 9.8

SP3:

FEATURE

DESCRIPTION

Integration with Apex
Central

This version of Mobile Security integrates with Trend Micro Apex
Central to provide central management in Security Scan mode.

Integration with
BlackBerry UEM Mobile
Device Management
Solution

This version of Mobile Security provides security scan for Android
and i0OS mobile devices while integrating with BlackBerry UEM
mobile device management solution.

What's New in Release 9.8 SP2 Patch 1

The following new features are available in Trend Micro Mobile Security 9.8

SP2 Patch 1:

FEATURE

DESCRIPTION

Android and iOS
Compatibility Issue Fix

This version of Mobile Security fixes iOS 13 and Android 10
compatibility issue.

Other Bug Fixes

This version of Mobile Security fixes some other bugs and
vulnerability issues in server and mobile device administrators.

What's New in Release 9.8 SP2

The following new features are available in Trend Micro Mobile Security 9.8
SP2:
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FEATURE DESCRIPTION
Installation of Newer This version of Mobile Security installs Microsoft SQL server 2017
Version of Microsoft SQL during installing.
Server
Replacing JRE with This version of Mobile Security replaces JRE with OpenJDK to
OpenJDK install .apk files on mobile devices.

What's New in Release 9.8 SP1

The following new features are available in Trend Micro Mobile Security 9.8

SP1:
FEATURE DESCRIPTION
Support for High Enables you to configure Windows server for High Availability for
Availability for Local all Local Communication Servers on the network.

Communication Server

Integration with Citrix Provides security scan for Android and iOS mobile devices while
XenMobile and IBM integrating with Citrix XenMobile and IBM MaaS360 mobile device
MaaS360 Mobile Device management solutions.

Management Solutions

What's New in Release 9.8

The following new features are available in Trend Micro Mobile Security 9.8:

FEATURE DESCRIPTION

Invitation email (Android Enables administrators to send an invitation email to all users
Only) when deploying Mobile Device Agent through AirWatch.
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FEATURE

DESCRIPTION

More Security Scans and
Detections:

Supports scanning mobile devices for the following:
malicious SSL certificates
malicious iOS profiles (iOS only)
network traffic decryption
unsafe access point (Wi-Fi)
developer options and USB debugging (Android only)

modified applications

New Widgets,
Administrator
Notifications, and Reports

Introduces new widgets, administrator notifications and reports
for malicious SSL certificate, malicious iOS profile, network traffic
decryption, unsafe access point (Wi-Fi), developer options, USB
debugging, modified applications, and rooted/jailbroken mobile
devices.

Application Approved List

Introduces an approved list for administrators to add the
applications that are detected as malware, vulnerable, privacy
risk or modified applications, as safe to allow the installation of
such applications on mobile devices.

iOS Mobile Device Agent
Support

Supports iOS mobile device agent for Security Scan mode with
AirWatch and Mobilelron only.

What's New in Release 9.7 Patch 3

The following new features are available in Trend Micro Mobile Security 9.7

Patch 3:

FEATURE

DESCRIPTION

Provides QR Code for
Quick Agent Deployment

(Security Scan
Deployment Mode Only)

Provides enrollment information using QR code on the agent
deployment settings screen for quick and simple agent
deployment.

This feature is only available in Security Scan Deployment Mode
with integration with AirWatch and Mobilelron.
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FEATURE DESCRIPTION
Supports Predictive Supports Trend Micro Predictive Machine Learning to perform in-
Machine Learning depth file analysis to detect emerging known security risks.

What's New in Release 9.7 Patch 2

The following new features are available in Trend Micro Mobile Security 9.7

Patch 2:
FEATURE DESCRIPTION
Integration with Provides security scan for Android and iOS mobile devices while
Mobilelron Mobile Device | integrating with the following Mobilelron mobile device
Management Solutions management solutions:

Mobilelron Core Hosted

Mobilelron Core On-Premise

Integration of Online Help | Links all the Ul screens to the help files available on Trend Micro
Online Help Center.

Supports iOS Activation Activation Lock is a feature of Find My iPhone that is built into
Lock mobile devices with iOS 7 and later. It prevents reactivation of
lost or stolen mobile device by requiring the user's Apple ID and
password before anyone can turn off Find My iPhone, erase, or
reactivate and use the mobile device.

(Full Version Deployment
Mode Only)

What's New in Release 9.7

The following new features are available in Trend Micro Mobile Security 9.7:
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FEATURE DESCRIPTION

Multiple Deployment Enables you to deploy Trend Micro Mobile Security in:

Modes . .
Full Version deployment mode, that includes all the

features of Trend Micro Mobile Security.

Security Only deployment mode, that provides security
scan for Android and iOS mobile devices while integrating
with other mobile device management (MDM) solutions.

Integration with AirWatch | Provides security scan for Android and iOS mobile devices while
integrating with AirWatch mobile device management solution.

Cyber Security News Includes a widget on the Dashboard screen to display Cyber
Widget on Dashboard Security News for mobile devices, published by Trend Micro.
Screen

Server Certificate Enables you to perform server certificate verification on Android
Verification on Android mobile devices.

Devices

New MARS API for Security | Integrates with the latest Mobile Application Reputation Service
Scanning (MARS) API to enhance the vulnerability detection and
description.

Support for Latest Android | Adds Android 7 and iOS 10 support.
and iOS Versions

What's New in Release 9.6 SP1

The following new features are available in Trend Micro Mobile Security 9.6

SP1:
FEATURE DESCRIPTION
Ransomware Detection New widgets on the Dashboard allows administrators to view
Widgets ransomware detection statistics.
Android App Version Administrators can choose to deploy the Full version or Security
Selection scan only app for Android and iOS devices.
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FEATURE

DESCRIPTION

Automatic App Activation
on Android Devices

This version of Mobile Security provides automatic activation on
Android devices during app deployment.

Exchange Server Data
Cleanup

(Full Version Deployment
Mode only)

Administrators can perform a data cleanup before transferring to
another Exchange server. This allows administrators to remove
existing Exchange Connector and Exchange ActiveSync device
data on Mobile Security.

Group Setting for Multiple
Active Directory Users

Administrators can apply the group setting to multiple Active
Directory users.

Report Generation by
Device Platform

Enhancements to the report generation feature allow
administrators to generate reports for selected device platforms.

Device Information
Update

Administrators can update the device information of a managed
mobile device before the next scheduled update.

What's New in Release 9.6

The following new features are available in Trend Micro Mobile Security 9.6:

FEATURE

DESCRIPTION

User Management

Enables administrators to manage users and invitations
separately.

On-Demand Reports

Administrators now have the option of generating reports as
needed.

Scheduled Scan

Enables administrators to run the malware and security scans
daily, weekly, or monthly based on the specified schedule.

Security Scan for Android

In addition to the privacy scan, Mobile Security now supports the
vulnerability scan and modified apps scan for increased security.

New Widgets

This release introduces five new widgets that display information
about the Android security scans and the iOS malware scan.
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FEATURE

DESCRIPTION

New iOS App Version

Administrators can choose to deploy a new version of the i0S app
that only supports security scans and works with 3rd-party
mobile device management (MDM) apps.
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Main Mobile Device Agent Features

FEATURE
v DESCRIPTION ANDROID 10S
NAME
Security Mobile Security Malware scan ] [ ]
Scanning incorporates Trend
Micro’s anti-malware Privacy scan [ ]
technology to
effectively detect Vulnerability scan ]
threats to prevent
attackers from taking Modified Apps scan ] ]
advantage of -
vulnerabilities on USB debugging L
mobile devices. Mobile | scan
Security is specially -
designed to scan for Developer options @
mobile threats. scan
Rooted mobile ]
device scan
Jailbroken mobile [ ]
device scan
Malicious iOS [ ]
profiles scan
Network traffic ] ]
decryption scan
Malicious SSL [ ] [ ]
certificate scan
Unsafe access ]
point (Wi-Fi) scan
Authentica | After installing the Mobile Device Agent, the [ ] [ ]
tion mobile device user need to provide the
authentication information to enroll the
mobile devices with the Mobile Security
Management Server.
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FEATURE
v DESCRIPTION ANDROID 10S
NAME
Regular To protect against the most current threats, [ ]

Updates you can either update Mobile Security
manually or configure it to update
automatically. To save cost, you can also set a
different update frequency for the mobile
devices that are in “roaming”. Updates
include component updates and Mobile
Security program patch updates.

Mobile Mobile Device Agent Application scan ] ]
Device Logs available on logs
Agent Logs | Management Server.
Device ] L
vulnerability logs
Network [ ] [ ]

protection logs

Web threat ]
protection logs

Mobile Device Agent Malware scan [ ]
keeps user logs on the history
mobile device.

Vulnerability scan ]
logs

Modified app scan [ ]
logs

Privacy scan ]
history

Web blocking [ ]
history

Supported Mobile Device OS Features

The following table shows the list of features that Trend Micro Mobile
Security supports on each platform.
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TABLE 1-3. Trend Micro Mobile Security 9.8 SP5 Critical Patch Feature Matrix

PoLicy FEATURES SETTINGS [&]

Device Security Security Settings Real-time scan

Scan after pattern update

Manual scan [ ]

Data Protection Web Threat Protection | Server-side control

Use blocked list

Use approved list

Allow specific websites only

Allow limited adult content
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Chapter 2

Getting Started with Mobile Security

This chapter helps you start using Mobile Security and provides you the basic
usage instructions. Before you proceed, be sure to install the Management
Server, Communication Server, and the Mobile Device Agent on mobile
devices.

This chapter includes the following sections:
Accessing the Administration Web Console on page 2-2
Dashboard Information on page 2-5
Administration Settings on page 2-9

Command Queue Management on page 2-18

Managing Certificates on page 2-20
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Administration Web Console

You can access the configuration screens through the Mobile Security
administration web console.

The web console is the central point for managing and monitoring Mobile
Security throughout your corporate network. The console comes with a set of
default settings and values that you can configure based on your security
requirements and specifications.

You can use the web console to do the following:

- Manage Mobile Device Agents installed on mobile devices

+  Configure security policies for Mobile Device Agents

- Configure scan settings on a single or multiple mobile devices

+  Group devices into logical groups for easy configuration and
management

+  View registration and update information

Accessing the Administration Web Console

Procedure

1. Logon to the administration web console using the following URL
structure:

https://
<External_domain_name_or_IP_address>:<HTTPS_port>/mdm/web

ﬁ’ Note

Replace <External_domain_name_or_IP_address> with the actual IP
address, and <HTTPS_port> with the actual port number of the
Management Server.
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The following screen appears.

>, TREND.  Mobile Security for Enterprise

User Name:

Password:

FIGURE 2-1. Administration Web console login screen

2. Type a user name and password in the fields provided and click Log In.

ﬁ’ Note

The default User Name for administration web console is “root” and the
Password is “mobilesecurity”.

Make sure that you change the administrator password for the user "root"
after your first sign in. See “Editing an Administrator Account” in the
Administrator's Guide for the procedure.

Important

-
- the Compatibility View for Websites options is turned off. See Turning Off

Compatibility Mode in Internet Explorer on page 2-4 for details.

the JavaScript is enabled on your browser.
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ﬁ Note

If you are unable to access the administration web console in Windows 2012
using Internet Explorer 10 in Metro mode, verify that the Enhanced Protected
Mode option is disabled in Internet Explorer.

Turning Off Compatibility Mode in Internet Explorer

Trend Micro Mobile Security does not support Compatibility View on
Internet Explorer. If you are using Internet Explorer to access the Mobile
Security administration web console, turn off the web browser’s
Compatibility View for the website, if it is enabled.

Procedure
1. Open Internet Explorer and click Tools > Compatibility View settings.
The Compatibility View Settings window displays.

2. If the administration console is added to the Compatibility View list,
select the website and click Remove.

3. Clear Display intranet sites in Compatibility View and Display all
websites in Compatibility View checkboxes, and then click Close.

Product License

After the Evaluation version license expires, all program features will be
disabled. A Full license version enables you to continue using all features,
even after the license expires. It’s important to note however, that the Mobile
Device Agent will be unable to obtain updates from the server, making anti-
malware components susceptible to the latest security risks.

If your license expires, you will need to register the Mobile Security
Management Server with a new Activation Code. Consult your local Trend
Micro sales representative for more information.
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To download updates and allow remote management, Mobile Device Agent
must enroll to the Mobile Security Management Server. For instructions to
manually enroll Mobile Device Agent on mobile devices, refer to the
Installation And Deployment Guide.

To view license upgrade instructions for Management Server, click the View
license upgrade instructions link in Mobile Security Product License
screen.

Dashboard Information

The Dashboard screen displays first when you access the Management
Server. This screen provides an overview of the mobile device registration
status and component details.

The dashboard screen is divided into two tabs:

Summary—shows cyber security news related to mobile devices, the
mobile device health and security statuses and mobile device operating
system version summary.

Security—shows Android device vulnerability scan summary, iOS device
vulnerability scan summary, Android network protection summary, i0S
network protection summary, Android application risk summary, iOS
application risk summary. In this category, you can see the following
widgets and statuses:

Android/iOS Vulnerability Summary:
Rooted: (Android only) the number of rooted mobile devices

USB Debugging: (Android only) the number of mobile devices
with USB debug mode enabled

Developer Options: (Android only) the number of mobile
devices with developer mode enabled

Jailbroken: (i0S only) the number of jailbroken mobile devices
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Malicious iOS Profiles: (i0S only) the number of mobile
devices with installed malicious i0S profiles

Android/iOS Network Protection Summary:

Unsafe Access Point (Wi-Fi): (Android only) the number of
mobile devices connected to suspicious or unsecured access
points (Wi-Fi) with weak or no password

Network Traffic Decryption: the number of mobile devices
detected with decrypted network traffic

Malicious SSL Certificate: the number of mobile devices with
installed malicious SSL certificates

Android/iOS Application Risk Summary:

Malware: the number of installed applications detected as
malware

Vulnerability App: (Android only) the number of installed
applications detected as vulnerable

Privacy Risk: (Android only) the number of installed
applications detected leaking privacy

Modified Apps: the number of installed applications with
modified application package

Customizing the Dashboard

Mobile Security enables you to customize the Dashboard information
according to your needs and requirements.

Adding a New Tab

Procedure

1. Onthe Dashboard screen, click the| + |button.
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On the New Tab pop-up window, do the following:
Title: type the tab name.
Layout: select the layout for the widgets displayed on the tab.

Auto-fit: select On or Off to enable or disable the setting for the
widgets on the tab.

Click Save.

Removing a Tab

Procedure

1. Click the tab, and then click the i button displayed on the tab.

2. Click OK on the confirmation pop-up dialog.

Adding Widgets

Procedure

1. Onthe Dashboard screen, click the tab on which you want to add
widgets.

2. Click Add Widgets on the top-right of the tab.
The Add Widgets screen displays.

3. Select the category from the left menu and/or type the keywords in the
search field to display the relevant widgets list.

4. Select the widgets that you want to add, and then click Add.

The selected widgets appear on the tab on the Dashboard.
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Removing Widgets

Procedure

1.

On the Dashboard screen, click the tab from which you want to remove
widgets.

On the widget that you want to remove, click = on the top-right of the
widget.

Changing Widget's Position

Procedure

1.

On the Dashboard screen, click the tab whose widgets you want to
rearrange.

Click and hold the widget title bar, then drag and drop it to the new
position.

Refreshing the Information on the Widgets

Procedure

1.

On the Dashboard screen, click the tab whose widget you want to
refresh.

On the widget that you want to refresh, click < on the top-right of the
widget.
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Viewing or Modifying Tab Settings

Procedure

1. On the Dashboard screen, click the tab whose settings you want to view
or modify.

2. Click Tab Settings.

3. Modify the settings as required, and then click Save.

Administration Settings

Configuring Active Directory (AD) Settings

Trend Micro Mobile Security enables you to configure user authorization
based on the Active Directory (AD). You can also add mobile devices to the
device list using your AD. Refer to the Initial Server Setup section in the
Installation and Deployment Guide for the detailed configuration steps.

Configuring User Authentication

Trend Micro Mobile Security enables you to configure user authentication
based on the Active Directory (AD) or through an Enrollment Key. Refer to
the Initial Server Setup section in the Installation and Deployment Guide for the
detailed configuration steps.

Configuring Database Settings

Refer to the Initial Server Setup section in the Installation and Deployment Guide
for the detailed configuration steps.
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Configuring Communication Server Settings

Refer to the Initial Server Setup section in the Installation and Deployment Guide
for the detailed configuration steps.

Configuring Deployment Settings

Refer to the Initial Server Setup section in the Installation and Deployment Guide
for the detailed configuration steps.

Switching from Full Version to Security Scan Deployment Mode

You can switch the deployment mode for Mobile Security at anytime.

Refer to the following Knowledge Base article about switching from Full
Version deployment mode to Security Scan deployment mode:

https://success.trendmicro.com/solution/1115884

Configuring AirWatch Integration with Trend Micro Mobile
Security

Trend Micro Mobile Security enables you to integrate with AirWatch device
management solution.

Refer to the topic Integration with AirWatch in Chapter 3, Integration with Other

MDM Solutions in Administrator's Guide for Security Only Deployment Mode for the
details.

Configuring Mobilelron Integration with Trend Micro Mobile
Security

Trend Micro Mobile Security enables you to integrate with Mobilelron device
management solution.



https://success.trendmicro.com/solution/1115884
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Refer to the topic Integration with Mobilelron in Chapter 3, Integration with Other

MDM Solutions in Administrator's Guide for Security Only Deployment Mode for the
details.

Configuring Citrix XenMobile Integration with Trend Micro Mobile
Security

Trend Micro Mobile Security enables you to integrate with Citrix XenMobile
device management solution.

Refer to the topic Integration with Citrix XenMobile in Chapter 3, Integration with

Other MDM Solutions in Administrator's Guide for Security Only Deployment Mode
for the details.

Configuring IBM MaaS$360 Integration with Trend Micro Mobile
Security

Trend Micro Mobile Security enables you to integrate with IBM MaaS360
device management solution.

Refer to the topic Integration with IBM MaaS360 in Chapter 3, Integration with

Other MDM Solutions in Administrator's Guide for Security Only Deployment Mode
for the details.

Managing Administrator Accounts

The Administrator Account Management screen enables you to create user
accounts with different access role for the Management Server.

Default Administrator Account Name and Role

The default administrator account is “root” (password: “mobilesecurity”).
The root account cannot be deleted and can only be modified. See Editing an
Administrator Account on page 2-15 for the detailed procedure.
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TABLE 2-1. The root account properties

ROOT ACCOUNT PROPERTIES CAN BE MODIFIED?
Administrator Accounts Account name No
Full name Yes
Password Yes
Email address Yes
Mobile phone number Yes
Administrator Roles Administrator role modification | No

The default administrator role is Super Administrator, which has the
maximum access to all settings. The Super Administrator role cannot be
deleted and can only be modified. See Editing an Administrator Role on page
2-17 for the detailed procedure.

TABLE 2-2. The Super Administrator role properties

SUPER ADMINISTRATOR ROLE PROPERTIES CAN BE MODIFIED?
Role Details Administrator role No
Description Yes

Group Management Control Managed Groups No
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TABLE 2-3. Access rights for Super Administrator and a Group Administrator

SERVER SUPER GROUP
PERMISSIONS
COMPONENTS ADMINISTRATOR ADMINISTRATOR

Administration Updates Supported Not supported
Administrator Account Can modify all the Can only modify own
Management account account information
Device Enrollment Supported Not supported
Settings
Certificate Management Supported Supported
Command Queue Can manage all Can only view
Management commands commands for the

related groups

Database Settings Supported Not supported

Communication Server Supported Not supported

Settings

Active Directory Settings Supported Not supported

Management Server Supported Not supported

Settings

Deployment Settings Supported Not supported

Configuration and Supported Not supported

Verification

Product License Supported Not supported
Notifications/ Log Query All the groups Managed groups only
Reports

Log Maintenance All the groups Managed groups only

Administrator Supported Not supported

Notifications/Reports

User Notifications Supported Not supported

Settings Supported Not supported
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SERVER SUPER GROUP
PERMISSIONS
COMPONENTS ADMINISTRATOR ADMINISTRATOR

Applications Supported Supported for
managed groups only

Policy Create a policy Supported Supported for
managed groups only

View a policy Supported Supported for
managed groups only

Copy a policy Supported Supported for
managed groups only

Delete a policy Supported Supported for
managed groups only

Devices View devices Supported Supported for
managed groups only

Add group Supported Supported

Users Invite users Supported Supported for

managed groups only

Adding Administrator Accounts

Procedure

1. Onthe Mobile Security administration web console, go to
Administration > Administrator Account Management.

2. On the Administrator Accounts tab, click Create to add a new account.
The Create Administrator Account screen appears.

3. Under section Account Details, do one of the following:

- Select Trend Micro Mobile Security User, and specify the following
user account details:
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«  Account name: name used to log on to the Management Server.
- Full name: the user’s full name.
- Password (and Confirm Password).
- Email address: the user’s email address.
+  Mobile phone number: the user’s phone number.
- Select Active Directory user, and do the following:
a. Type the user name in the search field and click Search.

b. Select the user name from the list on the left and click > to
move the user to the Selected users list on the right.

ﬁ’ Note

To remove the user from the Selected users list on the right, select the
user name and click <.

You can also select multiple users at the same time by holding Ctrl or Shift
keys while clicking on the username.

4. Under section Administrator Role, select the role from the Choose the
administrator role: drop-down list.

See Creating an Administrator Role on page 2-17 for the procedure for
creating administrator roles

5. Click Save.

Editing an Administrator Account

Procedure

1. On the Mobile Security administration web console, go to
Administration > Administrator Account Management.

2. On the Administrator Accounts tab, click Create to add a new account.
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The Edit Administrator Account screen appears.
3. Modify the administrator account details and access role as required.
+  Account Details
«  Account name: name used to log on to the Management Server.
+  Full name: the user’s full name.
- Email address: the user’s email address.
+  Mobile phone number: the user’s phone number.

- Password: click Reset Password to change the user account
password, type the new password in the New Password and
Confirm Password fields, and click Save.

. Administrator Role

«  Choose the administrator role: select the administrator role
from the drop-down list.

For the procedure to create an administrator role, see Creating
an Administrator Role on page 2-17.

4. Click Save.

Deleting an Administrator Account

Procedure

1. Onthe Mobile Security administration web console, go to
Administration > Administrator Account Management.

2. On the Administrator Accounts tab, select the administrator accounts
that you want to delete, and then click Delete.

A confirmation message appears.
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Creating an Administrator Role

Procedure

1.

On the Mobile Security administration web console, go to
Administration > Administrator Account Management.

On the Administrator Roles tab, click Create.

The Create Administrator Role screen appears.

Under section Role Details, provide the following information:
Administrator Role
Description

Under section Group Management Control select the mobile device
groups that this administrator role can manage.

Click Save

Editing an Administrator Role

Procedure

1.

On the Mobile Security administration web console, go to
Administration > Administrator Account Management.

On the Administrator Roles tab, click Create.
The Create Administrator Role screen appears.

Modify the role details as required and then click Save.
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Deleting an Administrator Role

Procedure

1. On the Mobile Security administration web console, go to
Administration > Administrator Account Management.

3. Onthe Administrator Roles tab, select the administrator role you want
to delete, and click Delete.

A confirmation message appears.

Changing Administrator Password

Refer to the topic Editing an Administrator Account on page 2-15 for the
procedure of changing the administrator account password.

Command Queue Management

Mobile Security keeps a record of all the commands you have executed from

the web console and enables you to cancel or resend a command, if required.
You can also remove the commands that have already been executed and are
not required to be displayed on the list.

To access the Command Queue Management screen, go to Administration >
Command Queue Management.

The following table describes all the command statuses on the Command
Queue Management screen.
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COMMAND STATUS DESCRIPTION

Waiting to Send The Mobile Security Management Server is in the process of
sending the command to mobile device.

You can cancel the command while it is in this status.

Waiting Acknowledgment The Mobile Security Management Server has sent the
command to mobile device and is waiting for the
acknowledgement from the mobile device.

Unsuccessful Unable to execute the command on mobile device.

Successful The command has been executed successfully on the mobile
device.

Canceled The command has been canceled before it was executed on

the mobile device.

To keep the size of commands from occupying too much space on your hard
disk, delete the commands manually or configure Mobile

Security administration web console to delete the commands automatically
based on a schedule in the Command Queue Maintenance screen.

Configuring Schedule for Deleting Old Commands

Procedure
1. Click Administration > Command Queue Management.
The Command Queue Management screen displays.

2. On the Command Queue Maintenance tab, select Enable scheduled
deletion of commands.

3. Specify the number of days old commands you want to delete.

4. Specify the commands queue deletion frequency and time.

5. Click Save.




Trend Micro Mobile Security 9.8 SP5 Critical Patch Administrator's Guide (Security Scan Deployment

Mode)

Deleting Old Commands Manually

Procedure

1.

Click Administration > Command Queue Management.
The Command Queue Management screen displays.

On the Command Queue Maintenance tab, select Enable scheduled
deletion of commands.

Specify the number of days old commands you want to delete.

Click Delete Now.

Managing Certificates

Use the Certificate Management screen to
upload .pfx, .pl2, .cer, .crt, .der certificates to the Mobile Security
Management Server.

Uploading a Certificate

Procedure

1. Log on to the Mobile Security administration web console.

2. Click Administration > Certificate Management.

3. Click Add.
The Add certificate window appears.

4. Click Choose File and then select a .pfx, .pl2, .cer, .crt, .der
certificate file.

5. Type the certificate password in the Password field.
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6. Click Save.

Deleting a Certificate

Procedure
1. Log on to the Mobile Security administration web console.
2. Click Administration > Certificate Management.

3. Select the certificates that you want to delete, and then click Delete.
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Chapter 3

Integrating with Other MDM Solutions

Trend MicroMobile Security enables you to integrate other mobile device
management solutions with Mobile Security.

This chapter explains you the procedure to set up Mobile Security integration
with other mobile device management solutions.

Topics included in this chapter:
Feature Integration Comparison for MDM Solutions on page 3-2
Integration with AirWatch on page 3-3
Integration with Mobilelron on page 3-17
Integration with Citrix XenMobile on page 3-25
Integration with IBM MaaS360 on page 3-34

Integration with BlackBerry UEM on page 3-41
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Feature Integration Comparison for MDM Solutions

Trend Micro Mobile Security provides integration with other Mobile Device
Management (MDM) solutions. The following table lists the features that are

currently supported for each MDM solution.

TABLE 3-1. Feature Integration Comparison for MDM Solutions

IBM CITRIX
MOBILEIR BLACKBERRY
FEATURES AIRWATCH MAAS36 | XENMoBI
ON CORE UEM
(1] LE
Customized Device Yes (Tag) Yes Yes Yes
Security Attribute
Device Groups Based Yes (Smart Yes Yes
on Customized Device Group) (Label)
Security Attribute
Customized Yes (Blacklist)
Application Groups
Enrollment Yes Yes Yes Yes Yes
Configuration of
Mobile Security i0OS
Agent
Auto Enrollment of Yes Yes Yes Yes Yes
Mobile Security
Android Agent
Auto Deployment of Yes
Mobile Security (Samsung)
Android Agent
Auto Launch of Mobile Yes
Security Android Agent
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Integration with AirWatch

Trend Micro Mobile Security enables you to integrate AirWatch MDM
solution with Mobile Security.

Prerequisites for Integration

To integrate other MDM solutions with Trend MicroMobile Security, you
must use the following:

+  Mobile Security for Enterprise 9.7 or later

. Local Communication Server or Cloud Communication Server
configured in Mobile Security

. AirWatch v9.1 or later

. Admin account on AirWatch administration web console

AirWatch Integration Architecture

The following image shows the high-level architecture of integration with

AirWatch.
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Mobile App Reputation is a cloud-based technology that automatically
identifies mobile threats based on app behavior, Crawl & collect huge
number of Android apps from various Android Markets, Identifies existing
and brand new mobile malware, Identifies apps that may abuse privacy /
device resources. It is the world’s first automatic mobile app evaluation
service.

The Trend Micro Smart Protection Network delivers proactive global threat
intelligence against zero-hour threats to ensure that you are always
protected. Trend Micro uses the up-to-the-second threat intelligence to
immediately stamp out attacks before they can harm you. The Smart
Protection Network is powering all of Trend Micro products and services.

Mobile Security uses Smart Protection Network and Mobile Application
Reputation Services to find mobile device security issues and leverages
AirWatch compliance policy to manage your mobile device.

Integration Features

Trend MicroMobile Security provides the following features with integration

with AirWatch:
FEATURE DESCRIPTION

Automatic Grouping for Mobile Security adds Dangerous, Risky, No_TMMS suffixes to tag

Mobile Devices the mobile devises based on their risk levels.
See Automatic Grouping for Mobile Devices on page 3-5 for
details.

Automatic Grouping for Mobile Security adds Malware, Vulnerability and Privacy

Applications prefixes to group the mobile applications based on their risk
levels.
See Automatic Grouping for Mobile Applications on page 3-6
for details.
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FEATURE DESCRIPTION
Automatically Updating This feature enables you to put the apps into the blacklist that
AirWatch Blacklist for Policy | violate AirWatch compliance policy (based on the security scan
Violating Apps result), and sends an email alert to the user.

See Configuring AirWatch Blacklist Compliance Policy for Apps on
page 3-6 for details.

Automatic Deployment of You can configure AirWatch to automatically deploy mobile
Mobile Security Client App device agent to mobile devices.

Android:

See Deploying Android Agent Through Mobile Security
Server on page 3-13 for the procedure.

You can also configure Samsung mobile devices to
automatically launch mobile device agent on mobile
devices. See Configuring Automatic Launch for Android
Mobile Devices on page 3-14 for the details and procedure.

i0S:

See Deploying iOS Agent on page 3-15 for the procedure.

Automatic Grouping for Mobile Devices

Mobile Security uses prefixes to create three (3) classes (Dangerous, Risky
and NO_TMMS), and tags the risk devices as follows:

. PREDEFINEDPREFIX_Dangerous
. PREDEFINEDPREFIX _Risky
. PREDEFINEDPREFIX _NO_TMMS

Mobile Security enables you to define prefixes (PREDEFINEDPREFIX) on the
administration web console. If Mobile Security detects a mobile device with
different security levels, it automatically changes the device’s Smart Group.

For example, if Mobile Security detects that a malware on a mobile device, it
automatically moves the mobile device to PREDEFINEDPREFIX _Dangerous

group.
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Automatic Grouping for Mobile Applications

Mobile Security automatically groups the risky applications together under
App Groups, based on the type of risk they pose.

PREDEFINEDPREFIX _Malware_App_Android
PREDEFINEDPREFIX _Privacy_App_Android
PREDEFINEDPREFIX Vulnerability App_Android
PREDEFINEDPREFIX _Malware_App_iOS

Mobile Security enables you to define prefixes (PREDEFINEDPREFIX) on the
administration web console.

Configuring AirWatch Blacklist Compliance Policy for Apps

After you have configured AirWatch integration settings, you can create
compliance policy on AirWatch administration web console to add malicious
apps to AirWatch Blacklist.

Procedure

1. Logon to the AirWatch web console, and navigate to Devices >
Compliance Policies > List View.

2. Click Add, select the platform (Android or Apple i0S), and then from the
drop-down lists, select Application List, and Contains Blacklisted

App(s).

3. Click Next.

4. On Actions tab, configure actions:
a. Select Mark as Not Compliant.

b. Select Notify and Send Email to User form the drop-down lists.

c. Click Next.
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5. On the Assignment tab, configure the following:
Managed By: Trend Micro
Assigned Groups
Exclusions

6. Click Next.

7. On Summary tab, configure the name and description.

8. Click Finish and Activate.

On detecting a malware on the mobile device, Mobile Security puts the
application into AirWatch blacklist, and the mobile device will be flagged as
uncompliant.

AirWatch Account Permission Requirements for Integration

Mobile Security supports the integration with AirWatch. To integrate Mobile
Security with AirWatch, you need to have an AirWatch account with required
permissions for the communication between the Mobile Security server and
AirWatch.

You can create account on AirWatch with three different permission options:

Option 1: Create an AirWatch Administrator account for the
communication with all permissions

On the AirWatch administration console, navigate to Accounts >
Administrators > List View > Add > Add Admin, and create account
with the following role and permissions:

AirWatch Administrator

AirWatch Admins (Internal or External) Access to all except
"dangerous" console features.

Option 2: Create a user with API ONLY with all REST API permissions
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On the AirWatch administration console, navigate to Accounts >
Administrators > List View > Add > Add Admin, and create account
with the following role and permissions:

API Only
Only provides access to REST APIs

«  Option 3: Create a user with API ONLY with customized REST API
permissions

This option allows you to select the specific REST APIs that Mobile
Security uses.

Do the following:

1. Onthe AirWatch administration console, navigate to Accounts >
Administrators > Roles, and create a role with the specific REST
APIs permissions that Mobile Security uses, as shown in the
following table:

CATEGORY NAME

Admin User Management | Search Admin User

WTag Management Create Tag

Search Tag

Add Devices to the Tag

Remove Devices from Tag

Retrieve Devices with Specific Tag

Smart Group Create Smart Group
Management

Search Smart Groups

Delete Smart Groups
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CATEGORY NAME
Application Group Create Application Group
Management

Search Application Group

Retrieve Application Group Details

Add Application to an Application Group

Delete Application from the Application Group

Application Management | Internal Application Install : Upload Application Chunks
(i0S and Android)

Internal Application Install : Begin Internal Application
Install

Device Management Retrieve Device Information

Device Extensive Search

Device Count Info

2. Navigate to Accounts > Administrators > List View > Add > Add
Admin, and add an account with the newly created role.

ﬁ Note

The AirWatch REST permission settings page does not have permission for
each API, but provides a lot of API series (such as, Admin API; APPs API,
etc.). Contact AirWatch technical support to know which REST API
permissions need to be enabled on the settings page.

Configuring AirWatch Integration

Procedure
1. Log on to the Mobile Security administration web console.

2. Click Administration > Communication Server Settings on the menu
bar, and make sure the Communication Server settings are configured.
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If the settings are not configured, refer to the topic Configuring
Communication Server Settings in the Installation and Deployment Guide for
the configuration steps.

3. Click Administration > Deployment Settings.

4. Under Server section, select Security Scan, and then select AirWatch
MDM Solution from the drop down list.

5. Under section Service Registration, configure AirWatch settings.

6. Click Verify Settings to make sure Mobile Security can connect to the
AirWatch server.

7. Under Data Synchronization Settings section, configure the following:

+  Security Category Prefix

ﬁ’ Note

Mobile Security uses a prefix to create three (3) classes (Dangerous,
Risky and NO_TMMS), and tags the risk devices as follows:

XXXX_Dangerous
XXXX_Risky
XXXX_NO_TMMS

The risk devices and apps are grouped together under Smart Groups
and App Groups respectively, and includes apps with tag and
category added as prefix to their names.

Smart Groups: XXXX_Dangerous, XXXX_Risky,
XXXX_NO_TMMS.

App Groups: XXXX_Malware_App_Android,
XXXX_Privacy_App_Android, XXXX_Vulnerability_App_Android,
XXXX_Malware_App_iOS

8. Under Notification Setting section, select Automatically send invitation
email to user to send an email notification automatically to the user
whenever a new user is synchronized from AirWatch server.
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Agent Deployment

Trend Micro Mobile Security enables you to deploy client agent from the two
different sources:

Google Play Store: You will need to configure AirWatch to deploy the
mobile device agent and provide the enrollment information to users, in
the form of text or a QR-code. The users can use the enrollment
information or scan the QR code to enroll with the server. The
enrollment information includes the server IP address and port number,
and an enrollment key, which is available on the Android Agent tab on
Deployment Settings screen.

After installing the mobile device agent, users will be required to enroll
to the Mobile Security server manually. If you deploy mobile device
agent from Google Play Store, the mobile device users can receive the
real-time updates via Google Play.

Mobile Security Server: Notify users to download the mobile device
agent, with the name: ENT Security, from AirWatch app store.

If you use this deployment option, you will need to provide the
enrollment information to users, in the form of text or a QR-code. The
users can use the enrollment information or scan the QR code to enroll
with the server. The enrollment information includes the server IP
address and port number, and an enrollment key, which is available on
the Android Agent tab on Deployment Settings screen. Whenever a
user launches the mobile device agent, the user will need to enroll the
app to the Mobile Security server. You can also configure the app to
enroll automatically. However, whenever there is an update available,
the mobile device users will be required to update their mobile device
agents manually.

On Samsung mobile devices, the AirWatch administration console
enables you to deploy and configure the mobile device agent
automatically.
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Deploying Android Agent Through Google Play Store

Procedure

1. Logon to AirWatch web console, and navigate to Apps & Books > List
View > Public (tab) > ADD APPLICATION.

2. Onthe Add Application screen, configure the following fields:
Managed By: Type Trend Micro.
Platform: Select Android from the drop-down list.
Source: Select Search App Store.
Name: Type ent security to search the app store.

3. Click Next.

4. From the search results, select Enterprise Mobile Security.

5. On the Add Application screen, click the Assignment tab, and select the
assigned groups from the Assigned Groups field.

6. Click Save & Publish.
7. Click Upload.

Mobile Security repacks the Android agent with the enrollment key, and
uploads it to the server. If there is no preset enrollment key configured,
Mobile Security generates an enrollment key before repacking the Android
agent.

ﬁ Note

For Samsung mobile devices, you can also configure the auto-launch function
of Mobile Security Android agent on AirWatch web console. Refer to the
following article for the details:

https://success.trendmicro.com/solution/1115842
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What to do next

If you did not select the Auto Enrollment setting, provide the enrollment
information to users, in the form of text or a QR-code after deploying the
Android agent. The users can use the enrollment information or scan the QR
code to enroll with the server. The enrollment information includes the
server IP address and port number, and an enrollment key, which is available
on the Android Agent tab on Deployment Settings screen.

Deploying Android Agent Through Mobile Security Server

Procedure
1. Log on to the Mobile Security administration web console.

2. Click Administration > Device Enrollment Settings on the menu bar.

3. On the Authentication tab, select Authenticate using Enrollment Key,
and then select Use preset Enrollment Key.

4. Click Administration > Deployment Settings > Android Agent (tab).

5. Select Download from TMMS Server, and then select Auto Enrollment.

6. Click Save to save the settings.

7. Click Upload, and then select the modified Mobile Security agent file to

upload it to the AirWatch server.

The mobile device agent uploads and appears on the AirWatch
administration web console.

What to do next

If you did not select the Auto Enrollment setting, provide the enrollment
information to users, in the form of text or a QR-code after deploying the
Android agent. The users can use the enrollment information or scan the QR
code to enroll with the server. The enrollment information includes the
server IP address and port number, and an enrollment key, which is available
on the Android Agent tab on Deployment Settings screen.
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Configuring Automatic Launch for Android Mobile Devices
Before you begin

Before performing this procedure, you must perform all the steps as
explained in Deploying Android Agent Through Mobile Security Server on page
3-13.

Procedure

1. Logon to AirWatch web console, and navigate to Devices > Staging &
Provisioning > Components > Files/Actions.

2. Configure Files/Actions from the AirWatch console. Do the following:

a. Navigate to Devices > Staging & Provisioning > Components >
Files/Actions.

b. - Click Add > Android.

c. Onthe General tab, provide the information for the Name and
Description fields.

d. On the Manifest tab, click Add Action, located under the Install
Manifest section.

e. Onthe Add Manifest options, configure the following information,
then click Save:

«  Action(s) to Perform: Run Intent
- Command Line and Arguments to run:

mode=explicit,broadcast=false,action=android.intent.
action.MAIN,package=com.trendmicro.tmmssuite.enterpr
ise,class=com.trendmicro.tmmssuite.enterprise.ui.Tmm
sEnterpriseSplashScreen

«  TimeOut: [any duration as per your requirements]

f.  Onthe Add Files/Actions screen, click Save.
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3. Configuring the Product. Do the following:
a. Navigate to Devices > Staging & Provisioning > Product List View.
b. -  Click Add Product > Android.
c. Onthe General tab, provide the information for the Name,
Description, and Assigned Groups fields.
d. On the Manifest tab, click Add to add the manifest.
e. Onthe Add Manifest options, configure the following information,
then click Save:
Action(s) to Perform: Install Files/Actions
Files/Actions:
TestlLauncher
f.  Onthe Add Product screen, click Save.
4. Configuring the Application. Perform the following steps:
a. Assign the TMMS Agent to a smart group.
b. Setthe Push Mode to Auto.
Deploying iOS Agent
Procedure
1. Logon to the AirWatch web console, and navigate to Apps & Books >
Applications > List View.
2. On the Public tab, click ADD APPLICATION.
3. Onthe Add Application screen, configure the following fields:

Managed By: Type Trend Micro.
Platform: Select Apple iOS.
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+  Source: Select Search App Store.
- Name: Type ENT Security
4. Click Next.

5. From the search results, click Select before Mobile Security for
Enterprise Agent.

6. On the Deployment tab, select Send Application Configuration, and
then configure the application under the Application Configuration
field.

For application configuration values, refer to Mobile Security web
console > Administration > Deployment Settings > iOS Agent (tab).

Dashboard Devices Users Policies Applications ~ Notifications & Reports ~ | Administration ~ Help

“You are here: Administration > Deployment Seftings

Deployment Settings

Server Android Agent i0S Agent

Perform the following steps to integrate iOS agent with the Airwatch server:

Step 1 Add Trend Micro Mobile Security i0OS agent on AirWatch Server as public application
Step 2. Configure Trend Micro Mobile Security iOS agent enroliment parameters on AirWatch console.
CmdType: Enroll
EK: { Enrollment Key Configuration )
Serveruri: (1P and Port Configuration )
ServerPort
Devi rialNumber. {Devi rialNur nber}

DeviceWLANMac: {DeviceWLANMac}

Step 3 Assign Trend Micto Mabill Security i0S agant fo a smart group on AiWalch consol
Configuration Key Value Type Configuration Value
CmdType String Enroll

EK String <Enrollment Key>

ServerUrl String <Actual server URL>
ServerPort String <Actual server port number>
DeviceSerialNumber String {DeviceSerialNumber}
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Configuration Key Value Type Configuration Value

DeviceWLANMac String {DeviceWLANMac}

7. Click Save & Publish.

8. On the View Device Assignment screen, click Publish.

Integration with Mobilelron

Trend Micro Mobile Security enables you to integrate the following
MobileIron MDM solutions with Mobile Security:

Mobilelron Core Hosted

MobileIron Core On-premise

Prerequisites for Integration

To integrate other MDM solutions with Trend MicroMobile Security, you
must use the following:

Mobile Security for Enterprise 9.8 or later

Local Communication Server or Cloud Communication Server
configured in Mobile Security

Mobilelron v9.3 or later

Admin account on Mobilelron administration web console

Mobilelron Integration Architecture

The following image shows the high-level architecture of integration with
Mobilelron.
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Mobile App Reputation is a cloud-based technology that automatically
identifies mobile threats based on app behavior, Crawl & collect huge
number of Android apps from various Android Markets, Identifies existing
and brand new mobile malware, Identifies apps that may abuse privacy /
device resources. It is the world’s first automatic mobile app evaluation
service.

The Trend Micro Smart Protection Network delivers proactive global threat
intelligence against zero-hour threats to ensure that you are always
protected. Trend Micro uses the up-to-the-second threat intelligence to
immediately stamp out attacks before they can harm you. The Smart
Protection Network is powering all of Trend Micro products and services.

Mobile Security uses Smart Protection Network and Mobile Application
Reputation Services to find mobile device security issues and leverages
MobileIron compliance policy to manage your mobile device.

Integration Features

Trend MicroMobile Security provides the following features with integration
with AirWatch:




Integrating with Other MDM Solutions

FEATURE DESCRIPTION
Automatic Grouping for Mobile Security adds Dangerous, Risky and NO_TMMS suffixes
Mobile Devices to label the mobile devises based on their risk levels.

See Automatic Grouping for Mobile Devices on page 3-19 for
details.

Automatic Deployment of You can configure Mobilelron to automatically deploy mobile
Mobile Security Client App device agent to mobile devices.

Android:

See Deploying Android Agent Through Mobile Security
Server on page 3-22 for the procedure.

i0S:

See Deploying iOS Agent on page 3-23 for the procedure.

Automatic Grouping for Mobile Devices

Mobile Security uses prefixes to create three (3) classes (Dangerous, Risky
and NO_TMMS), and label the risk devices as follows:

. PREDEFINEDPREFIX_Dangerous
. PREDEFINEDPREFIX _Risky
. PREDEFINEDPREFIX _NO_TMMS

Mobile Security enables you to define prefixes (PREDEFINEDPREFIX) on the
administration web console. If Mobile Security detects a malicious
application, it automatically changes the device’s Smart Group.

For example, if Mobile Security detects that a malware on a mobile device, it
automatically moves the mobile device to PREDEFINEDPREFIX _Dangerous

group.
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Configuring Mobilelron Integration

Procedure
1. Log on to the Mobile Security administration web console.

2. (Click Administration > Communication Server Settings on the menu
bar, and make sure the Communication Server settings are configured.
If the settings are not configured, refer to the topic Configuring
Communication Server Settings in the Installation and Deployment Guide for
the configuration steps.

3. Click Administration > Deployment Settings.

4. Under Server section, select Security Scan, and then select MobileIron
Core Hostedor MobileIron Core On-Premise MDM Solution from the
drop down list.

5. Under section Service Registration, configure Mobilelron settings.

6. Click Verify Settings to make sure Mobile Security can connect to the
Mobilelron server.

7. Under Data Synchronization Settings section, configure the following:

Security Category Prefix

ﬁ’ Note

Mobile Security uses a prefix to create three (3) classes (Dangerous,
Risky and NO_TMMS), and labels the risk devices as follows:

XXXX_Dangerous
XXXX_Risky

XXXX_NO_TMMS
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Agent Deployment

Trend Micro Mobile Security enables you to deploy client agent from the two
different sources:

Google Play Store: You will need to configure MobilelIron to deploy the
mobile device agent and provide the enrollment information to users, in
the form of text or a QR-code. The users can use the enrollment
information or scan the QR code to enroll with the server. The
enrollment information includes the server IP address and port number,
and an enrollment key, which is available on the Android Agent tab on
Deployment Settings screen.

After installing the mobile device agent, users will be required to enroll
to the Mobile Security server manually. If you deploy mobile device
agent from Google Play Store, the mobile device users can receive the
real-time updates via Google Play.

Mobile Security Server: Notify users to download the mobile device
agent, with the name: ENT Security, from Mobilelron app store.

If you use this deployment option, you will need to provide the
enrollment information to users, in the form of text or a QR-code. The
users can use the enrollment information or scan the QR code to enroll
with the server. The enrollment information includes the server IP
address and port number, and an enrollment key, which is available on
the Android Agent tab on Deployment Settings screen. Whenever a
user launches the mobile device agent, the user will need to enroll the
app to the Mobile Security server. You can also configure the app to
enroll automatically. However, whenever there is an update available,
the mobile device users will be required to update their mobile device
agents manually.

Deploying Android Agent Through Google Play Store

Procedure

1. Log on to MobileIron web console, and click App Catalog on the menu
bar.
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2. Click Add+, and then select Google Play.
3. Inthe Application Name field, type ENT Security, and click Search.

4. TFrom the search results, select Enterprise Mobile Security, and click
Next.

5. Add the description for Enterprise Mobile Security, and from the
Category drop-down list, select the category where you want to place
this application.

6. Click Finish.
7. Click Apps@Work form the menu bar.

8. Under the APPS@WORK CATALOG, section, select Feature this App in
the Apps@Work catalog.

9. Click Save.

What to do next

If you did not select the Auto Enrollment setting, provide the enrollment
information to users, in the form of text or a QR-code after deploying the
Android agent. The users can use the enrollment information or scan the QR
code to enroll with the server. The enrollment information includes the
server IP address and port number, and an enrollment key, which is available
on the Android Agent tab on Deployment Settings screen.

Deploying Android Agent Through Mobile Security Server

Procedure
1. Log on to the Mobile Security administration web console.
2. (Click Administration > Device Enrollment Settings on the menu bar.

3. Onthe Authentication tab, select Authenticate using Enrollment Key,
and then select Use preset Enrollment Key.
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4. Click Administration > Deployment Settings > Android Agent (tab).

5. Select Download from TMMS Server, and then select Auto Enrollment.

6. Click Save to save the settings.

7. Click Upload, and then select the modified Mobile Security agent file to
upload it to the AirWatch server.
The mobile device agent uploads and appears on the AirWatch
administration web console.

What to do next

If you did not select the Auto Enrollment setting, provide the enrollment
information to users, in the form of text or a QR-code after deploying the
Android agent. The users can use the enrollment information or scan the QR
code to enroll with the server. The enrollment information includes the
server IP address and port number, and an enrollment key, which is available
on the Android Agent tab on Deployment Settings screen.

Deploying iOS Agent

Procedure

1. Log on to the MobileIron web console, and click App Catalog.
Click Add+, and then select iTunes.
Type ENT Security in the search field, and then click Search.

2
3
4. Select Mobile Security for Enterprise Agent, and click Next.
5. Without changing the information, click Next.

6

Under APPS@WORK CATALOG section, select Feature this App in the
Apps@Work catalog, and click Next.

Click Finish.

N

8. Log on to the Mobile Security administration web console.
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9. Click Administration > Deployment Settings > i0S Agent (tab).

10. Click Download to download the configuration file.

ﬁ Note

If the Download button is inactive, make sure you have correctly
configured all the settings in the previous steps.

Dashboard Devices Users Policies Applications ~ Nofifications & Reports ~ ‘ Administration ~ Help

‘You are here: Administration > Deployment Settings

Deployment Settings

Server Android Agent iOS Agent

Perform the following steps to integrate iGS agent with Mobilelron server:

Step 1 Add TrendMicro ENT Security from iTunes on Mobilelron web console
Step 2: Check if the following enroliment information is correct.
Server IP: (IP and Port Configuration )
Server Port;
Enroliment Key: ( Enroliment Key Configuration )